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Svet po Snowdenu

Kaj smo se naucili?

Slovenija?
Mi?
NSA zgodba
|
NSA, kot ga pokaze Edward Snowden %?:"l’u;g(‘)\!‘l'ﬂhg

» Prisluskujejo vsemu na Internetu:
* 20 milijard ,,dogodkov” dnevno,
* Dosegljivo NSA analitikom v 60 minutah
» Razbili vecino Sifriranj
» Zaloga ranljivosti, ki jih uporabijo za
vdiranje v ciljne racunalnike

» NSA deli tehnologijo z ostalimi v skupini

“Five eyes”: USA, Canada, UK, Australia, New
Zealand




Zmoznosti NSA

Razbita vecina Sifriranja na Internetu
* Dogovor za prisluskovanje s Telco operaterji v ZDA in Angliji
* Mrezne naprave z vkljucenim prisluskovanjem
* Backdoor in oslabljena implementacija Sifriranja

DES dolzZina kljuca, CryptoAgG,
_NSAKEY v Windows NT, Lotus Notes key,
Dual_EC_DRBG random generator v Windows Vista,
SHA-3?

* Napad na Tor omreije
* Iskanje Tor uporabnikov = Firefox ranljivosti = FOXACID
* Hecking, npr. NSA+UK ->BelgaCom (EU institucije)
* Quantum Insert attack: MitM na Google streznike > FOXACID
* FOXACID
* Bogata zbirka za izrabo ranljivosti: od neznanih in nepopravljenih do znanih

* http://baseball2.2ndhalfplays.com/nested/attribs/bins/1/define/forms9952_z1zzz.html
* Analiza tveganja: cost-benefit glede na vrednost tarce in tehni¢no zahtevnost

Kaj pa mi?

Kako ostati varen pred NSA (Bruce Schneier):
1. Hide in the network. E.g. Tor
The less obvious you are, the safer you are.
2. Encrypt your communications.
E.g. TLS, IPsec. You're much better protected
than if you communicate in the clear.
3. If you have something really important,
use an Air Gap.
Might not be bulletproof, but it's pretty good.
4. Be suspicious of commercial encryption software,
especially from large vendors.
5. Try to use public-domain encryption that has to be compatible with
other implementations.
. TLS vs. BitLocker.
. Prefer symmetric cryptography over public-key cryptography.
. Prefer discrete-log-based systems over elliptic-curve systems.
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Informacijska varnost — v€eraj w

Trdnjava
= The Tower of London
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= Dobro definirana varnostna
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Informacijska varnost — danes

Letalisce

*  Razli¢ne vrste uporabnikov -

= Razli¢ne pravice in dostopi uporabnikov H

= Velik in raznolik pretok uporabnikov

= Razli¢ne vrste storitev

= Velika varnostna izpostavljenost Zagotovitev varnosti:

= Raznoliki in prekrivajoci se mehanizmi za “  Razlitne varnostne cone in tokovi potnikov

zagotovitev delovanja in varnosti
= Varnost ne sme omejevati delovanja
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Uporabniska gesla

Namen: zaséita podatkov Slovenska
1. 123456
L 2. 111111
Izbiranje gesel 3. geslo
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1. Shranjevanje — Kje? 10 me—y7 00 1 91800 Google
2. Razli¢na gesla za razlicne namene (sluzba / hig lublientk
bank / ial v. ) 1. Ime hisnega ljubljencka
anka / socialna omreZja 2. Pomembni datumi
3. Postopki ob izgubi oz. pozabljanju. 3. Datum rojstva bliZnje osebe
4. Skupinse gesa e
5. Ne ,posojajte”. Niti po telefonu. ® 6.  Rojstni kraj
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8. Nekaj v zvezi z najboljso Sportno
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Ime trenutnega partnerja
10. Beseda ,password”
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Varnostni pregled / Eti¢ni heking
Pregled industrijskih sistemov
Man-In-the-Middle

Racunalniska forenzika

Revizija varnosti
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Tipicne ranljivosti IKT Glavne ranljivosti pri varnostnih

infrastrukture pregledih v Sloveniji

1. Nepodprti (out-of-support) 1. Nepravilna avtorizacija dostopov
strezniski operacijski sistemi do podatkoy,

2. Nenadgrajena (unpatched) 2. Neustrezna avtentikacija
strezniska programska oprema uporabnika,

3. Nenadgrajeni Sistemi za 3. XSS (cross-site scripting),
upravljanje vsebin (CMS) 4. Neoptimalno upravljanje

4. Omogocene nepotrebne storitve uporabniske seje,
* NTP, FTP, RDP, VNC, DB 5. Konfiguracija in posodobljenost

HTTP streznika.

v

Dosegljivi testni/razvojni strezniki
e Zelo ranljivi

¢ Skopijo produkcijskih podatkov

o

Privzeta gesla za administracijo oz.
uporabo storitev

Man-in-the-Middle napad

ARP spoofing

Le client avtentikacija
Zasebna Wifi tocka
Zasebna bazna postaja

*User ID

/ * Password \

- « Security v
question = v




- Neodvisni varnostni pregled Informacijske
* infrastrukture in aplikacij
Testiranje iz Interneta ali iz podjetja?

Testiranje zunanjega napadalca
ali zaposlenega?

BrezZi¢ne ali zZicne povezave?

Mobilne naprave?

Slepo ali znano okolje?

Spletni streznik? Aplikacija? Podatkovni
streznik?

Izvorna koda?

Denial of Service (DoS, DDos)?

Socialni inZeniring?

Varnostni pregled / Eti¢ni heking

[

Internet

Industrijski (Scada) sistemi

Uporaba % /

_-k ps Company Management

L i L - W ——

7 I Y
3,—]__”_ : - L i o

Vodni sistemi, sistemi odpadnih voda,

N

Naftni in plinski sistemi, Vo IR G Mgt ™ o oo
T . @ 10 e

Prenos in distribucija elektricne T T Y B

energije, T s .

Nadzor zgradb, letalisc, ladij, vesoljskih sistemoyv,
HVAC, nadzor dostopa, poraba energije.

Glavne varnostne ranljivosti

Pomanjkanje varnosti ob nacrtovanju, vpeljavi in upravljanju,
Povezava Scada sistem s poslovnim omrezjem in Internetom,

Standardni operacijski sistemi (Windows, Linux):
Splosni, ranljivosti, ne-nadgrajevanje,

Specializirani in zaprti protokoli — Security by Obscurity,
Ranljivosti SCADA programske opreme,
Fizicno varovanje,

Avtentikacija naprav.
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OWASP Top-10
Priporocila za programerje

Varnost pri razvoju programske opreme
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OWASP Top Ten 2013

A2: Broken
Authentication A3: Cross-Site
and Session Scripting (XSS)
Management

A4: Insecure
Direct Object
References

Al: Injection

A7: Missing A8: Cross Site
Function Level Request Forgery
Access Control (CSRF)

AS5: Security AG6: Sensitive Data
Misconfiguration Exposure

A9: Using Known A10: Unvalidated
Vulnerable Redirects and
Components Forwards

2013-Al — Injection

Injection means...

¢ Tricking an application into including unintended commands in the data sent
to an interpreter

Interpreters...

¢ Take strings and interpret them as commands
e SQL, OS Shell, LDAP, XPath, Hibernate, etc...

SQL injection is still quite common

¢ Many applications still susceptible (really don’t know why)
¢ Even though it’s usually very simple to avoid

Typical Impact

¢ Usually severe. Entire database can usually be read or modified

¢ May also allow full database schema, or account access, or even OS level
access
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SQL Injection — lllustrated

'OR 1=1-
gl |38

DB Table

reque:ﬁt & . | é

Databases

Application Layer

1. Application presents a form
to the attacker

2. Attacker sends an attack in
the form data

App Selver

3. Application forwards attack
Web Sefver to the database in a SQL

query

Hardened OS 4. Database runs query

containing attack and sends

encrypted results back to

application

5. Application decrypts data

as normal and sends results
to the user

Network Layer

Firewall
Firewall

Al — Avoiding Injection Flaws

Recommendations

¢ Avoid the interpreter entirely, or

¢ Use an interface that supports bind variables (e.g., prepared
statements, or stored procedures),

¢ Bind variables allow the interpreter to distinguish between code and
data

¢ Encode all user input before passing it to the interpreter
¢ Always perform ‘white list’ input validation on all user supplied input
¢ Always minimize database privileges to reduce the impact of a flaw

References

¢ For more details, read the
https://www.owasp.org/index.php/SQL Injection Prevention Cheat Sheet

27
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A2 — Broken Authentication and
Session Management

HTTP is a “stateless” protocol

¢ Means credentials have to go with every request
¢ Should use SSL for everything requiring authentication

Session management flaws

* SESSION ID used to track state since HTTP doesn’t
* and it is just as good as credentials to an attacker
* SESSION ID is typically exposed on the network, in browser, in logs, ...

Beware the side-doors

¢ Change my password, remember my password, forgot my password, secret
question, logout, email address, etc...

Typical Impact

¢ User accounts compromised or user sessions hijacked

Z5

Broken Authentication lllustrated

Q User sends credentials

WWW.boi.com?JSESSIONID=9FA1DBOEA... ‘

E-Commerce
Functions

Bus.

Site uses URL rewriting
(i.e., put session in URL)

Custom Code

. . Y
O User clicks on a link to http://www.hacker.com

Hacker checks referrer logs on www.hacker.com
R, and finds user’s JSESSIONID

Q Hacker uses JSESSIONID
and takes over victim’s
account

14
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A2 — Avoiding Broken Authentication
and Session Management

Verify your architecture

|

¢ Authentication should be simple, centralized, and standardized
¢ Use the standard session id provided by your container
¢ Be sure SSL protects both credentials and session id at all times

Verify the implementation

¢ Forget automated analysis approaches

* Check your SSL certificate

¢ Examine all the authentication-related functions

e Verify that logoff actually destroys the session

¢ Use OWASP’s WebScarab to test the implementation

Follow the guidance from

e https://www.owasp.org/index.php/Authentication_Cheat_Sheet

A3 — Cross-Site Scripting (XSS)

Occurs any time...

¢ Raw data from attacker is sent to an innocent user’s browser

Raw data...

o Stored in database
¢ Reflected from web input (form field, hidden field, URL, etc...)
¢ Sent directly into rich JavaScript client

Virtually every web application has this problem

o Try this in your browser — javascript:alert(document.cookie)

Typical Impact

o Steal user’s session, steal sensitive data, rewrite web page, redirect user to
phishing or malware site
¢ Most Severe: Install XSS proxy which allows attacker to observe and direct all
user’s behavior on vulnerable site and force user to other sites 31
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Cross-Site Scripting lllustrated

Application with
stored XSS
vulnerability

Attacker enters a

malicious scriptinto a
web page that stores
the data on the server

Victim views page — sees attacker profi

Accounts
E-Commerce
Bus. Functions

Custom Code

Script runs inside
victim’s browser with
full access to the DOM
and cookies

Q Script silently sends attacker Victim’s session cookie

A astec

Avoiding XSS Flaws

= Recommendations
* Eliminate Flaw
¢ Don’t include user supplied input in the output page
* Defend Against the Flaw
* Use Content Security Policy (CSP)

¢ Primary Recommendation: Output encode all user supplied input (Use
OWASP’s ESAPI or Java Encoders to output encode)

https://www.owasp.org/index.php/ESAPI
https://www.owasp.org/index.php/OWASP Java Encoder Project
* Perform ‘white list’ input validation on all user input to be included in page

¢ For large chunks of user supplied HTML, use OWASP’s AntiSamy to sanitize
this HTML to make it safe

See: https://www.owasp.org/index.php/AntiSamy
= References

* For how to output encode properly, read the
https://www.owasp.org/index.php/XSS_(Cross Site Scripting) Prevention Cheat Sheet

iSayj
33

(Ant
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Varnostne naprave
Varnostne resitve
Operacija Cebula

Postavitev in upravljanje
varnostnih resitev

Osnovni principi varnosti

» Demingov krog

» Zaupnost, Celovitost, RazpoloZljivost — CIA

= Delitev odgovornosti (Separation of Duties)

= Princip Stirih oci
= Princip najmanjsega privilegija
(Least privilege)

= Princip ¢ebule — Globinska obramba
(Defence in depth)

= Najsibkejsi ¢len (Weakest link) ’

Availability

= Umrivarno (Fail securely)

= Varnostne cone

17



Postavitev varnostnih resitev

Princip nivojev

Vlan

Network access / 802.1x
Pozarna pregrada

IPS - odkrivanje vdorov
Avtentikacija

[dM

DLP

SIEM

application
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