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1 Uvod / Introduction

Digitalna forenzika je veja forenzi¢ne znanosti, ki zajema obnovo in preiskavo gradiva najdenega v digitalnih napravah
in je pogosto v povezavi z ra¢unalniSkim kriminalom. Izraz digitalne forenzike je bil prvotno uporabljen kot sinonim za
ra¢unalnisko forenziko, vendar se je razsiril, da bi zajel preiskavo vseh naprav, ki lahko shranjujejo digitalne podatke. Ko-
renine lahko zasledimo v osebni ra¢unalniski revoluciji v poznih sedemdesetih in zgodnjh osemdesetih letih. V devetdesetih
je razvoj discipline potekal brez prave organizacije, dokler se niso v 21. stoletju pojavile nacionalne smernice.

Digitalne forenziéne preiskave imajo razlicne naloge. NajpogostejSe so podpirati ali ovre¢i hipotezo pred kazenskimi
ali civilnimi sodis¢i. Kriminalni primeri vkljucujejo domnevno krsitev zakonov, ki jih doloca zakonodaja, kot so naprimer
umori, kraje in napadi na osebo. Civilni primeri pa se ukvarjajo z zas¢ito pravic in lastnine posameznikov (pogosto
povezani z druzinskimi spori), lahko pa se tudi ukvarjajo s pogodbenimi spori med gospodarskimi subjekti, pri katerih se
vkljuéi oblika digitalne forenzike, ki se imenuje elektronsko odkritje.

V zborniku so zbrane seminarske naloge studentov magistrskega studija na Fakulteti za rac¢unalnistvo in informatiko
Univerze v Ljubljani 2017/2018. V okviru predmeta Digitalna forenzika je vsaka skupina Studentov izbrala en ¢lanek, ki
je sluzil kot izhodisce za seminarsko delo.

Clanki so bili izbrani iz Sestih raziskovalnih podroéij: metodologija, forenzika mobilnih naprav, diskovna forenzika,
forenzika pomnilnika, analiza signalov in forenziko interneta stvari (IoT ang. Internet of Things) ter clanek, ki ni spadal
v nobeno od prej omenjenih kategorij.

Pri podro¢ju metodologije se ¢lanki dotikajo tematik o ¢asovni zahtevnosti digitalnih preiskav, horizontalnega skaliranja
presikave s pomocjo paralalnega procesiranja ter problematik pri varstvu osebnih podatkov.

Forenzika mobilnih naprav je najpodrobneje predstavljeno podrocje, saj se ravno na tem podro¢ju v zadnjem casu
intenzivno razvija forenzitno opremo in prepreke zanjo. Seminarske naloge predstavijo orodja in metode za ponarejanje
SMS (ang. Short Message Service) sporocil, problematiko dokazovanja integritete podatkov s zgos¢evalnimi funkcijami
(ang. hash functions) in forenziéne preiskave CDR (ang. call detail record) podatkov mobilnih operaterjev. Pregledajo
tudi preiskave dveh najpopularnejsih platform pametnih telefonov - Android in iOS ter analizirajo programsko opremo za
pridobivanje in manipulacijo GPS podatkov.

Na podrocju diskovne forenzike pregledamo nova orodja za avtomatié¢no popravljanje pokvarjenih datotek, metode
analize dedupliciranih datotecnih sistemov ter forenzi¢no analizo ext4 datote¢nega sistema.

V sklopu forenzike pomnilnika seminarske naloge zajamejo pregled novih metod pregledovanja spomina uporabnikovih
programov na sistemih Linux, analizo pomnilnika javanskega navideznega stroja (JVM ang. java virtual machine) ter
pregled orodja Gaslight, ki sluzi za testiranje programske opreme namenjene preiskovanju pomnilnika.

Pri forenzi¢ni analizi signalov so obravnavani tako zvocni signali in sicer problem ujemanja frekvence elektricnega
omrezja (ENF ang. electrical network frequency) vzorcev v sklopu ocenjevanja ¢asa snemanja zvocnih posnetkov kot
signali, ki jih pridobimo z zajemanjem vzorca tipkanja (ang. keystroke dynamics), s pomocjo katerega lahko z veliko
verjetnostjo dolo¢imo spol uporabnika in tudi druge lastnosti.

V sklopu internet stvari (ang. Internet of Things) pregledamo arhitekturo PCL-jev (ang. Programmable Logic Con-
trollers) in njihove ranljivosti ter metode udiranja. Pregledamo tudi metode digitalne forenzike, ki se nanasajo na ekosistem
Amazon Alexa in pri tem spoznamo nov pristop, ki zdruzuje cloud-native forenziko in forenziko na strani odjemalca.

V sklopu razno pa seminarska naloga predstavi odprtokodno orodje DRone Open source Parser (DROP), ki je namen-
jeno lastniskim datotekam DAT pridobljenih iz notranjega pomnilnika brezpilotnega letala (DJI Phantom III).

Ta zbornik zdruzuje vse konéne seminarske naloge, ki so bile izdelane v studijskem letu 2017/2018. Namenjen je vsem,
ki jih zanima podrocje digitalne forenzika ali pa zgolj eno ali ve¢ predstavljenih podro¢cij.

Ljubljana, 2018 David Klemenc



2 Povzetki / Summaries

2.1 Programming, investigation and documentation in digital investigation

This paper discuss the amount of effort and time required to hold a Digital investigation in terms of programming,
investigation also the documentation and logging of what is done. The paper follow the experiment discussed in the paper
"Do digital investigators have to program? A controlled experiment in digital investigation”. The experiment research
a lot of aspects regarding the process of a investigating a dig-ital involved crime, those aspects differ from the relation
between amount of effort in terms of time invested in the investigation with the quality of the results, to the need of
programming skills or the implementation of any programs through out the carrying on of a digital investigation. The
experiment was held on 39 students who were split in 10 groups all of are computer science graduate students.

2.2 SCARF: Skaliranje digitalnega forenzi¢nega procesiranja z uporabo vsebniskih
tehnologij v oblaku

V zadnjih letih je zmogljivost racunalnikov mocno zrasla. Posledi¢no so se povecale tudi kapacitete podatkovnih nsilcev oz.
diskov. Temu razvoju bodo morali slediti tudi forenzi¢ni postopki, da se bodo lahko prilagodili na zmogljivejse racunalniske
vire.

S tem namenom so bile razvite nove programske resitve, ki omogocajo odprto in fleksibilno integracijo ze obstojec¢ih orodij,
poleg tega pa podpirajo skalabilnost in prilagodljivost na zahtevnejSe procesiranje podatkov. Eno od tovrstnih ogrodij je
ogrodje SCARF. Uporablja princip vsebnikov (ang. containerization) ter s tem omogoca vzporedno procesiranje podatkov,
ki se skalira glede na zahtevnost dane naloge. Poleg tega omogoca tudi enostavno dodajanje razsiritev.

2.3 Review of the paper: Availability of datasets for digital forensics — And what is
missing

This paper is a review of the paper Availability of datasets for digital forensics and what is missing, with an overview of
the wider area, the referenced papers and concluded with our own opinion of the matter. There are many challenges for
researchers that require datasets in the field of Digital Forensics and we try to identify them and offer an overview of the
whole situation based on the original paper. We discuss the availability of repositories, the problem with sharing data
and we present the findings and results.

2.4 Selektivno brisanje podatkov

Vse vet forenzi¢nih preiskav dandanes vkljucuje tudi zaseg digitalnih naprav. Vecje ali manjSe koli¢ine podatkov na
zasezenih napravah so zasebne narave. 7 vse strozjimi zakoni o varstvu osebnih podatkov in zasebnega zivljenja se
digitalni forenziki v Evropi in po svetu sre¢ujejo s problemom kako taksne podatke zares uniciti, obenem pa s tem ne
kvariti verodostojnosti dokazov. Postavimo se tudi na drugi breg, kako bi lahko orodja za selektivno brisanje podatkov
uporabili za anti-forenzi¢no delovanje. Recimo da je bil vohun razkrinkan in se mora hitro znebiti obc¢utljivih podatkov.
Pojavi se problem kako se podatkov znebiti na nesumljiv na¢in. Nazadnje Se predstavimo primer implementacije sistema
za selektivno brisanje podatkov na NTFS datote¢nih sistemih. Ta je bil implementiran za skupek orodij Digital Forensic
Framework.

2.5 Tools and methods for falsification of SMS messages

In this paper we present problem of presenting SMS messages in court as a digital evidence. SMS messages are still one
of the most used forms of communication, therefore exists possibility to be present in court as evidence. This article
consists of several parts. First, we describe how SMS messages work regardless of platform and the usage of public SMS
gateways. Then we describe how SMS messages were falsified in the past (around 2010) on Nokia phone. Lastly,we present
contemporary processing on modern devices like Android and iOS with an experiment of falsification of SMS on Android
device.

2.6 Hash tehnike za forenzic¢ne preiskave mobilnih naprav

Raziskave, opravljene na National Institute of Standards and Technology, so pokazale, da so hash vrednosti notranjih pom-
nilnikov mobilnih naprav spremenljive pri opravljanju back-to-back pregleda. Hash vrednosti so koristne pri zagotavljanju
izvedencem moznosti filtriranja znanih podatkovnih datotek, ujemanja podatkovnih objektov na razlicnih platformah in



dokazati, da integriteta podatkov ostaja nedotaknjena. Raziskava, izvedena na Univerzi Purdue, je primerjala znane
hash vrednosti z izracunanimi vrednostmi za podatkovne predmete nalozene na mobilne naprave z razlicnimi metodami
prenosa podatkov. Medtem ko so bili rezultati za vecino preizkusov enotni, so bile hash vrednosti, ki so bile izracunane
za podatkovne predmete, prenesene prek storitve za veépredstavnostna sporocila (MMS), spremenljive.

2.7 Forenzicna preiskava s pomocjo podatkov mobilnih operaterjev

V tem porocilu bo govora o CDR (call detail record) oziroma o podrobnostih klica, ki se belezijo ob uporabi mobilnih
telefonov v danasnjem casu. Pogledali si bomo, kaj ti podatki vsebujejo, kaj je njihov namen in tudi kako se pridobivajo
in hranijo. Porocilo je nastalo na podlagi kazenskega primera, kjer so bili prav ti podatki uporabljeni na sodis¢u in so
dokazali, da je oseba obtozena kaznivega dejanja krivo pricala glede svoje lokacije.

2.8 Forenzika Androida

Pametne mobilne naprave so postale pravi superrac¢unalniki. Te nam pomagajo pri vsakodnevnih opravilih ter pri tem
belezijo ogromne koli¢ine podatkov, ki lahko postanejo velik vzvod v primeru, da pristanejo v napa¢nih rokah. Cilj ¢clanka
je bralcu pokazati kako enostavno najdemo nekatere pomembne podatke in ga s tem prepricati kako pomembno je imeti
ustrezno zavarovano mobilno napravo. Osredoto¢imo se na naprave, ki poganjajo operacijski sistem Android. Slednjega
na kratko tudi opiSemo. Srednji del ¢lanka je posvecen povzetku Android Forensics: Simplifying Cell Phone Examinations
ter predstavitvi njihovih metod preiskovanja in analize. Na koncu opiSemo tudi metode in rezultate naSega poskusa
preiskovanja in analize naprave Nexus 4. Najdeni podatki so nas nedvomno presenetili.

2.9 Ocena integritete podatkov pri mobilni forenziki s spremljanjem dogodkov

Zaradi Sirokega spektra storitev, ki jih mobilni telefoni ponujajo, postajajo vedno bolj pomembno orodje vsakdanjega
zivljenja ljudi. Zato bi lahko delovali kot temeljne price ali preprosto kot vir informacij pri podpiranju preiskav Stevilnih
kaznivih dejanj, ki niso omejena le na digitalni kriminal. Trenutna forenzi¢na pridobitev in analiza naprav temelji na orod-
jih za izvajanje daljinskega upravljanja, pri katerih se uporablja forenzi¢no delovno postajo za zaseg z vstavljanjem kode
v mobilno napravo. Iz tega sledi, da je karakterizacija sposStovanja integritete Se vedno tezavna in potrebuje poglobljeno
raziskavo. Avtorji ¢lanka so predstavili nov pristop za oceno spoStovanja integritete v zvezi z orodji za pridobivanje
informacij. Rezultati poskusov kazejo primernost predlagane strategije.

2.10 iPhone Forensics

iPhone is one of the most popular mobile devices today and therefore it is logical that it can represent the essential part in
an investigation, since vital information from these devices can make critical part of investigative evidences. The challenge
is the extraction of data of forensic value such as e-mail messages, text and multimedia messages, calendar events, browsing
history, GPRS locations, contacts, call history, voicemail recording, etc.

2.11 Expanding the Potential for GPS Evidence Acquisition

This paper was written based on the paper with the same title which looks into GPS data for investigating purposes. The
number of GPS devices and their capabilities have increased immensely during last years which gives the investigators more
tools in the forensic procedure and gives criminals more ways to manipulate data in order to mislead the investigators.
We will write about GPS network, devices related to GPS, what kind of software is used to gain quality information and
possible information collected during an forensic investigation involving GPS receivers.

2.12 Force Open: Lightweight black box file repair

This paper is a summary of a novel approach for automatic repair of corrupted files in study under review. Study presents
a lightweight approach that modifies execution of a file viewer, forcing it to open corrupted files. File viewer is referred as
a black box that makes this technique file format independent and only requires access to a program binary. According
to original authors’ results, rate of successfully opened corrupted files in combination with other existing file repair tools
was increased. Approach was implemented and evaluated for PNG, JPG and PDF files.



2.13 Forenzicna analiza dedupliciranih datotec¢nih sistemov

Deduplikacija razdeli datoteke na fragmente, ki so shranjeni v skladiséu za drobce (ang. chunck repository.) Drobci, ki
so sorodni za vecje Stevilo datotek, so shranjeni le enkrat. S perspektive racunalniske forenzike so podatki z naprav, ki
uporabljajo deduplikacijo tezko obnovljeni, potrebno je po- sebno znanje, kako tehnologija deluje. Proces deduplikacije
spremeni celotno datoteko na organiziran niz fragmentov. Do nedavnega je bila ta tehnologija uporabljena le v podatkovnih
sredicih, kjer je bila uporabljena za zmanjSevanje porabe prostora rezervnih kopij. Zdaj je ta dostopna v odprtokodnih
paketih kot je OpenDedup, ali pa kot sistemski dodatek operacijskega sistema. Tak primer je Microsoft z dodatkom v
Windows 10 Technical Preview. Orodja, s katerimi se izvajajo preiskave, morajo biti izpopolnjena, da zaznajo, analizirajo
in obnovijo vsebino dedupliciranih datote¢nih sistemov. Deduplikacija namre¢ doda dodaten sloj k dostopu do podatkov.
Ta sloj mora biti raziskan, da je zaseg kot nadaljnja analiza izvedena pravilno. V tem ¢lanku je predstavljena deduplikacija,
ter uporaba v OpenDedup ter na operacijskem sistemu Windows 2012.

2.14 Advanced forensic Ext4 inode carving: summar

Many widely-used filesystems (NTFS, FAT, Ext3) are well-researched in terms of digital forensics and data recovery, but
this does not apply to Ext4, a successor in the family of Ext filesystems. Due to some new functionalities of Ext4 and
compatibility breaking, a novel approach for file carving had to be developed. The advantages of this approach include
its ability to restore files even in the case of a corrupted superblock. This article gives a summary of the original paper
and its outcomes, also with an introduction to Ext4 filesystem and Ext family included.

2.15 Linux memory forensics: Dissecting the user space process heap

This work is an overview of a paper on a new method of performing memory forensics on the heap of Linux user space
programs. We present common structures found in the glibc implementation of the process heap and their general
organization. We summarize how the knowledge of these structures can help locate program data in memory, confirm
none of it was overlooked and separate it from heap’s meta- data and data belonging to other programs. We also give
a general overview of Rekall, the framework used in exploring the memory, test out the new method and verify the
reproducibility of the source paper’s results on both old and new versions of analysed software.

2.16 Analiza pomnilnika z uporabo generacijskega cistilca pomnilnika

Analiza glavnih pomnilnikov lahko predstavlja pomemben del forenzi¢ne analize. Zaradi razmaha programskih jezikov, ki
tecejo v navideznih strojih, pa je potrebno popraviti, oziroma na novo razviti orodja, ki poizkusajo razbrati informacije,
vsebovane v njih.

Ta ¢lanek se osredoto¢a na analizo pomnilnika navideznih strojev - natancneje Javanskega navideznega stroja (JVM)
HotSpot in pripadajocega ¢istilca pomnilnika (ang. garbage collector - GC). Kljub temu, da je bil nek podatek v programu
oznacen za izbris, pa lahko v pomnilniku ostane Se precej ¢asa, saj HotSpot ne briSe podatkov za seboj, vendar jih le kopira.
S podrobnejso analizo se je izkazalo, da lahko zaradi tega Se vedno pridemo do podatkov, za katere najprej sklepamo, da
niso ve¢ dostopni.

Ta ¢lanek se posveti analizi pomnilnika navideznega stroja HotSpot, vendar bi ga lahko posplosili tudi za druge podobne
stroje, kot sta Microsoftov .Net in Googlov V8 JavaScript Engine.

2.17 Crashing programs for fun and profit

We review an efficient architecture for testing memory forensics applications with fuzzing, called Gaslight. We present
different ways of fuzzing, compare them to Gaslight, present its authors’ results, then repeat the experiment. We also
present some problems and propose several possible enhancements to the architecture.

2.18 Keystroke dynamics features for gender recognition

In digital forensics, one often finds himself in a position where the ability to profile the computer user may simplify the
task of finding a suspect. Most of the research in the field focuses on recognizing the gender or age which are two of the
most informative characteristics and usually the first ones a digital forensic wants to know. The ways to do so vary from
using complex ones such as voice recordings, images, signatures to fairly simple ones like the way a person types. This
field of study is called keystroke dynamics. Authors of the reference paper chose to predict a person’s gender based on
keystroke dynamics, since this is, as opposed to the pictures, a non-intrusive method. They assembled a dataset, recording
users during daily computer usage, calculated features and lowered the dimensionality of data and finally trained a few of



the most popular classifiers for this binary classification task. Using a radial-basis function network (RBFN), they achieve
the highest accuracy reported in the field to date.

2.19 Ocenjevanje casa snemanja zvocnih posnetkov

To delo obravnava problem ujemanja ENF (frekvenca elektri¢nega omrezja, ang. electrical network frequency) vzorcev v
sklopu ocenjevanja Casa snemanja zvo¢nih posnetkov. V delu je po navdihu vizualne primerljivosti predlagan in opisan nov
kriterij podobnosti (bitna podobnost) za merjenje podobnosti med dvema ENF signaloma. Predstavitvi kriterija sledi opis
iskalnega sistema, ki najde najboljse ujemanje za dolocen testni signal ENF v velikem obsegu iskanja na referen¢nih ENF
podatkih. Z empiri¢no primerjavo z drugimi priljubljenimi kriteriji podobnosti je v delu dokazano, da je predlagana metoda
bolj u¢inkovita od najsodobnejsih tehnik. Na primer, v primerjavi z nedavno razvitim algoritmom DMA omenjena metoda
doseze 86.86% nizjo relativno napako in je za priblizno 45-krat hitrejsa od DMA. Na koncu je predstavljena strategija
preizkusa edinstvenosti za pomo¢ cloveskim ocenjevalcem pri zagotavljanju natanénih odlocitev, posledi¢no je metoda
prakti¢no uporabna v forenziki.

2.20 Forensics of Programmable Logic Controllers

A programmable logic controller in many regards bears resemblance to a general-purpose computer or a microcontroller,
but possesses important characteristics that make its significance in industrial automation much more prominent. This
shows in the fact that most critical infrastructure today heavily relies on PLCs and other industrial control systems.
Regardless of their value, little concern has been given to the security of said systems in the past. This is due to the
fact that initially many devices used in an industrial automation, along with PLCs, were meant to be used in isolation —
disconnected from other devices in the industrial environment. As industrial control systems evolved, they have started to
rely heavily on the network and use of internet-based standards to share valuable data within large corporate networks.
Hence, they have become vulnerable to a completely new set of exploits, that were traditionally used to target computers
in a network. This has changed for the better over the years in which the industrial automation has become widespread.
In this work we give a primer on PLCs and their architecture, an overview of possible vulnerabilities and ways of intrusion
and forensic challenges associated with them. Furthermore, we characterize a particular PLC and give insights into its
intricacies and inner workings. Additionally, the proprietary GE-SRTP protocol is presented and evaluated as a means to
obtain data from the device in forensic investigation.

2.21 Pristopi digitalne forenzike za ekosisteme Amazon Alexa

Pametni zvoctnik Amazon Echo je zelo pomemben za inteligentno virtualno pomoc¢nico Alexo, ki je bila razvita s strani
Amazon Lab126. Amazon Echo posreduje glasovne ukaze do Alexe, katera se sporazumeva z obilico zdruzljivih naprav
interneta stvari (ang. Internet-of-Things - IoT) in aplikacij drugih razvijalcev. IoT naprave, kot je Amazon Echo, ki
so stalno vklopljene in povsod navzoce, so lahko zelo dober vir potencialnih digitalnih dokazov. Za podporo digitalnim
preiskavam je pomembno razumevanje kompleksnega oblacnega ekosistema, ki omogoca uporabo Alexe. V ¢lanku so
obravnavane metode digitalne forenzike, ki se nanasajo na ekosistem Amazon Alexa. Glavni del ¢lanka je namenjen
novemu pristopu digitalne preiskave, ki zdruzuje forenzi¢no analizo artefaktov v oblagu (ang. forensic analysis of cloud-
native artifacts in forenziko na strani odjemalca. Predstavljeno je tudi orodje CIFT (Cloud-based IoT Forensic Toolkit),
ki omogoca identifikacijo, pridobitev in analizo tako cloud-native artefaktov v oblaku, kot odjemalsko-centri¢nih podatkov
na lokalnih napravah.

2.22 DROP (DRone Open source Parser): Forenzi¢na analiza modela DJI Phantom III

V sklopu tega dela smo analizirali ¢lanek DROP(DRone Open source Parser) your drone: Forensic analysis of the DJI
Phantom IIT avtorjev Clark et al.

Brezpilotno letalo DJI Phantom III je bilo v letih 2016 in 2017 Ze uporabljeno pri zlonamernih dejavnostih. V ¢asu pisanja
analiziranega Clanka je bilo podjetje DJI proizvajalec z najve¢jim trznim delezem na podrocju brezpilotnih letal. Avtorji
Clark et al. so predstavili forenzi¢no analizo modela DJI Phantom III ter implementirali raz¢lenjevalnik za strukture
datotek, ki jih hrani preiskovano brezpilotno letalo.

V obravnavanem ¢lanku so avtorji predstavili odprtokodno orodje DRone Open source Parser (DROP), ki je namenjeno
lastniskim datotekam DAT pridobljenih iz notranjega pomnilnika brezpilotnega letala. Analizirani ¢lanek vsebuje pred-
hodne ugotovitve o datotekah TXT, ki se nahajajo na mobilni napravi, ki upravlja in nadzoruje brezpilotno letalo. Z
izlocanjem podatkov iz nadzorovalne mobilne naprave in brezpilotnega letala so avtorji Clark et al. korelirali podatke ter
na podlagi pridobljenih podatkov povezali uporabnika z dolo¢eno napravo. Poleg tega so rezultati analiziranega clanka



pokazali, da je najboljsi mehanizem za forenzi¢no pridobivanje podatkov iz brezpilotnega letala, ro¢na odstranitev kartice
SD.

Ugotovitve avtorjev so pokazale, da brezpilotno letalo ne sme biti ponovno vklopljeno, saj ponovni prizig letala spremeni
podatke z ustvarjanjem nove datoteke DAT in lahko izbriSe shranjene podatke, ¢e je notranji pomnilnik brezpilotnega
letala poln.
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ABSTRACT

This paper discuss the amount of effort and time required to
hold a Digital investigation in terms of programming, inves-
tigation also the documentation and logging of what is done.
The paper follow the experiment discussed in the paper "Do
digital investigators have to program? A controlled exper-
iment in digital investigation”. The experiment research a
lot of aspects regarding the process of a investigating a dig-
ital involved crime, those aspects differ from the relation
between amount of effort in terms of time invested in the
investigation with the quality of the results, to the need of
programming skills or the implementation of any programs
through out the carrying on of a digital investigation. The
experiment was held on 39 students who were split in 10
groups all of are computer science graduate students.
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1. INTRODUCTION

The role of programming, investigation and documenta-
tion, and the amount of time invested in each of those parts
of a digital investigation is a very important matter in terms
of improving the digital investigation and understanding the
process it go through. Also the amount of experience and
knowledge of programming and different aspects of com-
puter science needed by the investigator and whether or not
a strong computer science background is required continue
to be a debatable topic. In the research conducted and pub-
lished in the paper "Do digital investigators have to pro-
gram? A controlled experiment in digital investigation” by
Felix Freiling and Christian Zoubek, some solid results are
shown that can expand more our understanding of the role
and amount of time invested in programming, investigation
and documentation plus a little shadow on the of experi-
ence and knowledge of programming and different aspects
of computer science.

The experiment that is going to be discussed was conducted
at Friedrich-Alexander-Universitét Erlangen-Niirnberg (FAU)
in Erlangen, Germany.

2. THE EXPERIMENT][1]

The research is based on a controlled experiment. The
experiment used an approach called case-based reasoning
(CBR) which is commonly used to study general work of in-
vestigations and investigators by extracting knowledge from
prior cases to be used in the future to solve new ones. All
the participants of the experiment are graduate students of
Friedrich-Alexander-Universitit Erlangen-Niirnberg (FAU)
in Erlangen, Germany. The number of those participants
are 39. The participants were divided into 10 groups.The
groups were set to solve one of three realistically claimed
cases. The time frame in which the groups were expected
to finish the experiment and submit their final findings was
set to eleven months.

The main purpose of the research was to analyze the par-
ticipants throughout the experiment. The research didn’t
have a hypothesis but rather exact questions that was ex-
pecting thought the analyzing of the work of the participants
to answer. The questions were about the effect of effort in
terms of time on the quality of the investigation result, the
previous grade of the participants relation to their results
quality, how the work done is divided between investigation,
documentation and analyzing and is it necessary to program
to solve the case.

2.1 Setting up the research

The research is set about simulating a real life like case.
The case consists of context of the investigation and inves-
tigation goals and also digital evidence that require analyz-
ing. The effort done in the investigations is measured in the
amount of minutes of work spent in solving the cases. In the
experiment there is four different type of work :

e Documentation and work involving pen and paper.
e Group discussions and meet-ups.

e Programming or using old ones with new implementa-
tion or add ups.

e Using tools to actually preform a digital investigation
on the evidence in hand.

The quality of the findings were evaluated as a percentage
of important evidence found and how correctly interpreted
by the participants.



At the beginning the participants were introduced to the
nature of the experiment. Participating in the experiment
was mandatory, however it didn’t have an effect on the
grades of the participants. After the participants were di-
vided into groups they were instructed not to interact in
any way concerning the experiment especially the groups
that share the same case. As a procedure to beginning with
the experiment the participants were asked to fill out a ques-
tionnaire where they had to give out information about there
grades, degree, year of study, experience in working on foren-
sic cases, motivation and expected effort to invest in the ex-
periment.

Based on the lack of knowledge about what influence the
digital investigation process. The experiment was designed
with exploratory research questions rather than try to prove
a raised hypothesis. Those question were raised based on
four criterion :

e The characterization of the difference in case types.
e The observation of investigative strategies.

e What influence the overall effort ?

e The factors influencing the quality of result.

In the characterization of the difference in case types crite-
ria, the question raised were if the known rule that every
case must be treated with an open mind so not to pass some
important relevant evidence always stand, or there is some
type of cases that would always require more effort. With
that in mind the following to questions were asked :

e Is there a difference in the effort invested by every
group to solve different cases?

e Is there a difference in the effort invested by every
group to solve the same case?

When observing the investigative strategies, its interesting
how each group attempted to solve the case and the order-
ing of the steps taken to solve the case, thus those questions
were generated:

e Did group with different cases used different strategies
in attempt to solve the case?

e Is the amount of effort distributed differ between dif-
ferent groups and different cases?

e What is the tools used in the attempt to solve the
cases?

In the attempt to answer the question of what influence
the overall effort invested to attempt to solve the cases given
to the groups of participants in the experiment so that it
can be know how different factor; for example programming
skills,experience motivation, etc influence total effort. To
answer that two more question expanded from the original
one:

o What are the main factors that relate to the total effort
in every case?

e What exact factor can give good prediction of the ef-
fort?

The last question were related to the results. As known
one of the main goals of an investigation is to produce high
end quality results. So the factors influencing the quality of
result is a very important topic that required to take part in
the setting of the experiment. The two questions regarding
the factors influencing the quality of result where :

e What are the main factors that relate to the quality of
result?

e What exact factor can give good prediction of the re-
sult quality?

2.2 The cases

Every group was assigned one of three cases. Those cases

simulate real life like cases. The also served in a way to
show how different cases can effect effort. The three cases
were created from a total of four cases, that were inspired
by real life cases reported to the police force of of the federal
state of Baden-Wiirttemberg, Germany. Due to lack of ex-
perience in developing cases, one case was used in an earlier
forensic course to as an analysis exercise. The experience
gained from using one case as an analysis exercise helped
making the three cases used in the experiment less artificial
and more real life like. That ended into three cases which are
pointed to with the names : The ARPspoof case,the Terror
case and the Malware case. The evidence used for the cases
were disk images.Every case had at least three disk images.
The disk images used as evidence were designed so not to be
analyzed simultaneously but to be analyzed after the other.
This was done by making every disk image having evidence
pointing towards the next disk images.
The experiment cases were designed as event based, were
every event unveil the next event. There were four major
meetings that were made to be were new events in the case
happens. The meetings were made with the course instruc-
tor and he was assumed as a role play were the course in-
structor is the prosecutor and the students the investigators.
The main role of the meetings is to review the progress made
by the student were they discuss their finding and also the
advance of the case where the course instructor acting as
the prosecutor will suggest the acquiring of more evidence.
The evidence will be the next image disk and the experi-
ment was designed in a way were most groups have equal
number of disks in the same time. At their first meeting the
groups are instructed about the case by the course instruc-
tor and handed the first disk image. The second and the
third meeting purpose was review the progress made by the
student were they discuss their finding and also the advance
of the case where the course instructor acting as the pros-
ecutor will hand on the next two disk images respectively.
The last meeting wasn’t part of the experiment or the cases
but more of a feedback on the groups report and the whole
experiment.

2.2.1 The ARPspoof case

The ARPspoof case is a case were an system administrator
of corporate is suspected of spying on one of the network
users. The suspicion was raised due to the administrator



was noticed to talk about knowing log-in information about
the victim publicly. The administrator preformed a man in
the middle attack were he directed the data frames sent by
the victim to his computer rather than sending them to the
gateway and also changed his internet traffic by redirecting
him to other web pages when try to visit specific pages.
The image disk for this cases were as following:

e The administrator computer.
e The victim computer.

e The gateway router.

In the end report a grade was given based on finding those
key findings:

e Comparison of time stamps on the three image disks.

e Comparison on the acquired data and the victim ac-
tions.

e Checking the http IDs.

e Checking the data from the DNS protocol direction.

2.2.2 The Terror case

The terror case as can be guessed by the name is a terrorist
bombing attack based case. This case due to sensitivity that
may rise followed an episode of star trek were the embassy
of the united earth was bombed on the planet Vulkan. The
suspect and a used coordinated the attack by using some
communication forum to hide their real communication were
they spammed with virtual users who uses random bible
versus to submit topics. The communication between the
two took place in between that versus spamming. The image
disk for this cases were as following :

e The suspect computer.
e The server where the forum ran.

e The user who the suspect communicated with com-
puter.

In the end report a grade was given based on finding those
key findings:

e The finding of sessions IDs ,IPs and cookies.
e Comparison of time stamps on the three image disks.
e Prove the link between the computers using log files.

e The login data to the server of the suspect and the
user.

e The randomly spammed bible versus script.

e The communication history in both the suspect and
the user browsers .

2.2.3 The Malware case

The malware case handle a case were a blog server is in-
fected with a malware. The infection caused the spread of
the malware by getting users infected too. After the infec-
tion the malware collected data from the infected user and
send them to a drop-zone were all the data were collected.
The infection was due to vulnerability in the PHP code of
the website. The first infection was the owner of one of the
blogs and the second victim was just visiting the blog. Af-
ter the infection begin the malware spread to the blogs that
were hosted on that server. The image disk for this cases
were as following :

e The blog’s owner computer that was initially infected
and the server that was suspected to be the root of the
infection.

e If identified the attacker computer was handed, in ad-
dition to another victim computer.

e [f a connection to the server was proven an imgae rep-
resenting the drop-zone was handed.

In the end report a grade was given based on finding those
key findings:

e The browser history and IP addresses.
e Comparison of time stamps on the disk images.
e Prove the link between the computers using log files.

e Comparison of the malware through out the comput-
ers.

3. THE RESULTS
3.1 Demographic data of participants

Let us first give an overview of the participants from the
pre-questionnaire. Overall, there were 39 participants that
got randomly assigned to 10 groups with one group con-
sisting of only 3 participants. That group did not hand
in project diaries so they were dropped from the evalua-
tion. Two more participants also did not hand in the project
diaries so therefore project diary/effort data was collected
from 34 participants in total.

3.2 Case types and investigative strategies

In order to understand if groups used different strategies

to solve different cases, effort was plotted on a timeline that
covered the entire study period. Unlike for Malware and Ter-
ror cases, where effort is clustered in three chunks around
the dates when groups met with the prosecutor, the effort
put in ARPspoofing seems more evenly distributed as well
as less in total. In the beginning all groups would focus more
on technical analysis and then shift to more documentation,
which is not unexpected. Since in practice the results must
stand in court, investigators might choose a more quality-
oriented approach.
When total effort per case is considered, we can see that the
Terror case required by far the most effort. The other two
are somewhat close in effort required to finish the task. This
could be due to the Terror case being less clearly specified
than the ARPspoof and Malware cases. The Terror cases
also required analysis of large texts and discovering of mo-
tives.



If we take a look at the amount of effort invested in different
tasks, technical analysis is dominating the spectrum and is
followed by conceptual work and group meetings, while no
group spent time on programming which means that existing
tools were enough to solve the cases. It is interesting that
the only tools that were used are the ones that are available
to the public meaning no commercial forensics software was
needed. The tools used were:

e Fred

Sleuthkit and Autopsy

Certutil

Virtual Box

Last activity view

e IDA Pro (free version)
e OllyDBG

e DBBrowser

One explanation as to why the participants did not program
is that these tools are sufficient enough to solve the cases.
The other explanation could be that the effort to program
new tools/scripts in order to automate investigative steps
does not pay off for an individual case. The unfortunate
thing here is that since the participants did not program,
the question about the role of programming knowledge is
left unanswered.

3.3 Factors influencing effort

Next, individual participants’ data is taken and the fac-
tors that correlate with total effort per case are investigated.
Planned effort and motivation correlate, which is expected,
but planned effort does not correlate with actual/real ef-
fort since real effort was usually lower than planned effort.
This can probably be attributed to the fact that participants
were still relatively inexperienced. Real effort also does not
correlate with motivation which is surprising. Furthermore,
higher motivation usually resulted in lower real effort which
might be explained by higher efficiency in solving the cases.

3.4 Factors influencing quality

With efficiency being an aspect of result quality, the rela-
tion between group motivation and result quality was inves-
tigated. While total effort positively correlating with quality
of result was not surprising, what was interesting is the av-
erage motivation of the group members inversely correlates
with the result quality. So, we can safely say that subjective
motivation does not appear to be a good predictive factor
for quality.

When it comes to the correlation between the grade of the
participants who participated in the basic course of digital
forensics before and the result quality in this study, some
methodological problems occurred. Result quality, or grade,
is a group attribute, and the grade in the basic digital foren-
sics course is individual attribute that only a part of all
participants have. To make the problem even harder, par-
ticipants weren’t asked to give their exact grade but rather
a range in which their grade belongs. This was solved by
using the group grade as individual grade and only taking
into account those participants that participated in the basic

course. Unsurprisingly, previous grades seem to be a good
predicting factor for future grades since there’s a positive
correlation between these two things.

4. CONCLUSIONS

While this experiment may not be statistically significant,
it could be used to help further research in this area. Ques-
tions about correlating factors, such as total effort, motiva-
tion and result quality, may be interesting for further re-
search. In future, the difference between individual and
group motivation, effort and grade should be clearly made so
as to not run into the problem explained in the results part.
It’s recommended that, in order to get more accurate and
reliable results, a longer study should be done. The study
should include more factors taken into account as well as
participants working individually on several cases instead of
groups of participants working on single case.

As far as case comparison is concerned, different parameters
concerning the case, e.g., the complexity and number of files
to interpret, number of disk images to be analyzed, should
be more precisely assessed. Notes were also taken by the in-
structors but were unusable since they were not structured
in any particular way. While the cases used in this study
may not be a great example of the common cases that inves-
tigators encounter in real practice, it might be interesting to
look into the effect of different tools and knowledge about
programming on the results, since there is a dispute in prac-
tice about what level of programming knowledge should be
required.

It is also recommended that the experience of the partici-
pants be taken into the consideration in the future. A study
involving a 100 experienced digital investigators in a con-
trolled environment should obtain results that can be statis-
tically useful. However, this might be unrealistic considering
the shortage of resources and personnel required for such a
study.

S. REFERENCES

[1] F. Freiling and C. Zoubek. Do digital investigators have
to program? a controlled experiment in digital
investigation. Digital Investigation, 20:337-S46, 2017.



SCAREF: Skaliranje digitalnega forenzichega procesiranja z
uporabo vsebniskih tehnologij v oblaku

[RazSirjen povzetek]

Janez Erzen
Fakulteta za raunalnistvo in informatiko
Veéna pot 113
Ljubljana, Slovenija
je1468@student.uni-lj.si

ABSTRACT

V zadnjih letih je zmogljivost racunalnikov mocno zrasla.
Posledi¢no so se povecale tudi kapacitete podatkovnih no-
silcev oz. diskov. Temu razvoju bodo morali slediti tudi
forenzi¢ni postopki, da se bodo lahko prilagodili na zmoglji-
vejSe racunalniske vire.

S tem namenom so bile razvite nove programske resitve, ki
omogocajo odprto in fleksibilno integracijo ze obstojec¢ih oro-
dij, poleg tega pa podpirajo skalabilnost in prilagodljivost na
zahtevnejSe procesiranje podatkov. Eno od tovrstnih ogrodij
je ogrodje SCARF [13]. Uporablja princip vsebnikov (angl.
containerization) ter s tem omogoca vzporedno procesira-
nje podatkov, ki se skalira glede na zahtevnost dane naloge.
Poleg tega omogoca tudi enostavno dodajanje razsiritev.

Kljucne besede
digitalna forenzika, vsebniki, oblacna forenzika

1. UVOD

Forenzi¢no preiskovanje digitalnih dokazov v dodeljenih ro-
kih postaja zaradi vedno vecjih diskov velik izziv. V enem
od laboratorijev za forenzi¢ne raziskave (RCFL) pod okri-
ljem FBI so bile izvedene raziskave, ki so pokazale, da je kar
60% raziskav trajalo dlje od 90 dni, skupno 16.7% pa jih je
bilo odprtih kar ve¢ kot leto dni [14].

V splosnem je tovrstne raziskave znotraj predpisanih rokov
tezko izpeljati zaradi nekaj glavnih razlogov: vedno vec je
podatkov za procesiranje in preiskovanje, zahtevnost prei-
skovanja je vedno vecja; kadrovsko se laboratoriji ne Sirijo
sorazmerno z zahtevami preiskovanja. V ta namen je po-
trebno zagotoviti in nadgraditi racunalnisko podporo prei-
skovanju, da bo mogoce naloge opraviti v zelenem casu.
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Prva pomembna stvar je zagotavljanje dobre strojne opreme.
Forenzi¢ni laboratoriji bi morali izkoris¢ati prednosti novih
SSD diskov, ki omogocajo hitrosti visje od 1 GB/s v pri-
merjavi s pocasnejSimi HDD razli¢icami. Druga pomembna
stvar je uporaba hitre omrezne tehnologije, kot na primer
uporaba hitrih omreznih stikal (Infiniband), kar bi spreme-
nilo dejstvo, da omrezje in vhodno izhodne operacije pred-
stavljajo ozko grlo racunalniskega procesiranja podatkov.
Glavna tezava pa ostajajo procesorski viri.

V ta namen so se pojavile ideje po izdelavi odprte, celovite
in skalabilne platforme, ki bi ponujala klju¢ne storitve ter
preprosto ter posledi¢no poceni integracijo z obstoje¢imi re-
Sitvami. Odprta pa predvsem zaradi tega, ker so tovrstne
resitve bolj uporabljene in testirane, napake se hitreje zazna
in odpravi, kar prinaSa vecje zaupanje uporabnikov.

Nekaj tovrstnih resitev ze obstaja, a vefinoma ne omogo-
cajo preproste integracije. Najbolj popularno izmed tovr-
stnih orodij je orodje TSK [6], ki pa ni na¢rtovano za upo-
rabo v skalabilnih okoljih. Obstajajo ze neuspesni poizkusi
uporabe in razsiritve dela orodja TSK - Sleuthkit v ogrodju
za obdelavo masovnih podatkov (angl. Big Data), ki pa so
hitro propadli.

Resitev bi morala temeljiti na preglednih programskih vme-
snikih, neodvisnih od programskega jezika, ter uporabljati
skupno bazo dokazov. V ta namen je bila zamisel zasno-
vana na lahki virtualizaciji znotraj med seboj neodvisnih
vsebnikov, ki ponuja preprosto razsirljivost in prilagajanje
obremenitvam.

2. PODOBNE RESITVE

Zaradi potreb po hitrem preiskovanju forenzi¢nega gradiva
je bilo v zadnjih letih razvitih kar nekaj resitev podobnih
ogrodju SCARF.

Vecina teh sistemov ne ponuja celotne resitve, oz. se osredo-
tocajo na ozja ali druga podroé¢ja. Eden od takih pomemb-
nih projektov je projekt Hansken, razvit na nizozemskem
forenziénem institutu [4], ki se osredotoca na procesiranje
masovnih podatkov (angl. Big data). Njegove glavne po-
mankljivosti so, da ne gre za odprtokodno orodje in da ni
mozno korektno izmeriti u¢inkovitosti tega izdelka.



Druga od resitev na podrocju digitalne forenzike, ki jo ome-
nja ¢lanek [13], je orodje za masovno ekstrakcijo (angl. bulk
extraction) [8], ki omogoca procesiranje datotek in slik v
velikih koli¢inah. Uporablja prevedene regularne izraze, ki
jih nato izvaja ve¢nitno v do 48 jedrih. Glavni pomanjklji-
vosti tega orodja sta slabi podpori za obdelavo datotek in
integracijo v stroke. (angl. clusters).

Eno od uporabnih orodij je tudi EzifTool [2], namenjen za
procesiranje metapodatkov iz slik. Ima dobro podporo za
integracijo, tako da ga je preprosto vkljuciti v nove resitve
kot modul.

Osrednja tema clanka [11] je zelo podobna, in sicer gre za
procesiranje forenzi¢nega gradiva v obla¢nih, predvsem IaaS
arhitekturah. Hkrati se ¢lanek ukvarja tudi s tezavami, ki se
pojavljajo z integriteto, zasebnostjo in dostopnostjo znotraj
tovrstnih okolij, na katere se pri¢ujoci clanek ne osredotoca
prevec.

Tudi ¢lanek [12] se ukvarja s tovrstnimi problemi. Predvsem
se osredotoca na zmogljivosti takega ogrodja. V idealnem
primeru bi se morala zahtevnost procesiranja podatkov in s
tem poraba racunalniskih virov vecati sorazmerno s koli¢ino
podatkov za obdelavo.

V kratkem, obstaja kar nekaj raziskav narejenih na podrocju
digitalne forenzike, ki se ukvarjajo z u¢inkovitim preiskova-
njem digitalnih dokazov z uporabo racunalniske tehnologije,
ki pa vec¢inoma niso celovite in v vec¢ini primerov niso od-
prtokodne, kar pomeni, da so premalo uporabljane. Iz tega
sledi, da se takih resitev ne dopolnjuje in razsirja, da bi omo-
gocale celovito pokritost omenjenega podrocja. Z ogrodjem
SCARF so avtorji poskusali odpraviti prav to pomanjklji-
vost.

3. VSEBNIKI

Vsebniki trenutno zelo hitro pridobivajo na priljubljenosti.
Njihovi zacetki izvirajo iz razvoja mehanizmov za omejeva-
nje dostopa do drugih datotek. Prvi tak sistem imenujemo
4.2BSD [10], njegove glavne naloge pa so bile razvoj in testi-
ranje novih funkcionalnosti na Unix operacijskih sistemih.
Kasneje se je razvil v bolj zaprt in dodelan sistem vsebno-
sti, ki je omogocal dve glavni funkcionalnosti: poganjanje
dolocene aplikacije z omejenimi pravicami ali pa kreiranje
navideznih slik, ki so poganjale razlicne storitve in procese
v ozadju. Eden od pomembnih projektov, ki je pospesil ra-
zvoj vsebnikov, je bil projekt VServer [7]. Zasnovan je bil
na osnovi sistema Linux in je omogocal delovanje vec in-
stanc Linux serverja na eni napravi, ki so tekle samostojno
in zavarovano. Ta koncept so uporabili ponudniki interne-
tnih storitev, ki so z uporabo tovrstne tehnologije omogocili
gostovanje na virtualnih zasebnih streznikih.

Leta 2007 je bil predstavljen pojem ”splo§no namenskih vseb-
nikov”. Do neke mere so bili podprti z uveljavljanjem kon-
trolnih skupin (angl. control groups) kot del verzije 2.6.24
sistema Linux. V kasnejsi verziji 3.8 so bili dodani Se upo-
rabniski domenski prostori (angl. user namespaces), ki so
dovoljevali boljse omejevanje dostopa do priklopljenih no-
silcev, drugih procesov ter omrezja. Na tej osnovi so bile
kasneje razvite Stevilne resitve: LXC je ena izmed prvih,
najbrz najbolj znana je Docker, poleg dobro uveljavljenega

Googlovega izdelka Kubernetes, ter ostalih, RKT ter LXD.

Zaradi hitrega razvoja tovrstnih ogrodij je bilo ustanovljeno
zdruzenje imenovano Open container inovative, ki je specifi-
ciralo formate slik diskov ter vmesnike za rokovanje s procesi,
ki tecejo na teh slikah. Ti formati naj bi omogocali intero-
perabilnost in konkurenco med razvijalci tovrstnih ogrodij.

3.1 Docker in vsebniki

Za ogrodje SCARF so avtorji ¢lanka [13] izbrali Docker kot
orodje za orkestracijo vsebnikov. Le-to omogoca zelo dobro
in poglobljeno manipulacijo vsebnikov. Njihovo kreiranje,
posodabljanje, verzioniranje, kreiranje vecih instanc istega
vsebnika, dodeljevanje virov, zaustavitev itn. Vsi vsebniki
si delijo isti operacijski sistem, a se med sabo obi¢ajno ne
vidijo, razen ¢e to posebej nastavimo. Vsebniki se obna-
sajo zelo podobno kot virtualne naprave (angl. Virtual ma-
chines), le da porabijo veliko manj racunalniskih virov za
kreiranje in zaustavitev v primerjavi z "virtualkami”.

V vsakem od vsebnikov tece en ali ve¢ procesov, ki imajo
dodeljenih nekaj rac¢unalniskih virov: procesorskih jeder, za-
casnega pomnilnika (RAM), datote¢nega sistema, omrezno
povezavo itn. V primerjavi s procesi vsebniki omogocajo ve-
¢jo avtonomijo, boljse upravljanje in prilagajanje. So samo-
stojne enote, ki vsebujejo vse potrebno za svoje delovanje:
od programske kode, podatkov, pa do konfiguracije okolja.

3.2 Upravljanje z vsebniki

Za uporabo vsebnikov je potrebna tudi uporaba katere od
platform za orkestracijo z njimi. Tovrstne platforme skr-
bijo za upravljanje z vsebniki, dodeljevanjem potrebnih vi-
rov, ustvarjanje vecih instanc vsebnika, ko je potrebno in
podobno. Avtorji ¢lanka [13] so se odlocili, da bodo za ta
namen uporabili Docker Swarm.

Swarm sestoji iz mnozice vozlisé¢ (angl. Docker engines or
nodes), organizirane v stroke (angl. clusters), na katere so
nato namescene raznolike storitve [9]. Vse upravljanje z
vsebniki, instancami, storitvami ter ostalim je mozno preko
preglednega vmesnika (API-ja) oz. iz terminala (CLI). Za
upravljanje z instancami skrbijo upravljalska vozliéa (angl.
manager nodes), ki skrbijo za izvajanje nalog, ki jih izvrsu-
jejo delavna vozliséa (angl. worker nodes). Le-ta sprejmejo
nalogo in jo izvrsijo po navodilih upravljalskih vozlisé¢, ki skr-
bijo za ravnovesje in skalabilnost sistema. Eno od upravljal-
skih vozlis¢ je izvoljeno kot vodja, ki skrbi za koordinacijo
med preostalimi vozlis¢i. Osnovna shema je predstavljena
na sliki 1.

Glavna enota, katero definira razvijalec na platformi Swarm,
je storitev. Ta nosi podatke o tem, katera slika bo pognana
znotraj dolo¢ene naloge (angl. task), s kaksno konfiguracijo,
za¢etnimi racunalnigkimi viri, ter na kakSen nacin in do ka-
ksne mere se bo ta slika replicirala. Vsaki od storitev so ob
inicializaciji dodeljena dolo¢ena omrezna vrata, preko kate-
rih lahko do nje dostopamo. Upravljalska vozlisca skrbijo
za porazdeljevanje zahtev med posamezne instance storitev,
ter pri prevelikih obremenitvah za njihovo repliciranje. Na
ta nac¢in je omogoc¢eno hitro in prilagodljivo okolje, ki precej
optimalno upravlja z rac¢unalniskimi viri.

Tak pristop je kljuénega pomena za u¢inkovito procesiranje
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Slika 1: Shema Docker Swarm arhitekture[5]

digitalnega forenzi¢nega gradiva, zato so se ga posluzili tudi
avtorji sistema SCARF.

4. SCARF

V preuéenem ¢lanku [13] je opisan prototip resitve za proce-
siranje forenzi¢nih podatkov, ki so ga avtorji ¢lanka razvili
in temelji na vsebnikih Docker. Imenuje se SCARF (SCA-
lable Realtime Forensics), kar v prevodu pomeni skalabilna
forenzika v realnem c¢asu. Na prototipu so lahko preizku-
sili, kako se tak pristop obnese v praksi in definirali njegove
prednosti in slabosti.

V prototipu se uporabljajo vsebniske tehnologije, ki zapaki-
rajo individualne izvrsljive module v avtonomne slike, ki za
delovanje potrebujejo le osnovno namestitev operacijskega
sistema. Instance teh slik so definirane kot opravila, ki pred-
stavljajo osnovne enote dela, ki ga opravlja procesor. Opra-
vila se lahko izvajajo kot posamezni procesi ali pa kot sku-
pine procesov, ki opravljajo dolo¢eno funkcijo ter delujejo v
zaprtem okolju.

Pricakovati je, da bo uporaba vsebnikov omogocila u¢inko-
vito skaliranje operacij, ki se lahko izvajajo vzporedno (to
so operacije, ki se izvajajo na nivoju posameznih datotek,
npr. ra¢unanje zgoscenih vrednosti datotek). Prav tako naj
bi bilo razsirjanje z novimi moduli, ki so namenjeni drugac-
nim funkcionalnostim, cenovno ugodno. Platforma sestoji iz
komponent, ki so opisane v naslednjih poglavjih.

4.1 Vnos podatkov

Za potrebe testiranja so bile uporabljene slike NTFS, ki so
bile pred dejansko uporabo pred-procesirane; najprej se je
namreé prebralo glave NTFS, ti podatki pa so bili potem
tekom procesa shranjeni v pomnilniku. S shranjenimi meta-
podatki se lahko optimizira pridobivanje posameznih podat-

kov z diska. V primeru da so bloki, ki vsebujejo datoteke,
fizitno postavljeni v blizini, se lahko podatke bere linearno,
Ce pa so ti fragmentirani po disku, je branje bolj tezavno.
Zato so podatke raje najprej prebrali v RAM (v kolikor so
bili dovolj majhni) in jih Sele potem posredovali dalje.

4.2 Arhitektura

Na sliki 2 so prikazane glavne komponente platforme, vidi
se tudi, kako poteka izmenjava podatkov med posameznimi
komponentami. T.i. posrednik podatkov (angl. data broker)
je zadolzen za pridobitev podatkov iz forenzicne tarée (angl.
forensic target) ter njihovo pripravo. Podatke potem posre-
duje posameznim vozlis¢em v grucah. Posrednik podatkov
je tako nekaksen abstrakten nivo, ki lo¢i procesiranje podat-
kov od njihove predstavitve.

4.2.1 Upravitelj opravil (angl. Task manager)

Ta komponenta skrbi za shranjevanje zabelezk o definicijah
opravil, ki jih definira posrednik podatkov, in uspesnosti nji-
hovega opravljanja. Za vzdrzevanje obstojnih zabelezk in
obvescanje registriranih podatkovnih klientov (angl. data
client) upravitelj opravil uporablja Apache Kafko. Zane-
sljivo shranjevanje zabelezk je zelo pomembno, saj v komple-
ksnih distribuiranih sistemih dokaj redno prihaja do napak,
ki jih je tezko prepreciti. Pri nekaterih od mnogo instanc
vsebnikov lahko namre¢ zaradi razlicnih dejavnikov pride
do napake pri zagonu. V kolikor ponovni zagon instance ne
resi tezave, pridejo prav natancne zabelezke, s katerimi si je
mogoce pomagati pri razhroscevanju.

4.2.2  Odjemalci podatkov (angl. Data clients)

Odjemalci podatkov so vsebniske instance, ki vsaka posebej
sprejmejo delez forenzi¢ne tarce in na njej organizirajo izva-
janje posameznih opravil. Samega izvajanja opravil pa ne
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izvajajo odjemalci, ampak so ta posredovana naprej v di-
namicen bazen posebnih vsebnikov, ki se imenujejo delavci
(angl. workers).

4.2.3 Delavci (angl. workers)

Delavci so instance vsebnikov, ki opravljajo specifiéna opra-
vila na delih podatkov, ki so jim dani. Delavci izpostavljajo
vmesnike za procedure preko oddaljenjega dostopa (vme-
snike za RPC), kjer sprejemajo podatke in nato vra¢ajo re-
zultate v obliki niza JSON.

Uporaba vsebnikov omogoca delavcem, da se enostavno ska-
lirajo, glede na koli¢ino dela, ki ga morajo opraviti. Ta nacin
tudi omogoca razvrscanje opravil po prioriteti, kar pomeni,
da se lahko razvije metode, ki avtomati¢no skalirajo vseb-
nike, glede na porabo virov na strezniku ali pa pomembnost
opravil. Docker to omogoca z uporabo ukaza docker service
scale.

Odjemalci podatkov nimajo informacij o tem, koliko delav-
cev je na voljo, niti na katerih mreznih vratih so dostopni.
Za dostop in za osnovno porazdeljevanje obremenitve skrbi
notranja storitev DNS.

4.2.4  Repozitorij rezultatov (angl. results repository):

ElasticSearch
Ko se opravila zakljucijo, se njihovi rezultati vrnejo odje-
malcem podatkov. Serije ve¢ rezultatov se nato posljejo
gruci ElasticSearch (ES) vozlis¢. Na teh vozliséih so tako
podatkovne baze z rezultati, do katerih se lahko dostopa

preko vmesnikov REST, ki omogocajo shranjevanje, iskanje
in vracanje podatkov. Tudi ti se lahko v primeru povecanega
stevila zahtevkov dinami¢no skalirajo.

4.2.5 Upravljanje z vsebniki

Za upravljanje z vsebniki skrbi storitev, ki tece v ozadju na
vseh fizi¢nih vozlis¢ih. V kolikor imajo obstojeci vsebniki
prevec dela, storitev poskrbi za dodajanje novih vsebnikov
in nato za njihovo odstranjevanje, ko se obseg dela zmanjsa.
Obenem tudi nadzira njihovo delovanje in v primeru napak
poskrbi za njihov ponoven zagon. Nudi tudi sistem za od-
krivanje storitev.

4.2.6  Razsiritve platforme SCARF

Poleg enostavnega in ucinkovitega skaliranja je bil cilj pro-
totipa SCARF omogo¢iti enostavno dodajanje novih tipov
delavcev. Ker delavci v osnovi ”le” sprejmejo podatke, opra-
vijo svoje delo, in vrnejo niz JSON;, je dodajanje novih tipov
delavcev v vsebnike zelo enostavno. Seveda morajo tudi ti
znati razumeti podatke, ki jih prejmejo in vrniti niz ustre-
zne oblike. Tako dodajanje novih orodij v SCARF ponavadi
sestoji iz treh korakov: dodajanja ovojnice RPC, vstavljanja
orodja v vsebnik in zaganjanja orodja.

Namen ovojnice RPC je, da izpostavlja vmesnik, preko kate-
rega se pridobijo podatki, in mehanizem, ki skrbi za vracanje
rezultatov. Tako skrbi za to, da se orodje izvede nad preje-
timi podatki in vrne rezultate SCARF-u. Samo orodje mora
biti skupaj z ovojnico vstavljeno v sliko vsebnika. To se pri
vsebnikih Docker naredi z uporabo datoteke Dockerfile. V



njej se sprva definira zacetna slika operacijskega sistema, na
katerem bo orodje v tem vsebniku teklo. Dalje sledijo ko-
raki kot so namestitve razlicne dodatne programske opreme,
definicije spremenljivk okolja, itd. Dolo¢ena je tudi namesti-
tev ovojnice, ki se izvede ob stvaritvi vsebnika. Ko je orodje
vstavljeno v vsebnik in izpostavljeno kot mrezna storitev, je
pripravljeno za delovanje.

5. ANALIZA UCINKOVITOSTI
DELOVANJA

Ker je namen platforme SCARF skaliranje operacij forenzic-
nega procesiranja v primeru povecanega obsega dela, so bila
za testiranje skaliranja uporabljena razli¢na orodja za foren-
zi¢no rabo. Cilj je bil pokazati, da vecje Stevilo vsebnikov
rezultira v povecanem pretoku obdelave podatkov.

Za testiranje je bila uporabljena gruca Stirih streznikov po-
vezanih z 10 GbE stikalom. Vsak streznik ima na voljo 256
GB RAM-a, 24 2.6 GHz dvonitnih jeder, kar skupaj pomeni
96 fizicnih jeder, oz. 192 logicnih jeder. Vsako vozlis¢e ima
1 TB SSD disk. Pretok preko TCP povezave za masovni
prenos (angl. bulk transmission) je bil priblizno 1 GB/s.
Testiranje je potekalo nad 200 GB veliko NTFS sliko, ki je
bila ustvarjena z uporabo naklju¢nega izbiranja med dato-
tekami t.i. GovDocs korpusa [8]. Za potrebe testiranja in
zaradi lazje analize, je bil vsakemu vsebniku dodeljeno le eno
CPU jedro.

5.1 Sifrirno zgoscevanje

V forenziki se zelo pogosto uporablja Sifrirno zgoscevanje.
V tem primeru je bil izbran SHA1 algoritem, pri ¢emer je
bil ustvarjen vsebnik, ki nudi oddaljen klic preko TCP po-
vezave in vrne zgoSceno vrednost danih podatkov. Rezultati
so prikazani v tabeli 1, videti je, da ze 12 vsebnikov skoraj
v celoti zapolni pasovno Sirino, ki je na voljo.

St. vsebnikov | 4 12 24 | 48 96 | 192

MB/s 345 | 857 | 985 | 985 | 948 | 992

Tabela 1: Pretok SHA1 zgoScevanja v odvisnosti od
Stevila vsebnikov

5.2 Ekstrahiranje metapodatkov

Orodje ExifTool [2] se uporablja za pridobivanje metapodat-
kov iz datotek. Rezultati testiranja so prikazani v tabeli 2.
Vidno je skoraj linearno povecanje pretoka (s 5 MB/s pri
4 vsebnikih do 192 MB/s pri 192 vsebnikih). Rezultati so
v skladu s pricakovanji, saj pridobivanje metapodatkov ni
odvisno od vhodno/izhodnih operacij, prav tako je mozen
visok paralelizem. Upostevaje celoten razpon parametrov
testiranja se lahko vidi, da povprecen pretok na vsebnik sledi
binomski porazdelitvi z najvisjo toc¢ko pri 32 vsebnikih.

5.3 Klasifikacija slik

Testirana je bila tudi uporaba odprtokodnega orodja za kla-
sifikacijo slik OpenNSFW [3]. Ta globoka nevronska mreza
je naucena detekcije pornografskih slik. Preizkusanje obna-
Sanja tega orodja na SCARF-u prinasa zanimive rezultate,
saj so operacije, ki se izvajajo pri klasifikaciji, zelo komple-
ksne in potratne. Kot se lahko vidi v tabeli 3 se Stevilo

St. vsebnikov | 4 8 | 24 | 48 | 96 | 192

MB/s 52| 17 | 99 | 151 | 170 | 192

MB/snavseb. | 1.3 | 2.1 |31 24| 1.8 | 1.0

Tabela 2: Pretok ekstrahiranih podatkov z uporabo
ExifTool v odvisnosti od stevila vsebnikov

klasificiranih datotek na sekundo povecuje skoraj linearno,
je pa pretok v MB/s v primerjavimi z ostalimi orodji pre-
cej manjsi. Kljub temu je stevilo klasificiranih slik na uro
mnogo vecje, kot Ce bi bilo to potrebno poceti na roke. Je
pa v nasprotju s prej testiranimi orodji OpenNSFW ze za-
pakiran v docker vsebnik, tako da je integracija v SCARF
Se lazja in hitrejsa.

St. vsebnikov | 4 8 | 12 | 24 | 48 96 | 192

MB/s 0414 |25|38| 72 |109 | 213

Datotek/s 082239 |71]|134] 203|385

Tabela 3: Pretok OpenNSFW Kklasifikacije slik v od-
visnosti od Stevila vsebnikov

5.4 Indeksiranje pogostih tipov datotek
Pridobivanje ¢istopisa iz zakodiranih datotek se v forenziki
izvaja zelo pogosto. Preizkuseno je bilo odprtokodno orodje
Apache Tika [1]. Rezultati 4 kazejo, da je ekstrahiranje
zelo zahtevno, saj pride le do sublinearnega skaliranja. Se
posebej opazen je padec ucinkovitosti pri 192 vsebnikih, kar
se lahko pojasni v tem, da je na voljo le 96 fizi¢nih jeder in
da Apache Tika dobro izkoris¢éa vse enote CPU-ja ter tako
uporaba vecjega stevila niti ne nudi izboljsav.

St. vsebnikov 4 12 24 48 96 192

MB/s 0.5 1.1 2.4 3.5 5.8 6.7

MB/s na vseb. | 0.13 | 0.09 | 0.10 | 0.07 | 0.06 | 0.03

Tabela 4: Ekstrahiranje Cistopisa z uporabo orodja
Tika v odvisnosti od Stevila vsebnikov

5.5 Masovna ekstrakcija (angl. bulk eztraction)
Bulk Extractor [8] je orodje za analizo surovih podatkovnih
tokov. Z uporabo pred-prevedenih skenerjev, ki bazirajo
na GNU flez-u je to zelo ucinkovito orodje za pridobivanje
posebnih informacij iz podatkovnih tokov, kot so npr. ele-
ktronski naslov, naslov IP, stevilke kreditnih kartic ... Re-
zultati preizkusanja so vidni v tabeli 5. Ker orodje privzeto
omogoca vecnitno delovanje, se je pri testiranju skusalo defi-
nirati Se optimalno §tevilo procesorjev, ki naj bi jih vsebnik
z ekstraktorjem imel na voljo. Presenetljivo pa se je vseeno
najbolje izkazala varianta z eno nitjo in enim procesorjem.
Tako se npr. bolje obnese 48 enojedernih instanc, kot pa
ena instanca z 48 jedri. Sicer pa se je za ta test uporabilo
500 MB podatkov iz ze omenjenega GovDoc korpusa [8].



St. vsebnikov | 4 12 24 48 96 192
MB/s 35| 17.9 | 22.7 | 54.8 | 59.4 | 151.5
MB/s na vseb. | 0.9 | 1.5 | 0.9 | 1.1 | 0.9 1.2

Tabela 5: Pretok masovnega ekstrahiranja v odvi-
snosti od Stevila vsebnikov
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Slika 3: Skalabilnost forenzi¢nih orodij z uporabo
vsebnikov

5.6 Indeksiranje metapodatkov datotecnega sis-

tema

Kot ze omenjeno je v SCARF-u za namene shranjevanja
metapodatkov forenzi¢ne tarce in rezultatov uporabljen FEla-
sticSearch (ES). Za preizkus delovanja le-tega je bilo prido-
bljenih in razélenjenih 200 GB metapodatkov iz NTF'S slike.
Ker je ES namenjen distribuiranem izvajanju, se je testiralo
dve razli¢ni arhitekturi, in sicer eno samo ES vozlisce in di-
stribucijo sedmih vozlis¢ namenjenih opravljanju razli¢nih
nalog. V tabeli 6 je vidno, da uporaba namestitve v gruci
pomeni super-linearno izboljsanje hitrosti v primerjavi s sa-
mostojno namestitvijo.

St. vsebnikov

7

St. zapisov/s

1299

14236

Tabela 6: ElasticSearch pretok v primeru samo-
stojne konfiguracije in konfiguracije v gruci

5.7 Povzetek

Pretok obdelanih podatkov v odvisnosti od stevila vsebnikov
vseh testiranih orodij je prikazan Se na sliki 3. Le ta prika-
zuje zelo dobro skaliranje orodij ExifTool in Bulk Extractor.
Pri globoki nevronski mrezi OpenNSFW pride do precej
manjSega poveCanja pretoka, a je povecanje vseeno vidno.
Pretok pri Apache Tiki pa se veCa zelo pocasi, kar nakazuje
ne-skalabilno arhitekturo orodja. Zdruzeni rezultati testi-
ranj so zbrani v tabeli 7.

[9]

(10]

(11]

6. ZAKLJUCEK

V élanku [13] so tako raziskali uporabo vsebnikov za namene
povecanja ucinkovitosti orodij za digitalno forenziko. Rezul-
tati testiranja kazejo na to, da tak na¢in omogoca sooCanje
z vedno vecjo koli¢ino forenzi¢nih podatkov, ki so potrebni
obdelave. Pokazano je namre¢ bilo, da ze gruca s Stirimi
vozlis¢éi omogoca visoko povecanje pretoka obdelave podat-
kov. Ker je ve¢ino opravil, ki se jih je preizkusilo, mogoce
paralelizirati, so v veliki meri testi pokazali linearno ali sko-
raj linearno skaliranje, kar kaze na to, da bi z vecjo gruco,
sestavljeno iz priblizno 20-40 vozlis¢, lahko opravili ve¢ino
trenutnih forenzi¢nih opravil. Zanimivo bi bilo tudi ugoto-
viti, kako bi se izkazala namestitev vsebnikov v javne oblake,
kot so npr. AWS, Azure, Google Cloud, vendar se tu po-
javljajo vpraSanja o tem, ali je pametno forenzi¢ne podatke
nalagati v javne oblake. Prav tako je bilo v delu pokazano,
da uporaba vsebniskih tehnologij omogoc¢a enostavno doda-
janje novih funkcionalnosti k obstojecemu okolju.

Zakljuci se lahko, da uporaba vsebnikov zagotavlja u¢inko-
vito platformo, ki resuje problema skalabilnosti in enostavne
razsirljivosti z novimi funkcionalnostmi.

7. Literatura
[1] Apache tika. Dostopno na http://tika.apache.org/.
[Dostopano 12.05.2018].

[2] Exiftool by phil harvey. Dostopno na
https://sno.phy.queensu.ca/ phil/exiftool/.
[Dostopano 12.05.2018].

Open nsfw model. Dostopno na
https://github.com/yahoo/open_nsfw. [Dostopano
12.05.2018].

Institute, n. f. hansken. Dostopno na
https://www.forensicinstitute.nl/products_
a.nd_services/forensic:_products/ha.nsken .aspx,
2016. [Dostopano 07.05.2018].

S. Alba. Deploy and manage any cluster manager with
docker swarm. Dostopno na
https://blog.docker.com/2015/11/
deploy-manage-cluster-docker-swarm/, 2015.
[Dostopano 12.05.2018].

B. Carrier. The sleuthkit (tsk) and autopsy: Open
source digital forensics tools. Dostopno na
http://sleuthkit.org. [Dostopano 12.05.2018].

3]

[4

5]

(6]

[7]

B. des Ligneris. Virtualization of linux based

computers: the linux-vserver project. In 19th
International Symposium on High Performance
Computing Systems and Applications (HPCS’05),
pages 340-346, May 2005.

S. L. Garfinkel. Digital media triage with bulk data
analysis and

bulk.xtractor.ComputersSecurity, 32 : 56 — —72,2013.
D. Inc. Swarm mode overview. Dostopno na
https://docs.docker. com/engine/swarm/. [Dostopano
12.05.2018].

W. R. Kamp, P.-H. Jails: conning the omnipotent root. in:
Pro-ceceedings of the second international system
administration and networking conference. Dostopno na
http://citeseerx.ist.psu.edu/viewdoc/download?doi=
10.1.1.118.3596&rep=repl&type=pdf, 2000. [Dostopano
12.05.2018].

C. Miller, D. Glendowne, D. A. Dampier, and K. Blaylock.

(8]



Forensicloud: An architecture for digital forensic analysis
in the cloud. 2014.

[12] V. Roussev. Building open and scalable digital forensic
tools. In 2011 Sizth IEEE International Workshop on
Systematic Approaches to Digital Forensic Engineering,
pages 1-6, May 2011.

[13] C. Stelly and V. Roussev. Scarf: A container-based
approach to cloud-scale digital forensic processing. Digital
Investigation, 22:539 — S47, 2017.

[14] O. o. t. i. g. U.S. Department of Justice. Audit of the
federal bureau of investigation’s philadelphia regional
computer forensic laboratory. Dostopno na
https://oig. justice.gov/reports/2015/a1514.pdf .,
2015. [Dostopano 12.05.2018].

DODATEK
V spodnji tabeli 7 so za lazjo primerjavo predstavljeni vsi
rezultati testiranj ogrodja SCARF.

Operacija \St. vsebnikov Kolic¢ina 4 8 12 24 48 96 192
Sifrirno zgoscevanje MB/s 345 - 857 985 985 948 992
MB/s 5.2 17 - 99 151 170 192
Ekstrahiranje metapodatkov
MB/s na vseb. 1.3 2.1 - 3.1 2.4 1.8 1.0
MB/s 0.4 1.4 2.5 3.8 7.2 10.9 21.3
Klasifikacija slik
Datotek/s 0.8 2.2 3.9 7.1 134 20.3 38.5
MB/s 0.5 - 1.1 2.4 3.5 5.8 6.7
Apache Tika
MB/s na vseb. 0.13 - 0.09 0.10 0.07 0.06 0.03
MB/s 3.5 - 17.9 22.7 54.8 59.4 151.5
Masovna ekstrakcija
MB/s na vseb. 0.9 - 1.5 0.9 1.1 0.9 1.2

Tabela 7: Tabela primerjave razlicnih operacij z
uporabo platforme SCARF, v odvisnosti od Stevila
vsebnikov



Review of the paper: Availability of datasets for digital
forensics — And what is missing

Stefan Ivanisevic¢
63170405
University of Ljubljana
Faculty of Computer and Information Science
Ljubljana, Slovenia
si0539@student.uni-lj.si

ABSTRACT

This paper is a review of the paper Awailability of
datasets for digital forensics and what is missing[1], with an
overview of the wider area, the referenced papers and con-
cluded with our own opinion of the matter. There are many
challenges for researchers that require datasets in the field
of Digital Forensics and we try to identify them and offer an
overview of the whole situation based on the original paper.
We discuss the availability of repositories, the problem with
sharing data and we present the findings and results.
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1. INTRODUCTION

While every day researchers are conducting new re-
searchers, for some of them they need and for some they do
not need datasets for performing an examination of data or
making conclusions that are valid for their scenario. For suc-
cessful contribution into a specific scientific area, researchers
that are using datasets in their work should follow C. Gra-
heda’s at al. [1] citation "In order to produce high-quality
research results, we argue that three critical features must
be examined:

1. Quality of the datasets. This helps guarantee that re-
sults are accurate and generalizable. Researchers need
data that is correctly labeled and similar to the real
world or originates from the real world.

2. Quantity of the datasets. This ensures that there is
sufficient data to train and validate approaches/tools
which is especially important when utilizing machine
learning techniques.

3. Availability of data. This is critical as it allows the
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Ljubljana, Slovenia
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research to commence and ensures reproducible results
helping in improving the state of the art.”

C. Greheda at al. analyzed 715 articles that are re-
lated to cyber security and forensics research form the years
2010-2015 and categorized the data’s origin, analyzed its
availability and examined the different kinds of datasets.

2. LIMITATIONS

All of the data that is analyzed is done manually.
The analysis is done on datasets from papers in the range
of a 6 years period from 2010 to 2015.

3. RELATED WORK

Inspiration for this research comes from Abt and Baier
[2] who analyzed the availability of ground-truth in network
security research. In this article, the main weaknesses that
are facing cyber-security /forensics researchers are presented.
Low reproducibility, comparability, and peer validated re-
search. Other researchers that are cited in this paper have
also stated that it is hard to validate one’s study due to the
non-availability of datasets that are used in their research
or luck of standardized datasets.

4. METHODOLOGY

Focus in their study is on all kinds of datasets that
can be useful in cyber-security /forensics research (malwares,
disk images, memory dumps ...).

4.1 Definition of a dataset

They defined a valid dataset as a collection of related
items for a specific scenario and were collected for experi-
ment or analysis, but on the other hand they did not consider
an input that was only used to measure runtime efficiency,
results written to log files or a tool that outputs data which
is never used as valid datasets.

4.2 Analyzing peer-reviewed articles

In this first phase of analyzing the availability of
datasets they analyzed publications from digital forensics
and security conferences and journal publications and for
each article they asked four main questions:

1. Origin of datasets: What is the origin of datasets?
They divided datasets into four groups how they can
be created:



o Computer generated (algorithm, bot, etc.)

e Ezperiment generated (user creates specific sce-
nario)

e User generated (real world data)

o Mized datasets (user, experiment & computer gen-
erated datasets)

2. Availability of datasets: Are datasets available to

the community?

3. Kind of datasets:
used by researchers?

What datasets exist and can be

4. What is missing: What datasets are currently miss-
ing?

The answers of the questions above, which the
authors of the original paper found are presented in
the paragraphs that follow.

4.3 Online searches

In the second phase, they searched Google for any
datasets that were not found during the first phase while
analyzing publications. Four queries related to forensics,
cyber-security, and availability of datasets were searched and
in each of them, the first 100 results were examined. The
exact queries that are used are ’available digital forensics
dataset repositories’, 'available cyber-security and forensics
dataset repositories’, ’available malware dataset reposito-
ries’, and ’available computer dataset repositories’. If the
datasets/repositories that are found through Google search
are used in the first phase then they are identified as a source
of the datasets.

5. RESULTS OVERVIEW AND ORIGIN

Out of 715 articles that were analyzed approximately
49% used datasets in their research. The following confer-
ences were analyzed:

e IEEE Security & Privacy (S & P) with 76 out of 240
(= 49%) articles used datasets

e Digital Forensic Research Workshop (US & EU) with
78 out of 91 (= 86%) articles used datasets

e International Conference on Digital Forensics & Cyber
Crime (ICDF2C) with 60 out of 107 (~ 56%) articles
that used datasets

e Association of Digital Forensics, Security & Law (ADFSL,

Conference) with 29 out of 87 (= 33%) articles that
used datasets

o Digital Investigation (Journal) with 108 out of 190 (=
57%) articles that used datasets

Overview of the origin is shown in Table 1.

II

Table 1: Overview of the origin of the 351 identified
datasets out of the 715 analyzed articles.

Articles Total

Experiment generated 56.4% 198
User generated 37.7% 129
Computer generated 4.6% 16
Mixed sets (user, experiment & computer) 2.3% 8

5.1 Experiment generated datasets

This type of generating datasets is mostly used in re-
search and there are two main reasons why researchers are
using experiment generated datasets. The first one, which is
the reason in most cases, is lack of real world datasets avail-
able that are fulfilling all requirements for their scenario.
The second one is easier manipulation, testing and verifying
data.

5.2 User generated datasets

The second most used type of datasets was the real
word datasets but the main issue in using real world data
was in copyrights and privacy laws that are forbidding shar-
ing data. There can be multiple sources from which user
generated datasets can be pulled, but the following ones are
the most frequent:

o Dataset was released: The most used dataset of this
type was the e-mail dataset posted online by the Fed-
eral Energy Regulatory Commission after its investi-
gation but was eventually removed to avoid violating
user privacy rights.

o User data was collected before research: Frequently
used by larger institutions that collect data from in-
teraction with their employees/students and perform
the desired research.

o (ollaboration with law enforcement: In their research,
they stumbled upon eight collaborations between law
enforcement agencies and academies.

e Source of data is online: Data that can be found online
(e.g. YouTube, Google images, etc.)

5.3 Computer generated datasets

One of the examples for Computer generated datasets
is in paper [3] where they utilized pseudo-random data from
SecureRandom.random_bytes to analyze the precision & re-
call rates of approximate matching algorithms.

5.4 Usage of third party databases, services or

online tools

About 20.4% (39/191) used third party databases,
services or online tools to retrieve information (e.g. In the
paper [4] Al-Shaheri et al. queried openMalware.org ! to
acquire malware for their research).

Thttp://openMalware.org



5.5 Availability of datasets

Availability of datasets is the second phase of an-
alyzing datasets and availability and re-use of datasets is
presented in Table 2. There are three main aspects of avail-
ability and re-use of datasets:

Table 2: Results of 715 analyzed articles with 351
containing datasets.
Articles Total

Created through research 45.6% 160/351
— Existed prior to research (re-use) 54.4% 191/351
Currently available sets 29.0% 102/351
— Existed and available (re-use) 50.3%  96/191
— Created and released 3.8% 6/160
Exist and not available 29.3%  56/191
Available as services 20.4%  39/191

5.5.1 Creating vs. re-using datasets

Evaluating performances / comparing algorithms that
are created during research is often best to done on real
world datasets and because of that the first row in Table
2 seems reasonable. Out of 715 articles that they have an-
alyzed 46.5% produced their own datasets while the other
54.4% used existing datasets. Even if usage of self-made
datasets is high, the main reason for that is that datasets
are usually not shared or existing datasets do not fit into
the researcher’s current scenario.

5.5.2  Currently available datasets

Only 29%(102) of all sets are shared with the re-
searchers’ community. Only 6 new datasets were created
from 2010 to 2015 and the rest of the datasets, 96 already
existed. Only 2% out of 102 datasets were computer gen-
erated datasets, 38.2% were experimentally generated and
majority originated from four main repositories. More than
half of the datasets 59.8% were real world datasets which
originated from four different online repositories (Digital
Corpora, Enron E-mail Dataset, the t5-corpus and Android
Malware Genome Project (no longer available))

5.5.3 Non available datasets

C. Grajedaet al. [1] discovered that for 29.3% (56 191)
articles’ datasets were not shared/available. They organized
this articles into three groups:

o Source is unknown: 22 out of 56 researchers failed to
specify the origins of their datasets which brings ques-
tions about the quality and integrity of data the pro-
duced in their research.

o Source has privacy restrictions: With 26 out of 56 ar-
ticles this puts this group as the major problem for
unavailability of datasets.

e Source not accessible: 1 of 7 articles had problems with
accessibility of their datasets such as temporarily un-
available, download link broken or not maintained any-
more. This can be a huge problem in the future.

5.6 Kinds of datasets

In this section, we describe the different datasets the
authors of the paper found and we will give an overview
of what was found in their research. They found over 70
different datasets through their article analysis and they or-
ganized them into 21 categories. We will give an overview
of the major ones in the subsections below.

5.6.1 Malware datasets (computer and mobile)

The authors say that they found seven real world
data online repositories of computer and mobile malware
samples, three for android mobile malware and four for com-
puter malware.

First we will go through the Android malware repos-
itories:

1. Drebin is a collection of 5560 Android samples from
179 different malware families collected between 2010
and 2012 and used in the paper by Talha [5].

2. Contagio Mobile Mini-Dump is part of a larger mal-
ware repository called Contagio Malware Dump which
functions more like a blog than a classic repository.
Users can download the repository, but they can also
extend it by uploading. There are over 200 malware
posts posted from 2011 to 2016 and they might contain
more than one malware sample per post.

3. In the paper Andro-AutoPsy: Anti-malware system
based on similarity matching of malware and malware
creator-centric information[6] a dataset of 9990 mal-
ware samples was used and this dataset can be re-
quested for research purposes.

Regarding computer malware the researchers found
four repositories used in the articles they analyzed:

1. Contagio Malware Dump has around 400 posts.

2. VX Haven is a virus information website that contains
over 271 000 computer malware samples. The authors
mention that there is no information on how often this
website is updated.

3. Virus Share has a collection of over 27 million mal-
ware samples of both mobile and computer malware.
This site is monthly updated and the dataset can be
obtained only through an invitation which means that
the admin of the site decides to grant or deny access
to all who request it.

4. KernelMode.info is a forum with posts from 2010 to
2016 and according to the authors appears to still be
active, however, the number of malware samples can-
not be verified.

5.6.2  E-mail datasets

Three e-mail datasets were found by the authors.
The Enron E-mail Dataset version 2015 which contains over
619 000 real world e-mail between 158 users, the Apache on-
line e-mail repository with around 76 000 real world e-mails



which was not meant to be a dataset and in the end the
authors say they found 12 e-mails in Digital Corpora’s ex-
periment generated scenarios, but those e-mails were never
used.

5.6.3 File sets/collections

According to the authors, the most prominent and
comprehensive dataset is GovDocs1 corpus from Digital Cor-
pora which consists of approximately 1 million documents
obtained by crawling the .gov domain. Two subsets of this
massive dataset were created by researchers for their pa-
pers, one is t5, which contains 4457 files of various types
and msx-13 which contains 22 000 MS Office 2007 user gen-
erated random files.

5.6.4 Ram Dumps

Six repositories with over 90 dumps were found by
the authors. The biggest and the most comprehensive one
is from Digital Corpora with 88 samples and over 44 GB
size. A set was published by Minnard[7] where the authors
acquired their own RAM data and they made a sample of
1 GB available for download, the rest can be obtained by
request. Another set of five 1 GB RAM dumps is provided
by the CFReDS Project. Two dumps of WinXP 32-bit ma-
chines were made available by the DFRWS’ forensic chal-
lenge. There is a dataset in The Art of Memory Forensics
book and it can be downloaded from the appropriate site.

5.6.5 Images of computer drives

Two sets were found by the authors, the first is from
Digital Corpora and it is called the Real Data Corpus which
in 2011 contained 1289 hard drive images. The second and
much smaller set is provided by the CFReDS Project and it
contains three images extracted with different tools.

5.6.6 Images of other devices
Beside hard-drive, the authors found other images
such as:

1. Cell phones - 26 images from two repositories, CFReDS
and Digital Corpora

2. Gaming systems - only 2 sets of Xbox images were
identified, the first was released from Moore[8] and the
second came from the nps-2014 XBox-1 scenario.

3. SIM card - 3 images were discovered in CFReDS but
they were never used.

4. Apple iPod & Tablet - Digital Corpora offers 10 iPod
disk images and 24 various tablet images but these
were not used anywhere.

5. Flash Drives - 643 flash images were found in Digital
Corpora and two sets called nps-2009-canon2 and nps-
2013-canonl of 32 MB SD cards.

5.6.7 Network traffic

A few sets were discovered by the authors regard-
ing network traffic information. The first set was generated
for the DFRWS 2009 forensic challenge and contains PCAP
files where most of the traffic is through HT'TP on port 80.
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The second set was created by Karpisek[9] and it contains
3 PCAP files containing WhatsApp register and calls traf-
fic. The final repository is a site called CRAWDAD which
contains different types of wireless network traffic.

5.6.8 Others

The authors also found sets of scenarios/cases for
analysis and other datasets such as: pictures, language corps,
chat logs and passwords. The previous datasets were dis-
covered or extracted from scientific articles. The authors
also used a Google search and found ten sources providing
datasets either through links to other websites or directly
available. They can be found on the website of the authors
of the original paper http://datasets.fbreitinger.de/.

6. DISCUSION AND CONCLUSIONS
6.1 What is missing?

According to the authors, the results from their re-
search show that researchers do not like to share their datasets.
They suggest several reasons why this would be the case.
One possibility is that researchers do not have the capability
for sharing the data at the time of publishing. Another could
be privacy concerns that researchers might have so that they
are not sure if sharing the datasets further is allowed or even
legal. Thirdly, the authors say that researchers might not
be aware of the importance of their data, and finally, there
could be some intellectual property reasons. There is also
a lack of datasets regarding investigations concerning cloud
computing.

The original study has shown that there is missing a
variety of datasets. So for an example, the authors did not
find samples for Play Station 4 gaming console, or smart
TVs. And from the datasets that are available, there is a
huge difference in numbers, for an example, the malware
samples count to around 27 million, however, there are only
26 available smartphone images.

Many of the available datasets are not updated, which
in some cases can make a huge difference, for an example
with malwares. The authors propose some sort of a sin-
gle centralized, maintained and organized repository which
would be managed by the community.

Considering the privacy issues, the authors propose
that research should be done with de-identification of data,
which means that data should be un-personalized before us-
ing it. They also suggest that it could be useful if researchers
are forced to share their data as well as their findings.

6.2 Conclusion

After reviewing the original paper and some of the
references and other work on this topic it is obvious that
the main problem in the Computer Forensics department is
the absence of data sharing. The results that the authors
provided show us that less than 4% of the researchers in the
community shared their data. Combined with the outdated
datasets that are available, the privacy issues and the lack of
variety of data it is fair to say that there are many difficulties
for researchers who require data repositories.

The authors propose some solutions such as a central-



ized community based repository which would definitely help
with the data availability. We believe that there should be
a change in the culture of the community, where researchers
are stimulated to share their data in a safe manner. Perhaps,
in time, regulations and rules that obligate researchers to
act responsibly in consideration with sharing the data can
be implemented by appropriate institutions to achieve these
goals. In conclusion, we believe that there is more research
to be done regarding this topic and this study is definitely
a step in the right direction.
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Selektivno brisanje podatkov
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POVZETEK

Vse vec forenzicnih preiskav dandanes vkljucuje tudi zaseg
digitalnih naprav. Vecje ali manjse koli¢ine podatkov na za-
sezenih napravah so zasebne narave. Z vse strozjimi zakoni o
varstvu osebnih podatkov in zasebnega zivljenja se digitalni
forenziki v Evropi in po svetu srecujejo s problemom kako
taksne podatke zares uniciti, obenem pa s tem ne kvariti
verodostojnosti dokazov. Postavimo se tudi na drugi breg,
kako bi lahko orodja za selektivno brisanje podatkov upo-
rabili za anti-forenzi¢no delovanje. Recimo da je bil vohun
razkrinkan in se mora hitro znebiti obcutljivih podatkov.
Pojavi se problem kako se podatkov znebiti na nesumljiv
nacin. Nazadnje Se predstavimo primer implementacije sis-
tema za selektivno brisanje podatkov na NTFS datote¢nih
sistemih. Ta je bil implementiran za skupek orodij Digital
Forensic Framework.

Kljucne besede
datotecni sistemi, digitalni dokazi, digitalna forenzika, osebni
podatki, selektivno brisanje

1. UVOD

Na uporabnost selektivnega brisanja lahko gledamo iz dveh

glavnih zornih kotov. Prvi je forenzi¢ni, drugi pa anti-forenzi¢ni

vidik. V nadaljevanju so razlogi za uporabo selektivnega bri-
sanja iz obeh vidikov bolj podrobno predstavljeni, vendar bi
na kratko lahko povzeli, da:

e iz forenzi¢ne perspektive, potrebujemo selektivno bri-
sanje predvsem zato, da ugodimo strogim zakonom o
varstvu osebnih podatkov in pravici do zasebnega zi-
vljenja

e iz anti-forenzi¢ne perspektive zato, da lahko varno (in
hitro) izbrisemo obremenilne dokaze.

Jan Subelj
Fakulteta za raGunalnistvo in informatiko
Vecna pot 113
Ljubljana, Slovenia
js3445@student.uni-lj.si

Najveckrat ni problem izbrisati vsebine datotek, za to ob-
staja ze vrsto bolj ali manj zanesljivih orodij. Problem po-
navadi nastane pri brisanju metapodatkov, ko zelimo po-
polnoma zabrisati sledi o tem, da je ta izbrisana datotetka
nekje, nekdaj sploh obstajala.

1.1 Vsebina

V poglavju 2 predstavimo §irsi problem selektivnega brisa-
nja tako iz forenzi¢nega kot anti-forenzi¢nega vidika. V po-
glavju 3 predstavimo alternativo selektivnemu brisanju pri
forenzi¢nem delu, to je selektivno kopiranje. V poglavju 4
predstavimo Zoubekovo[8] implementacijo orodja za selek-
tivno brisanje na NTFS datote¢nih sistemih. V poglavju 5
na kratko predstavimo smer nadaljnjega razvoja podrocja.

2. PREGLED PODRO¢JA

2.1 Forenzicni vidik

Veliko kriminalisti¢nih preiskav, tudi takih, ki niso same po
sebi digitalne narave, vkljucuje zaseg digitalnih naprav. Da-
nes, v casu vsesplosne digitalizacije, lahko raznolike digitalne
dokaze najdemo na vrsti digitalnih medijev kot so racunal-
niki, telefoni in razli¢ne vrste pomnilniskih medijev. Ustvar-
janje tako imenovanih slik (angl. image) - popolnih kopij
nosilcev digitalnih podatkov je postalo ze stalna praksa v
forenziki za zagotavljanje forenzi¢ne trdnosti dokazov.

Potreba po orodjih za selektivno brisanje (nerelevantnih) po-
datkov izhaja predvsem iz zakonov, ki omejujejo dostop do
informacij zasebne narave in njihovo uporabo. Ena izmed
takih pravic je zapisana v 8. c¢lenu Evropske konvencije o
¢lovekovih pravicah (EKCP)[3]- Pravica do spostovanja za-
sebnega in druzinskega zivljenja:

Vsakdo ima pravico do spostovanja svojega za-
sebnega in druzinskega zivljenja, svojega doma
in dopisovanja. Javna oblast se ne sme vmesavati
v izvrSevanje te pravice, razen e je to doloceno z
zakonom in nujno v demokrati¢ni druzbi zaradi
drzavne varnosti [...]

Se posebej stroge zahteve glede zasega podatkov in njihove
uporabe za kriminalisti¢no preiskavo imajo nemski organi
kazenskega pregona. Clen 100a podpoglavije 4 nemskega za-
kona o kazenskem postopku[5] pravi:



[...] Informacije, ki se ti¢ejo zasebnega zivljenja
[...] ne bodo uporabljene. Kakrsnikoli zapisi o
le-teh bodo nemudoma izbrisani. Dejstvo, da so
bile pridobljene in izbrisane, bo zabelezeno.

Po pricevanju slovenskega policista - digitalnega forenzika,
se slovenska policija s taksnimi problemi Se ne srecuje. V
slovenskem Zakonu o kazenskem postopku[7] ¢lena 219.a in
223.a govorita o zasegu elektronskih naprav, vendar taksnih
zahtev, glede brisanje zasebnih podatkov, kot nemski ¢len
100a ne postavljata.

V praksi je zaseg izkljucno relevantnih podatkov tezko izve-
dljiv, zato bi lahko orodja za selektivno brisanje pripomogla
k izpolnjevanju prej omenjenih in drugih zakonov o varstvu
zasebnih podatkov. Trenutno sicer Se ni splosno uveljavlje-
nega orodja za brisanje nerelevantnih podatkov, tako med
samim zasegom kot potem.

Glavni razlog proti uporabi takih orodij je, da brisanje po-
datkov vedno spremeni dokaz. Tukaj naletimo na prvi pro-
blem, spreminjanje dokaza lahko uni¢i njegovo verodostoj-
nost in s tem uporabnost na sodis¢u. Po drugi strani pa
lahko krsimo katerega od zakonov ¢e dokazov ne obdelamo
pravilno.

2.2 Anti-forenzicni vidik

Castiglione et al.[2] navajajo vrsto razlogov za uporabnost
orodja za selektivno brisanje podatkov iz anti-forenzi¢nega
vidika. Obstajajo scenariji, kjer bi si zeleli, da lahko hitro in
v popolnosti izbrisemo sledi dolo¢enih podatkov na nekem
sistemu. Npr. da so odkrili vohuna, ki mora na nesumljiv
nacin odstraniti obcutljive podatke, ali pa politicnega disi-
denta, ki mu na vrata trka policija. V taksnih in podobnih
situacijah se lahko znajdejo tudi Se novinarji, zvizgaci ipd.

Ocitno je da, ima anti-forenzi¢ni vidik nekaj dodatnih ome-
jitev oz. pricakovanj od orodja za selektivno brisanje. Pred-
postavljamo tudi Se, da se taksno orodje z anti-forenzi¢nim
namenom uporablja na zivem sistemu. Dodatna je Se ca-
sovna omejitev. Vrsto scenarijev zahteva (npr. policijska
racija), da so obcutljive informacije izbrisane z enim miski-
nim klikom v nekaj sekundah. Zelimo tudi, da je orodje
sposobno samounicenja. Orodje za brisanje naj po konca-
nem delu samo sebe izbrise iz sistema in zakrije vse sledi o
svoji aktivnosti. To pomeni tudi pobrisati sledi v glavnem
pomnilniku. Castiglione et al.[2] za taksno nalogo predla-
gajo interpretirane jezike, saj moderni operacijski sistemi
programom mocno otezijo spreminjanje lastne kode. Posto-
pek unicenja so avtorji tudi implementirali in sicer v Javi.
Prevedeni Java programi se posredno izvajajo v JVM (Java
Virtual Machine), kar jim tako omogoca spreminjajo lastno
datoteko, iz katere se izvajajo.

Po kon¢anem delu zelimo, da forenzi¢na analiza diska ne
vzbuja nobenega suma. Ravno zato delamo selektivno bri-
sanje in ne brisanje celotne particije ali diska (angl. wiping).
Veliki odseki samih nicel na disku lahko nakazuejejo na to,
da je nekdo tam brisal podatke. Veliko bolj zazeleno je, da bi
lahko posamezne datoteke brisali tako, da za seboj ne pustijo
niti sledi o tem, da se je brisanje zgodilo. To vkljucuje brisa-
nje ali manipulacijo metapodatkov in bolj pametno brisanje

vsebine, kot samo prepisovanje z ni¢lami. Lahko bi vsebino
prepisali z nakljuénimi podatki, vendar je visoka stopnja en-
tropije lahko tudi sumljiva. Morda je bolje prepisati vsebino
s podatki iz katerega drugega dela diska.

Vidimo, da potreba po orodjih za selektivno brisanje ob-
staja, tako iz forenzi¢nega kot anti-forenzi¢nega vidika. Obe-
nem pa, da brisanje podatkov ni tako enostavno Se posebej
pa ne na modernejsih operacijskih in datote¢nih sistemih.

2.3 Brisanje podatkov

Pogosto operacijski sistemi, kot so Windows in macOS, bri-
Sejo datoteke tako, da zgolj izbrisejo ali oznacijo z zastavico
vnos o tej datoteki v tabeli datotek npr. v Master File Table
($MFT) na datote¢nih sistemih NTFS. Sama vsebina dato-
teke (in metapodatki) pa lahko ostanejo bolj ali manj nedo-
taknjeni na disku, dokler jih ne prepisejo neki novi podatki.
Tak nacin brisanja datotek ni primeren za (anti-)forenzi¢no
uporabo, saj obstaja vrsto orodij, ki znajo tako izbrisane
datoteke restavrirati.

Podobno tudi formatiranje diska obicajno zgolj prepise par-
ticijske tabele, medtem ko podatki se vedno ostanejo na di-
sku. Orodja za klesanje datotek, znajo poiskati in resta-
vrirati vsebino tako pobrisanih datotek, ne pa tudi meta-
podatkov. Slednje je sicer dobro iz anti-forenzi¢nega vidika,
vendar ima formatiranje in prepisovanje celotnih particij dva
druga potencialna problema. Prvi je ta, da izbrisane celotne
particije ali diski lahko vzbudijo sum pri forenzi¢ni analizi
in drugi je to, da lahko ta postopek vzame prevec¢ casa.

Da onemogoc¢imo moznost klesanja izbrisanih datotek, lahko
disk formatiramo tako, da vse podatke prepiSemo z nakljuc-
nimi podatki ali niclami. Nekatera orodja to naredijo tudi
pri brisanju posameznih datotek. Vendar navadno taka orodja
prepisejo samo vsebino te datoteke, ne pa tudi metapodat-
kov. V primeru, da metapodatki ostanejo na disku, lahko
iz njih Se vedno izvemo informacije o uporabniku. Na pri-
mer, predstavljajmo si, da je bila oseba, kateri so zasegli
disk, malo pred tem na pocitnicah in da je shranil vse slike
iz dopusta na zasezeni disk. Iz same strukture imenikov in
imen, npr. “Poletje 2017 - Jerevan”, lahko izvemo marsikaj
o osumljencevem zasebnem zivljenju.

Iz anti-forenzi¢nega vidika pa je Se posebej pomembno, kako
se lotimo tudi prepisovanja vsebine datotek. Najbolj naiven
pristop s pisanjem nicel je sicer efektiven in najhitrejsi, ome-
jen je namrec le s pisalno hitrostjo diska, vendar pa lahko na
disku vzorci, kot je npr. dolgo zaporedje nicel, pri forenzi¢ni
analizi vzbudijo sum, da je nekdo brisal podatke. Ravno
tako je lahko sumljivo, ¢e podatke prepisemo z nakljuénimi
stevili. Da dosezemo dovolj veliko stopnjo entropije bi po-
trebovali kriptografsko mocan (pseudo) nakljucen generator
stevil, kar pa zna narediti tak postopek brisanja dokaj po-
¢asen. V nasprotnem primeru, ¢e “naklju¢na” Stevila niso
dovlj nakljuéna, se lahko z globoko analizo ugotovi, da so
bila tevila generirana z algoritmom|[2]. V obeh primerih,
¢e je naklju¢énost preslaba oz. je stopnja entropije atipi¢no
velika, pa lahko forenzik posumi, da se je tu zgodilo brisa-
nje podatkov, kar naredi ta postopek manj idealen, kot se
morda zdi na prvi pogled.

Verjetno manj sumljiva metoda bi lahko bila prepisovanje



podatkov z ze obstojecimi podatki nekje drugje na disku.
Dandanes, ko razpolagamo z vecjimi koli¢inami prostora za
podatke, namre¢ ni ni¢ ¢udnega, da so datoteke na disku
podvojene ali potrojene (varnostne kopije, predpomnjenje
ipd.). Najvecji pomanjkljivosti tega nacina sta, da je poca-
sen in kako doloé¢iti katere podatke naj uporabimo za prepis.
Iz anti-forenzi¢nega vidika morda tudi ni vedno nujno po-
trebno brisanje kot tako. Ce bi znali vsebino datoteke samo
preoblikovati na tak nacin, da ne razkrije svojega pravega
pomena in obenem nova vsebina ne vzbuja suma, potem je
namen ravno tako dosezen.

V datote¢nih sistemih kot je NTFS so metapodatki o da-
totekah shranjeni v posebnih podatkovnih strukturah, ne-
kaj jih je shranjenih neposredno v $MFT. Selektivno brisa-
nje v NTFS datotecnem sistemu se izkaze za tezavno, saj
lahko brisanje vseh podatkov, vkljuéno z metapodatki, po-
kvari datotecni sistem. V takih primerih je primerneje, da
se nekatere metapodatke zgolj ustrezno priredi in ne dejan-
sko izbriSe. Npr. moderni datotecni sistemi za pohitritev
dostopnega casa do datotek, shranjujejo imena datotek v
B drevesih. Zgolj grobo brisanje imena datoteke iz taksne
podatkovne strukture jo lahko hudo pokvari in pusti dele
drevesa nedostopne.

Zelo pomembna zahteva pri selektivnem brisanju je tudi ve-
rodostojnost preostanka podatkov. Poleg samega brisanja
nerelevantnih podatkov (in pripadajo¢ih metapodatkov) je
potrebno zagotoviti, da preostali podatki ostanejo nespreme-
njeni. Ce Zelimo, da je dokaz sprejemljiv na sodiséu moramo
znati pokazati, da relevantni podatki niso bili spremenjeni na
noben nacin. K temu lahko pripomoreta dva pristopa. Prvi
je natancno in dosledno dokumentiranje vseh sprememb in
brisanj podatkov, drugi pa je dokazovanje verodostojnosti
preostalih podatkov z Merklovimi drevesi[1].

Dodaten problem pri selektivnem brisanju predstavljajo tudi
duplikati. Kot ze receno, danes ni neobi¢ajno, da si shranimo
ve¢ kopij datotek. Tako lahko forenzik izbrise eno datoteko,
nevedo¢ da se enaka datoteka nahaja Se nekje drugje na
disku. Roc¢no skrbeti za vse duplikate je lahko zamudno
delo, ki ima veliko prostora za napake. Priro¢no bi bilo,
¢e bi orodje za selektivno brisanje znalo tudi avtomatsko
poiskati duplikate.

Selektivno brisanje je razli¢no zahtevno tudi glede na tip po-
datkov, ki jih zelimo izbrisati. Brisanje recimo programske
opreme zna biti zelo tezavno, saj lahko programi puscajo
sledi o svojem obstoju na razlicnih mestih na sistemu in v
razlicnih podatkovnih strukturah, kot je na primer Windows
register in razne zabelezke.

2.4 Pricakovanja

Predstavili smo vrsto problemov pri brisanju podatkov. Upo-
StevajoC te probleme pricakujemo od orodja za selektivno
brisanje, ki je primerno za forenzi¢no delo, vsaj naslednje:

e da izbriSe vso vsebino podatkov v popolnosti
e da najde in izbrise pripadajoc¢e metapodatke

e da pusti datotecni sistem v delujocem stanju

e da natancno zabelezi vsako spremembo in brisanje

e da zagotovi verodostojnost preostalih podatkov

Predpostavljamo, da orodje za forenziéno delo operira nad
slikami diskov, medtem ko za anti-forenzi¢no orodje predpo-
stavljamo, da dela z Zivim sistemom.

Podobna pricakovanja imamo tudi od orodja za selektivno
brisanje za anti-forenzi¢no delovanje. Od tega orodja sicer
ne pricakujemo oz. niti ne zelimo, da natan¢no zabelezi vse
spremembe in brisanja. Pricakujemo pa dodatno:

o da je dovolj hitrot

e da zna bolj napredno kot samo z ni¢lami prepisati staro
vsebino

e da za sabo ne pusca nobenih sledi in je torej sposobno
izbrisati tudi samo sebe (samounicenje).

3. ALTERNATIVA - SELEKTIVNO KOPI-
RANJE

Stuttgen et al.[4] so razvili orodje za selektivno kopiranje
(delanje delnih slik diskov), ki je lahko alternativa selektiv-
nemu brisanju pri forenzi¢nem delu. Namesto, da naredimo
sliko celotnega diska, ze vnaprej naredimo izbiro, katere dele
diska bomo skopirali. To pomeni, da moramo disk predho-
dno pregledati in se odlociti na mestu, kaj je za primer re-
levantno in kaj ne. To ima svoje prednosti in slabosti. Naj-
vecja prednost je to, da lahko drasti¢no zmanjsamo koli¢ino
prekopiranih podatkov. Npr. kopiranje diska velikosti 2TB
s hitrostjo 70MB na sekundo (hitrost modernega orodja za
delanje slik diskov) vzame ve¢ kot 8 ur. To pomeni zmanj-
Sanje Casa, ki ga potrebujemo, da sploh za¢nemo z analizo.
In Se potem, ko analizo za¢nemo, je koli¢ina podatkov, ki
jih mora forenzik pregledati, lahko znatno manjsa. Se ena
prednost je in sicer da se Stevilo bralnih dostopov do origi-
nalnega diska zmanjsa. V primeru, da je disk v zelo slabem
stanju in lahko odpove med celotnim kopiranjem, je smiselno
kopirati le najbolj relevantne podatke. Najvecja slabost pa
je seveda, da morda ni takoj ocitno kaj vse je relevantno
za primer in tako prekopiramo premalo podatkov. Zelo po-
membno je tudi, da orodje poleg vseh izbranih podatkov
prekopira Se vse pripadajoce metapodatke.

Do sedaj smo se pri orodjih za selektivno brisanje pogovar-
jali ve¢inoma na nivoju datotek in datotecnih sistemov, pri
selektivnem kopiranju pa je pomembno, da znamo operirati
Se na drugih nivojih abstrakcije. Tukaj si zelimo delovati
tudi na nivoju particij in na najnizjem nivoju — nivoju di-
ska. Tako na primer zelimo skopirati nealocirani del diska
in ga kasneje pregledati za morebitne skrite podatke. Stut-
tgen et al.[4] so v svoji implementaciji orodja dopustili veliko
stopnjo granularnosti, kar pomeni, da lahko zelo selektivno
izberemo kaj zelimo kopiratni npr. samo datote¢ni slack.

ISicer je res, da si v vsakem primeru zelimo nasploh &im
hitrejsa orodja, vendar iz anti-forenzi¢nega vidika obstajajo
scenariji, kjer je cas kritinega pomena.



High File Level: | Data |File Slack

cl= . - -
S[e Filesystem Level:l e, | el e |joumal] .. |
5
o]
=
§ Partition Level:l Partition  [unallocateg| ~ Partition | |
Device Level:
| Data Blocks
Low

Slika 1: Razli¢ni nivoji abstrakcije[4].

591141621

[ 1234 J {678910} [12131415}[ 171819}

Slika 2: Enostavno B-Drevo [8]

4. IMPLEMENTACIJA

Prototip sistema je bil kreiran kot vti¢nik za forenzi¢ni sku-
pek orodji Digital Forensic Framework (DFF). Sistem tre-
nutno podpira le NTFS datote¢ni sistem, za katerega so se
avtorji odlocili zaradi popularnosti. Konceptualno sistem
deluje tako, da uporabnik oznaci datoteke ali mape za bri-
sanje, orodje izracuna kontrolno vsoto diska, pregleda disk,
Ce obstajajo duplikati datotek, oznacenih za brisanje, ter
nato izbriSe podatke na disku nato zopet poracuna kontrolno
vsoto in preveri ¢e so bile spremenjene le datoteke ozna-
Cene za brisanje. Prav tako orodje izbrise meta podatkovni
vnos izbrisanih datotek v glavni tabeli datotek ($MFT), saj
lahko Ze samo ime datoteke nosi dolo¢ene informacije. Po
izbrisu orodje zopet izrac¢una kontrolno vsoto. Zaradi za-
gotavljanja forenzi¢ne trdnosti sistem celotni postopek tudi
zabelezi. Orodje za izbirno brisanje je sestavljeno iz petih
modulov, katere bomo opisali v nadaljevanju in povzemajo
implementacijo opisano v [8].

4.1 NTFS in B-drevo

Za lazje razumevanje bomo v tem razdelku poskusili bralcu
razloziti kako delujejo B-drevesa v NTFS sistemu ter od-
govoriti, zakaj ni zadosti, da bi vnose samo izbrisali. V
NTFS datote¢nem sistemu so imena datotek shranjena v
B-drevesih. Tako shranjevanje pospesi dostopni ¢as do da-
totek. Vsako vozlis¢e v drevesu je predstavljeno z gruco do-
locene velikosti v kateri imena predstavljajo pozicijo vnosa
v drevesu. Na sliki 2 je enostavno B-drevo. Vsak vnos ima
tudi zastavico, ki dolo¢a ali je poddrevo priklju¢eno na ta
vnos. B-drevo je uravnotezeno in urejeno, zato so vsi vnosi
v poddrevesu vedno leksikografsko manjsi kot vnos starsa.

Brisanje datote¢nega imena v takem drevesu lahko uni¢i do-
stop do delov drevesa. Na primer, ¢e bi izbrisali vrednost 5
v glavi drevesa, potem ne bi mogli ve¢ dostopati do vnosov
od 1 do 4, saj noben star§ ve¢ ne kaze na te vnose. Ob klicu
na vnose od 1 do 4 bi se algoritem po drevesu spustil pri
vnosu 11, ta pa kaze samo na vnose od 6 do 10, kar pomeni
da klic na vnose od 1 do 4 ne bi vrnil ni¢c. V podpoglavju
4.2.5 je prikazan bolj varen nacin brisanja imen v B-drevesu.

4.2 Implementirani moduli
V tem delu bomo opisali module ki sestavljajo vti¢nik za
izbirno brisanje. Ti moduli so:

o Izbirnik (Selector)

e Ujemnik (Matcher)

e Izklesovalec-Cistilec (Carver-Cleaner)
e Hashkalkulator (Hashcalculator)

e Izbrisovalnik (Deletion module)

4.2.1 Izbirnik

Izbirnik ali Selector, kot so ga poimenovali avtorji, je name-
njen interpretaciji particijskih tabel. Z njim lahko uporabnik
pridobi datoteke, ki so bile pobrisane tako, da se v $MFT
pobriSe zastavica v uporabi (in use).

4.2.2 Ujemnik

Ujemnik ali Matcher je modul, ki skrbi da je datote¢ni sistem
na disku po brisanju $e vedno koherenten. V $MFT imamo
lahko ve¢ povezav, ki kazejo na isti datote¢ni blok. S tem
se prepreci nepotrebno kopiranje identi¢nih podatkov ter s
tem izboljsuje zivljensko dobo trdega diska. Ce pri brisanju
oznacimo tako datoteko, potem lahko privede do tega, da je
v SMFT e vedno shranjena povezava do datoteke, ker pa
je bil ta blok zbrisan, nam sistem javi napako datotec¢nega
sistema. Modul ujemnik zato preisée $MFT, ali obstaja Se
kaksna povezava do datoteke, ki jo zelimo zbrisati, ter jo
nato oznaci temu primerno.

Dodatna funkcija ujemniskega modula je, da najde prave du-
plikate datotek. Ker uporabniki iz varnosti velikokrat hra-
nijo iste datoteke na razli¢nih particijah ali diskih, je treba
te podatke vse locirati in izbrisati. Da bi uporabnik sam po-
skusil poiskati vse te duplicirane datoteke je tezko, saj je ze
sama velikost trenutnih diskov problem in je velika moznost
da bi uporabnik spustil kaksen duplikat. Zato so avtorji
vti¢nika implementirali v modul kalkulator varnostnih vre-
dnosti, ki izra¢una varnostno vsoto nad prvimi parimi bloki
datoteke, ki je oznacena za brisanje, nato pa primerjajo to
vrednost z varnostno vsoto prvih parih blokov vseh datotek,
ki so enake velikosti kot oznacena.

Poleg opisanih funkcionalnosti modul tudi zabelezi zakaj je
oznacil vse povezave (vnose v SMFT) in duplikate v belezko.
S tem lahko uporabnik preveri in ¢e je potrebno rekonstruira
zakaj so bile povezave in duplikati oznaceni za brisanje.

4.2.3 Izklesovalec-Cistilec

Carver-Cleaner ali Izklesovalec-Cistilec je modul ki skrbi,
da se datotecni sistem ne pokvari ob brisanju zZe izbrisanih
datotek. Modul ni potreben ¢e uporabnik potrebuje le se-
lektivno brisanje tega kar je na disku. Ce pa zelimo sistem
ki sovpada z ¢lenom 100a Nemskega zakonika o krimina-
listiéni preiskavi, ki dolo¢a da moramo osebne podatke ki
se ne navezujejo na primer izbrisati, potem moramo scistiti
tudi podatke ki niso direktno dostopni. Do teh podatkov
pridemo preko izklesovanja. Problem pa lahko nastane ¢e
zelimo izbrisati podatke, ki sovpadajo s trenutnim datotec-
nim sistemom. Torej ¢e ze samo en blok datoteke, ki jo



zelimo izbrisati, sovpada z blokom datoteke ki je navedena
v $MF'T, bi izbris pomenil okvaro datote¢nega sistema. Zato
je namen tega modula da preveri ¢e se slu¢ajno datoteke, ali
bolje bloki, ki jih zelimo izbrisati iz diska slu¢ajno prekrivajo
z bloki shranjeni v $MFT. Tako so nato oznaceni za izbris
le bloki, ki se ne prekrivajo.

4.2.4 Hashkalkulator

Hashkalkulator (Hashcalculator), je modul ki izra¢una var-
nostno vsoto celotnega sistema ter skrbi da se ne pokvari
integriteta dokazov. Za izracun je uporabljeno Merklovo
drevo, kateremu lahko uporabnik definira velikost bloka, in
stevilo otrok na vozlis¢e. Za izracun varnostne vsote se upo-
rablja protokol MD5. Izra¢un drevesa poteka tako, da se
nad bloki (katerim velikost je definiral uporabnik) izracuna
varnostna vsota, nato pa se uporabnisko dolo¢eno Stevilo
varnostnih vsot zdruzi v skupno varnostno vsoto. Ta ko-
rak se ponavlja dokler nam ne ostane le ena skupna glavna
varnostna vsota.

Izra¢un visine drevesa h se izracuna z enacbo 1. Ker pa
zelimo imeti uravnotezeno drevo moramo izrac¢unat Stevilo
listov ter iz tega nato Stevilo nicelnih blokov ki jih moramo
dodati drevesu. Stevilo listov se izra¢una z enacébo 2.

velikost_diska

— loglo velikost_bloka 1
= - (1)
log,, st-otrok_na_vozlisce

st_listov = (st_otrok_na_vozlisce)" (2)

Merklovo drevo izra¢unamo pred kakrsnim koli spreminja-
njem slike diska ter nato Se po brisanju. Drevesi sta shra-
njeni v seznam XML datotek. Ta dva drevesa primerjamo,
da vidimo kateri deli diska so bili spremenjeni. S tem za-
gotovimo, da se niso izbrisali ali spremenili nobeni podatki,
kateri niso bili oznaceni za izbris in bi lahko bili relevantni
za sodisce.

4.2.5 Izbrisovalnik

Centralni modul vti¢nika je Izbrisovalnik ali Deletion Mo-
dule. V njem je implementiran jedrni del programa. To
je brisanje podatkov iz diska ter urejanje metapodatkov v
$MFT. Modul sestavljata dva dela. Prvi je namenjen bri-
sanju podatkov, kar naredi tako da bloke namenjene brisa-
nju nastavi na 0. Drugi del je namenjen ugotavljanju ali se
lahko podatke v $MFT enostavno pobrise ali pa se jih mora
urediti, da z brisanjem ne bi pokvarili datotecnega sistema.
Slednji primer se na primer zgodi ko je potrebno urediti
strukturo B-drevesa.

Pred urejanjem slike diska je potrebno pridobiti pravice za
pisanje, cesar Digital Forensic Framework ne dovoljuje, slike
pa so vedno priklopljene na orodje samo v bralnem nacinu.
Tako je potrebno z rutinami DFF pridobiti pot do diska. Ko
pridobimo pot, lahko nato z C++ rutinami odpremo sliko
s pravicami branja in pisanja. Pomembno je tudi da sin-
hroniziramo kazalce, saj bi drugace lahko prislo do brisanja
napacnih delov diska.

Algoritem deluje rekurzivno. Zacetna tocka je korenska mapa,

nato pa rekurzivno vstopa v podmape ter vsako datoteko ali
podmapo, ki je oznacena za brisanje dodatno pregleda. Vsi
bloki podatkov ter metapodatkov oznaceni za brisanje so
shranjeni v notranji spomin programa. Po pregledu celotne
mape se preveri ali so bili katerikoli podatki ali podmape
v njej spremenjene. Ce je temu tako, potem to pomeni da
se mora spremeniti tudi B-drevo saj bi drugace datotecni
sistem javil napako.

Spreminjanje B-drevesa je zahtevno ter kriti¢no opravilo saj
nam lahko napaéna sprememba drevesa prepre¢i nadaljni
dostop do datotek, ki niso bile izbrisane. Urejanje drevesa je
odvisno od tega ali je brisani vnos na listnem ali vozlis§¢nem
nivoju.

Ce je na listnem nivoju, potem si je potrebno zapomniti ve-
likost vnosa. Nato prepiSemo brisani vnos z vnosi ki so za
njim v listu. Potem moramo za zadnjim vnosom ki smo ga
prepisali zapisati nicle do velikosti brisanega vnosa. Ce je
vnos na vozli§énem nivoju, potem se rekurzivno pregleda del
drevesa levo od brisanega vnosa in poisce najvisjo vrednost
vnosa. Ta se shrani ter zaCasno izbrise iz drevesa, kot je
opisano na zacetku tega odstavka. Odvisno od razlike veli-
kosti shranjenega vnosa in brisanega vnosa, shranjen vnos
prepise brisani vnos. Ce s tem poddrevo postane zastarelo,
se pobriSe tudi zastavica ki oznacuje otroka.

Ker so velikosti gru¢e v NTFS specificnih velikosti se ob
prepisovanju lahko dogajajo prelivi, zato je potrebno poso-
dabljati vrednosti o uporabljeni velikosti v gruci. Prav tako
je potrebno posodabljati fixup vrednosti, s katerimi se pre-
verja koherentnost podatkovnih blokov.

Brisanje podatkov, metapodatkov in urejanje B-drevesa so
kriti¢ne operacije, katere zelimo izvesti istocasno in v ¢im
manjSem casovnem oknu. Ker se lahko zaradi raznih okolj-
skih razlogov program nepricakovano zaustavi so avtorji im-
plementirali Izbrisovalnik tako, da se pred kakrsno koli mo-
difikacijo datoteke ter njenih metapodatkov vse modifika-
cije zabelezijo. Sele ko se celotni pregled diska zakljuéi ter
se shranijo vse potrebne modifikacije se te modifikacije iz-
vedejo. S tem se zmanjSa krititno okno, saj ob izvajanju
modifikacij ni pregledov kaj je Se potrebno urediti, ali bolje,
so bili te ze izvedeni.

Izbrisovalnik tudi zabelezi vse modifikacije datotek v be-
lezko. Belezenje je zelo podrobno saj se zabelezijo podat-
kovni bloki datoteke ter pot do nje. Tukaj se tudi pojavi
vprasanje ali tako belezenje krsi ¢len 100a nemskega zakona
o kazenskem postopku, saj lahko iz takih belezk razberemo
osebne podatke.

5. NADALJNJIRAZVO]

Na podrocju Se vedno manjkajo implementacije selektivnega
brisanja za vse datotec¢ne sisteme in ki bi obenem $Se ustre-
zale forenzi¢nim standardom. Verjetno bo minilo Se nekaj
casa preden se bodo tovrstna orodja zares uveljavila med
digitalnimi forenziki.

Moznosti za nadaljni razvoj na SirSem podroc¢ju je tudi v
sistemih za inteligentno prepoznavanje relevantnih podat-
kov[6]. Sistemi, ki akumulirajo znanje forenzikov, bi lahko
asistirali pri iskanju relevantnih podatkov ali pa jih celo sami



avtomatsko zajeli. Vendar pa je pot, preden bodo taki sis-
temi zares uporabni, Se zelo dolga.

6. VIRI

[1] K. M. Alex Chumbley and J. Khim. Merkle tree.

https://brilliant.org/wiki/merkle-tree/.

Dostopano: 5.6.2018.

A. Castiglione, G. Cattaneo, G. D. Maio, and A. D.

Santis. Automatic, selective and secure deletion of

digital evidence. In 2011 International Conference on

Broadband and Wireless Computing, Communication

and Applications, pages 392-398, Oct 2011.

Evropska konvencija o varstvu ¢lovekovih pravic in

temeljnih svoboscin. http://www.varuh-

rs.si/pravni-okvir-in-pristojnosti/mednarodni-
pravni-akti-s-podrocja-clovekovih-pravic/svet-
evrope/evropska-konvencija-o-varstvu-
clovekovih-pravic-in-temeljnih-svoboscin/.

Dostopano: 5.6.2018.

J. Stiittgen, A. Dewald, and F. C. Freiling. Selective

imaging revisited. In 2013 Seventh International

Conference on IT Security Incident Management and

IT Forensics, pages 45-58, March 2013.

[5] The german code of criminal procedure stpo.
https://www.gesetze-im-internet.de/englisch_
stpo/englisch_stpo.html#p0488. Dostopano:
5.6.2018.

[6] P. Turner. Selective and intelligent imaging using
digital evidence bags. Digital Investigation, 3:59 — 64,
2006. The Proceedings of the 6th Annual Digital
Forensic Research Workshop (DFRWS ’06).

[7] Zakon o kazenskem postopku uradno preci§ceno
besedilo (zkp-upb8). https://www.uradni-
list.si/1/objava.jsp?sop=2012-01-1405.
Dostopano: 5.6.2018.

[8] C. Zoubek and K. Sack. Selective deletion of
non-relevant data. Digital Investigation, 20:S92 — S98,
2017. DFRWS 2017 Europe.

2

3

[4



Tools and methods for falsification of SMS messages
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ABSTRACT

In this paper we present problem of presenting SMS mes-
sages in court as a digital evidence. SMS messages are still
one of the most used forms of communication, therefore ex-
ists possibility to be present in court as evidence. This ar-
ticle consists of several parts. First, we describe how SMS
messages work regardless of platform and the usage of public
SMS gateways. Then we describe how SMS messages were
falsified in the past (around 2010) on Nokia phone. Lastly,
we present contemporary processing on modern devices like
Android and iOS with an experiment of falsification of SMS
on Android device.

Keywords
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1. INTRODUCTION

One of many forms of electronic communication technologies
are SMS (Short Message Service) messages. SMS messages
were very popular in the past and are still widely used today
even though new ways of communication have been devel-
oped. Beside SMS messages people also communicate with
Instant Messaging tools like WhatsApp, Viber, Messenger
etc. Today SMS messages are still being used for commu-
nication but also for marketing or as a security element of
the authentication service. Overall SMS messages are very
useful tool for communication but they also bring some risks
because they could be easily falsified or sent anonymously/[5].
Today we have many different ways of sending them, be-
cause they have a lot of potential for enterprises. Some of
these enterprises need to receive a lot of SMS messages from
their customers (e. g. charity or voting in the competition),
other need to send a large amount of SMS messages (e. g.
confirmation code for logging to Internet banking or just ad-
vertisement news). SMS messages are powerful tool but can
also be used by criminals. Therefore, it is important to un-
derstand how SMS messages work, if they are trustworthy
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and suitable for digital forensics investigations.

1.1 MOTIVATION

The topic about falsifying SMS messages arises a lot of ques-
tions but the most important one is: Can obtained SMS mes-
sages be trusted and used in court as a valid evidence? The
question is quite interesting from the aspect of this course
and it was the main reason for the three of us to choose this
topic.

2. HOW SMS WORKS

Messages are sent to a Short Message Service Center (SMSC),
which provides a "store and forward” mechanism[17]. SMSC
is a network element in the mobile telephone network. Its
purpose is to store, forward, convert and deliver SMS mes-
sages[12]. If a user sends a text message to another user,
SMSC serves as a gateway to store and forward this mes-
sage to the recipient when available[18]. SMS message is
stored only temporary on an SMS center. Expiration date
can be set on most mobile handsets. After that time, the
SMS message should be deleted and thus no longer available
for dispatch to the recipient’s mobile phone. It turns out
that the SMSC itself can be configured to ignore or differ-
ently handle the delivery of the message. SMS message also
supports status reporting about the delivery of itself. This
functionality can be turned on by visiting mobile handset’s
settings.

The SMS is currently defined in 3GPP as TS 23.040, latest
version 15.0.0 from 27.03.2018 [16]. The Short Message Ser-
vice contains 8 main elements: ValidityPeriod, ServiceCen-
treTimeStamp, Protocolldentifier, MoreMessagestoSend, Pri-
ority, MessagesWaiting, AlertSC and MT Correlation ID.
From forensics perspective the most important part is the
ServiceCentreTimeStap. It is the information element by
which the service center informs the recipient mobile sta-
tion about the time of arrival of the short message. The
short message format is defined in RFC 5724[13]. The SMS
message consists of: recipient phone number (or multiple of
them with additional tag), body and optional tags for addi-
tional info - for example tag for multiple SMS messages, etc.
The most important part of this format is that there is no
date or time presented (timestamp is marked on gateways,
phone itself, etc). It is also important to know that the body
of the format has a maximum length of 160 characters. SMS
messages can be sent over GSTN (General switched tele-



phone network) or some Web-based services, which are not
directly connected to a GSTN network. The SMS format
RFC also provides a short security recap for messages, say-
ing: SMS messages are transported without any provisions
for privacy or integrity, so SMS users should be aware of
these inherent security problems of SMS messages. Unlike
electronic mail, where additional mechanisms exist to layer
security features on top of the basic infrastructure, there
currently is no such framework for SMS messages[13].

In the past it was possible to receive SMS just to mobile
phone device or to ESMEs (External Short Messages Enti-
tiesl)7 however with the advent of smart phones, new op-
portunities have opened up. For example "messages that
are delivered to a mobile device may not remain restricted
to that device”[10], because user can use some synchroniza-
tion via cloud services with some other applications (e. g.
Facebook Messenger or Google). This means new oppor-
tunities for attackers to change SMS meta data or content.
Another security risk could be in the way of processing an
SMS, because it is processed by "many different entities”, so
anyone can change it.

It is not obligatory to send SMS message only from one
mobile phone device to another. There exist some public
gateways for receiving, sending bulk SMS and even sending
SMS messages for free 2. The first group of gateways, re-
ceiving SMS, can be useful when a criminal does not want
to use his or her personal number. A felon could go to some
gateway website and use a public number for receiving mes-
sages [10]. An received SMS is then visible on the web site
and there is no opportunity to get information about real re-
ceiver. Investigators can ask service provider for log records,
but because this service is public and has a lot of different
users, they could get a lot of suspects.

The second group is sending bulk SMS messages. This is of-
ten used by commercial companies like outsourcing service.
They often offer transactional, promotional and business/en-
terprise types of SMS messages. Transactional means send-
ing OTPs and alerts to registered users, promotional refers
to some offers and business is just a marketing term for com-
bination of promotional and transactional types of messages
[1]. This kind of SMS-messaging, also known as application-
to-peer messaging (A2P Messaging) or 2-way SMS, continue
to grow steadily at a rate of 4% annually[17]. Businesses
that use these services can also choose how to fill a database
of recipients or how to create content of the SMS messages.
Usually they can use web application, smart phone applica-
tion, export from excel file, export from e-mail, etc. A lot of
these companies are in India ® Bulk SMS companies promise
their customers that ”any recipient of any message has the
right to know the identity of the sender, and this will be
disclosed on request to the recipient” [11]. Interesting fact is
that Bulk SMS does not require a name of customer’s com-

!This can provide SMS message services as donation to char-
ities, one time password or emergency alerts[10]

2These are usually anonymous SMSes, because it is not pos-
sible to add an sender’s phone number. However, usually is
added something like advertisement of the sending company,
co investigators can ask the company for log file.

3E. g. TextLocal: https://www.textlocal.in/ or Satej In-
fotech: http://www.satejinfotech.in/.

pany on their registration form 4. We tried another bulk
SMS services providers and it was often possible to write
some random characters in submission form. Usually these
forms only verified that we are people and not robots. From
this we suppose that everybody can buy this kind of service.

There are many gateway offers on internet but here are listed
only 3 of them (they offer sending of SMS in Slovenia):
https://wuw.smsgateway.to/en/slovenia,
https://www.clickatell.com/ and
https://wuw.smsapi.si/. Average price from these ser-
vices is around 0.03 EUR per SMS message - but the price
may vary. It usually depends on the number of messages
you want to send per month and how you are willing to pay
for reliability. There is even an application on Google Play
which turns your own Android phone into a SMS gateway
https://smsgateway.me/.

It is also very important to say that there must be active
TMSI (The Temporary Mobile Subscriber Identity) [8] if we
want for a SMS message to be sent/received successfully.
The aim of TMSI - mobility management is to track where
the subscribers are so they can be reachable for all kinds of
mobile services, for example an SMS.

3. RECAP OF THE ARTICLE

This section is a recap of the article about falsifying SMS
Messages|7] that was a basepoint for our research.

One of the first research, which suspected that commonly
available methods and tools for digital mobile investigation
(e. g. HEX dump®) can be misused for falsification or mod-
ification of SMS messages, is from 2010. There are some
areas how to influence the digital evidence during investiga-
tion. The first one is that examination tools could gener-
ate an inaccurate report, the second one is that the report
could be unjustifiably modified and the last one is that SMS
messages could be modified on the device. The last case is
analyzed in above-mentioned article and this paper.

Researchers tried to falsify or modify the service center ad-
dress, a content of the message, sender’s address, data and
time stamp. They choose commercial tools which cannot be
modified (no open source software) because of reliability of
their experiment. All experiments were made on Nokia 6021
with the tool Sarasof UFS/HWK (also called Tornado). This
tool was chosen because it covered the most of capabilities of
concurrent software. The original aim of these instruments
is not to falsify an SMS like digital evidence, but it should
be used for upgrading software by manufacturers.

This model of Nokia mobile phone was chosen for many
reasons. Nokia was the most widely manufactured mobile
phone in that time. It was well structured and it used PM
tables. PM tables contain keys which represent category and
subkeys for referencing related data. On this model of mo-

‘We tried Bulk SMS: https://www2.bulksms.com/
register/, Text Magic: https://my.textmagic.com/
register/, Click Send: https://dashboard.clicksend.
com/#/signup/step2/input-number

SHEX dump is ”a form of mobile telephone examination
which can recover deleted and/or hidden system informa-
tion”.



bile phone manufacturers did not keep the data format ac-
cordingly to GSM 3.40 standard, which is technical realiza-
tion of SMS messages. They "reordered the same elements
and included its own parameters/fields”. Date and time
stamp are stored in reversed decimal values. For SMS con-
tent was used format with length fields (User Data Length®,
length of encoded Protocol data unit (PDU) 7 content and
encoded message structure length). Message length has to
be 8 octets, so each message has been added a suffix 0x55 if
the length of the message was shorter. Timestamp of mul-
tipart SMS is set to the last part of the message.

Two kinds of test were done in the research mentioned above.
The first one was with expected (valid) input values and the
second one with invalid values. Modification of the service
address center, sender’s address and content of the SMS text
messages could be edited if relevant length values “were up-
dated to reflect the new length of the data”. Time and date
stamp and time zone could be modified without problems
and this change could be detected only in the PDU. Re-
searchers did not find a way to detect that data was changed,
because the new values were visible on the mobile hand set.

The test with invalid input values was done only on times-
tamps, because here it should be used some entry conditions.
Some input restrictions are here (day can get value from 1-
31 etc.), but is not well implemented. E. g. it does not
check the number of days in month. It was also possible to
enter time value which does not make sense (e. g. times-
tamp 13:99:99). This invalid timestamps were interpreted
in different ways by different tools. Some of them show it
without modification, but the others show it as valid time
(e. g. instead of 799” it was ”42”). However, examiners were
not able to create a new false message on the device, they
were only able to edit existing SMS "without access to priv-
ileged hardware and software”. The new false SMS message
could probably be created on another device and then sent
to the mobile phone.

There exist some ways to detect if the message was changed
or not. Data about SMS messages in a mobile phone device
should coincide with the information from the mobile service
provider. It could be problematic to identify changed con-
tent of the SMS message, because the mobile service provider
does not keep content of the message. It is also necessary
to check the device date and time settings because it can
influence the timestamp.

4. SMS STORAGE LOCATION ON MOD-

ERN DEVICES
Unlike Nokia 6021 which stores SMS messages in PM tables,
modern mobile devices store SMS and MMS messages in
specialized files. These files are SQLite databases.

SQLite database is open-sourced and most widely deployed
database in the world. It does not need separate server
process to manage database therefore it is perfect for usage

5User Data Length represents "number of characters in the
user’s message” [7].

"PDU is information which ”is transferred among peer en-
tities of a network, such as a communications network or a
computer network” [19]

in mobile devices. Because everything is stored in one file,
SMS and MMS messages can be easily copied, backed up or
uploaded to a cloud service.

We have looked into Android and iOS devices to find where
these files are located. Both Android and iOS have specific
location for these files.

4.1 Android devices

Android is currently one of the most widely used mobile
phone operating system like above mentioned Nokia in it’s
time. Different messaging applications can store SMS and
MMS messages in different locations but they store it in
databases. Therefore we know what to look for. On An-
droid devices SMS and MMS messages are usually stored in
/data/data/com.android.providers.telephony
/databases/mmssms.db.

If we do not know the location of mmssms.db file we can
use Android adb tool. With this tool we can connect shell
to Android device.

Some useful ADB commands:

e adb devices - list connected devices
e adb shell - runs interactive shell

e adb root - connects with root to device (we need rooted
device)

e adb push - uploads file to device

e adb pull - downloads file from device

If we run adb shell we will get interactive shell connected

to our Android device. Then we can run $ find / -name
"*mmssms*”114] to search for SMS and MMS messages database.
In order to get result from command above we need root
access to device. Bellow are command which you can use to
get location of SMS and MMS database.

// find connected devices
$ adb devices

// connect shell to device
$ adb shell

// search for sms database
$ find / -name "*mmssms*"

If we have root access to device then we can easily search
for SMS and MMS database. Once we find it we can copy it
and view it with any application for SQLite databases [14,
15].

4.2 iOS devices

Like Android devices iOS devices store SMS and MMS mes-

sages in SQLite database. Throught different versions of
iPhones file was always named sms.db. If we have a backup

of our phone made through iTunes we can find it on macOS
computer in ~/Library/Application Support/MobileSync/Back-
up/ or we can retrieve this file through Apple iCloud backup.



File name will be encoded with SHA-1 hash function. Ex-
ample of typical file name:
3d0d7e5fb2ce288813306e4d4636395¢047a3d28 [9].

With the use of SQLite database viewer application we can
get access to the messages. In theory, it would be possible
to modify the data with SQLite database editor and restore
the modified backup back to the phone.

S. EDITING SMS CONTENT ON ANDROID
DEVICE

If we want to edit SMS content on Android device we need
to have root access on device. In order to get root access
on device we need to root it. In our research we have used
Android device Samsung S3 mini. Before we could extract
mmssms.db file we have rooted mobile device. If you do not
know how to root device you can follow this guide[4].

Once we had root access on mobile device we connected it
to the computer. Then we used Android adb tool. With
this tool we connected to the device as root and searched
for mmssms.db file. File was located in /data/data/
com.android.providers.telephony /databases/mmssms.db.

Because data in /data/data directory is protected we cannot
directly copy it onto computer. We found a workaround
around this problem[3]. First we copied mmssms.db file to
external SD card.

# exit
$ exit

adb shell

$ mkdir /mnt/extSdCard/tmp

# su

# cat /data/data/com.android.providers.telephony/
— databases/mmssms.db > /mnt/extSdCard/tmp/
— mmssms.db

exit

exit

@ ®*

Afterwards we copied file to computer with adb. Command
bellow will copy SMS database to your working directory.

adb pull /storage/extSdCard/tmp/mmssms.db .

When we had copied the file we opened it with DB Browser
for SQLite. Afterwards we searched for sms table. In there
each row represented SMS message. Under column body
we found SMS contents for each SMS message. Now we had
complete control over SMS contents. We changed content
of two SMS messages and saved changes. Now we needed to
upload changed content back to Android device.

We could not upload changed database directly to /data/-

data/com.android.providers.telephony /databases/mmssms.db.

First we needed to upload changed database to external SD
card.

adb push mmssms.db /data/tmp/mmssms.db

adb shell

$ su

# cd /data/tmp

# mv mmssms.db /data/data/com.android.providers.
< telephony/databases/mmssms.db

Afterwards we have rebooted mobile device and checked if
falsified SMS message is visible on mobile device. You can
see our result on images bellow.

verification code.

G-202790 is your Google
verification code.

G-256251 je vaSa
Googlova koda za
preverjanje.

G-111111 je vasa
Googlova koda za

preverjanje. Hello world,
this is changed SMS
content.

Figure 1: Edited SMS content of original SMS from
Google

We managed to upload and view falsified SMS message on
rooted Samsung S3 mini. As you can see only content was
changed. Date and time stayed the same as it was before we
tried to modify and SMS data.

Last step would be to remove root access on a mobile de-
vice. This way an inspector probably would not notice that
anyone has tampered with mobile device. Because we only
wanted to show that you can falsify SMS message on An-
droid device we have skipped this step.

6. SMS AS DIGITAL EVIDENCE

Sending SMS messages can provide feeling of anonymity,
because a phone number does not have to be directly con-
nected with the owner. It could be one reason why it is used
by drug dealers and other criminals for their illegal activity.
However, it is necessary to know how important role can
SMS play in the court.



Pozdravljeni! Imeli ste
izkusnjo s Si.mobilom.
Ste dobili odgovore na
svoja vprasanja?
Odgovorite z DA ali NE -
SMS je brezplacen.

Hvala, Si.mobil. Hello
world

Figure 2: Edited SMS content of original SMS from
Simobil

Criminals can use different techniques to confuse investiga-
tors. They can falsify contents, timestamps and sender of
the SMS message, use anonymous SMS or use a lot of phone
numbers for their operation. That is why is important to
mention the way how to detect an author of the message.
This problematic was interesting for Ishihara [6]. A situa-
tion could be like this: investigators get SMS messages from
criminals ® and another from suspects. In [6] was developed
and tested a way how to recognize if some set of SMS is
from the same author. It is possible to determine it, be-
cause every person has original writing style, which includes
using of emojis, typography, grammar, favorite words, etc.
Ishihara [6] was focused on using spaces, punctuation and
used words. He agreed with Mohan [2] that is possible to
correctly predict author of an SMS message, the first above
mentioned researcher with accuracy of 80 % and the second
one with 65%~70%. Unfortunately, a big sample of mes-
sages is required.

7. CONCLUSION

We have demonstrated how to change SMS message content
on a mobile device. Next question that we asked ourselves
was how to check if SMS content was changed. In order to

8Tnvestigators are sure that it is from criminals, e. g. SMS
about sexual harassment.

verify integrity of SMS message we would need the phone of
another person who sent/received the SMS message. If con-
tent is the same on both devices then we can assume that
the message was not altered. If the contents is different,
than we know that somebody has tampered with the con-
tent. Other way would be to check with telecommunication
providers and verify SMS content but it may vary between
providers if they do log SMS message data. The answer to
this may be obtainable from the provider itself, probably
from provider’s terms of use.

However, providers usually store only sender, receiver, time
and date information, because the whole SMS messages are
deleted after sending them from SMSC to the receiver[5].
If the content of the SMS is still stored, we can detect the
changed SMS message data, otherwise we wouldn’t be sure
if the SMS message was really the same.

SMS messages can be used in court as an evidence in Slove-
nia if they we were collected according to law. As we have
seen in our research, someone could easily tamper with such
messages - therefore we need forensics expert to verify in-
tegrity of such messages. It would also be interesting to see
what data exactly do Slovenian telecommunication providers
store.
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Hash tehnike za forenzicne preiskave mobilnih naprav
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POVZETEK

Raziskave, opravljene na National Institute of Standards
and Technology, so pokazale, da so hash vrednosti notranjih
pomnilnikov mobilnih naprav spremenljive pri opravljanju
back-to-back pregleda. Hash vrednosti so koristne pri za-
gotavljanju izvedencem moznosti filtriranja znanih podat-
kovnih datotek, ujemanja podatkovnih objektov na razlic-
nih platformah in dokazati, da integriteta podatkov ostaja
nedotaknjena. Raziskava, izvedena na Univerzi Purdue, je
primerjala znane hash vrednosti z izrac¢unanimi vrednostmi
za podatkovne predmete nalozene na mobilne naprave z raz-
liénimi metodami prenosa podatkov. Medtem ko so bili re-
zultati za veCino preizkusov enotni, so bile hash vrednosti,
ki so bile izracunane za podatkovne predmete, prenesene
prek storitve za vecpredstavnostna sporocila (MMS), spre-
menljive.

Kljucne besede
Forenzi¢na preiskava mobilnega telefona, Forenzi¢na prei-
skava mobilne naprave, Hash, MMS, MD5

1. UVOD

Hitra porast uporabe mobilnih naprav v zadnjih letih je od-
prla veliko novih moznosti za raziskave in analize v digitalni
forenziki. Mobilne naprave so postale stalni partner vsa-
kega cloveka in tako zbirajo ter hranijo prakti¢no vse po-
datke o naSem zivljenju - kje smo se gibali, kaj smo poceli,
itd. Poleg iskanja nacinov za analizo teh izjemnih koli¢in
podatkov pa se pri mobilni forenziki pojavlja tudi tezava,
kako zagotoviti istovetnost podatkov, ki so preneseni preko
mobilnega omrezja in drugih nac¢inov brezziéne komunika-
cije. Tu imamo v mislih predvsem sms in mms sporocila.
Obicajna praksa v digitalni forenziki je ta, da se istovetnost
podatkov zagotovi z izra¢unom vrednosti zgoScevalne funk-
cije (npr. SHA-1 ali MD5). V tem delu bomo preverili kako
se ta pristop obnese pri forenziki mobilnih naprav in kaksne
tezave lahko pri tem nastanejo. Na koncu bomo poskusali
podati usmeritev za nadaljne raziskave.

Rok Seme
63110323

1.1 MDS5

Algoritem MD5[1] je Siroko uporabljana zgoscevalna funk-
cija. Deluje tako, da iz nekega besedila poljubne dolzine iz-
racuna 128-bitno Stevilko. Zamisljen je bil kot kriptografska
zgoScevalna funkcija. Zaradi velikega Stevila pomanjkljivo-
sti v kriptografiji ni ve¢ uporabna. Se vedno pa lahko sluzi
kot kontrolna vsota proti nenamerni spremembi podatkov.

1.2 SHA-1

Algoritem SHA-1[2] je kriptografska zgoscevalna funkcija, ki
vzame besedilo poljubne dolzine in izracuna 160-bitno Ste-
vilko. Algoritem je zasnovala ameriska vladna agencija NSA.
Od leta 2005 algoritem ni ve¢ varen proti napadalcem z do-
volj finanénimi sredstvi. SHA-1 je tezje razbiti kot MD5 in
lahko sluzi kot kontrolna vsota pri preverjanju integritete
podatkov.

2. SORODNA DELA

Clanek z naslovom Fighting Crime With Cellphones’ Clues[6]
jedernato opisuje pomembnost mobilnih naprav in podat-
kov na le-teh za forenzi¢no preiskavo. Digitalni dokazi pri-
dobljeni na mobilnih napravah lahko pomenijo razliko med
tezkim primerom brez konkretnih dokazov in primerom kjer
so dokazi na dlani in tako olajsajo postopek na sodis¢u. Za-
radi tega je toliko bolj pomembno, da je avtenti¢nost do-
kazov neizpodbitna. Rick Ayers z instituta NIST v delu
Guidelines on Mobile Device Forensics (Draft) [3] podaja
smernice za forenzi¢no analizo mobilnih naprav kjer veckrat
poudarja, da je izra¢unavanje vrednosti zgoScevalnih funkcij
z namenom zagotavljanja integritete podatkov, najpomemb-
nejsa lastnost katerega koli forenzi¢nega orodja. Ta vrednost
mora ostati enaka skozi celotno zivljenjsko obdobje vsake da-
toteke uporabljene kot dokazno gradivo. Zagotavljanje inte-
gritete podatkov ne daje le teze dokazom ampak omogoca,
da morebitne nadaljnje analize pridejo do istih ugotovitev.
Poleg pomembnosti izra¢una vrednosti zgoScevalnih funkcij
poudarja tudi, da so mobilne naprave ves ¢as aktivne in v
neki meri stalno spreminjajo podatke na napravi. Vrednosti
zgoScevalnih funkcij bodo pogosto ob dveh zaporednih za-
jetjih vseh podatkov razlicne. To tezavo lahko zaobidemo
z izrac¢unom vrednosti za vsako datoteko ali imenik pose-
bej. Rizwan Ahmend in Rajiv V. Dharaskar se v svojem
delu Study of cryptographic hashing: An analysis from the
perspective of developing efficient generalized forensics fra-
mework for the mobile devices [5] ukvarjata s postavljanjem
sploSnega ogrodja za izvajanje forenzi¢ne analize mobilnih
naprav. Bolj podrobno predstavita najbolj pogosti zgoSce-
valni funkciji MD5 in SHA-1 ter njune ranljivosti. Glavne



lastnosti, ki jih mora imeti idealna kriptografska zgoscevalna
povzameta v naslednjih stirih tockah:

e FEnostavnost izracuna vrednosti za kateri koli podano
sporocilo.

e [zracun originalnega sporocila iz vrednosti funkcije je
neizvedljiv.

e Sprememba sporodila brez spremembe vrednosti funk-
cije je neizvedljiva.

e Neizvedljivo je nagti dve razlic¢ni sporocili z isto vre-
dnostjo zgoscevalne funkcije.

Na podlagi teh lastnosti nato predstavita pomankljivosti
MD5 in SHA-1. Izpostavita delo Xiaoyun W. in Hongbo
Y. [8], kjer je bilo pokazano, da je mogoce v praksi zgraditi
dve sporocili, ki vrneta isto vrednost z uporabo zgoscevalne
funkcije MD5. Moznost razbitja funkcije SHA-1 je bilo teo-
reti¢no dokazano a je v praksi zelo tezko izvedljivo. Zaradi
izredne neprakti¢nosti napadov na funkciji MD5 in SHA-1,
sta v forenziki e vedno priznani in Siroko uporabljani. Av-
torja ugotavljata, da sta obe funkciji tudi zanesljivi pri izra-
¢unu vrednosti za posamezne datoteke na mobilnih napra-
vah, izpostavljata pa opazeno nekonsistentnost pri izracunu
vrednosti za slike prenesene z uporabo mms sporocil.

3. TERMINOLOGIJA
e Metode prenosa podatkov: Komunikacijski kanali (npr.
Bluetooth, MMS; itd.), ki zagotavljajo prenos, s kate-
rim se napolni notranji pomnilnik mobilnih naprav.

e Varnostni hash: Matematicni algoritem, ki vzame po-
ljuben blok podatkov in vrne bitni niz fiksne velikosti,
hash vrednost, tako da bo vsaka sprememba podatkov
spremenila vrednost razprsitve.

e Podatkovni objekti mobilne naprave: Posamezne da-
toteke (npr.: .jpg, .bmp, .gif, itd.), ki se nahajajo v
notranjem pomnilniku mobilne naprave.

e Forenzicno orodje za mobilne naprave: Orodja name-
njena za izvajanje logi¢nega pridobivanja podatkov iz
notranjega pomnilnika mobilnih naprav.

e Forenzicno orodje za osebne racunalnike: Forenzicna
orodja, namenjena pridobivanju podatkov s trdih dis-
kov (npr.: IDE, SATA, SCSI, itd.)

4. METODOLOGIJA

Zatetna priprava se je zacela z izracunavanjem MD5 hash
vrednosti za posamezne podatkovne datoteke, prikazane v
sliki 1. Vsaka posamezna grafi¢na datoteka je bila prenesena
na forenziéno delovno postajo in se izrac¢unal MD5 hash z
orodjem Access Data’s Forensic Toolkit. Orodje je bilo iz-
brano glede na dostopnost. Hash vrednosti, ki so jih sporo-
¢ili za pridobljene podatkovne objekte s forenziénimi orodji
za mobilne naprave, so bile primerjane z znano zacetno vre-
dnostjo.

Mobilne naprave so bile izbrane izkljuéno na podlagi razpo-
lozljivosti in podobnih nastavitev (npr.: MMS, Bluetooth,

notranja kamera). Izbrali so osem duplikatov mobilnih na-
prav (tj. izdelava, model, strojna programska oprema). Z
uporabo duplikatov mobilnih naprav je mogoce ugotoviti ali
forenzi¢éna orodja za mobilne naprave porocajo o skladnih
hash vrednostih za vnaprej dolo¢ene podatkovne objekte v
skupnih mobilnih napravah. Dvoje forenzi¢nih orodij za mo-
bilne naprave (Paraben’s Device Seizure [4] in Susteen’s Se-
cure View [7]) sta bili izbrani zaradi razpolozljivosti, vgra-
jene hash funkcije in podpore pridobitve za izbrane mobilne
naprave.

Obstajajo §tevilni na¢ini prenosa podatkov na mobilno na-
pravo. Izvedenih je bilo ve¢ testov, da se ugotovi ali hash
vrednosti ostajajo skladne v razlicnih metodah prenosa po-
datkov. Uporabljene so bile naslednje metode prenosa po-
datkov: universal memory exchanger, MMS, Bluetooth in
MicroSD. Izvedeni so bili dodatni orientacijski testi, da bi
ugotovili, ali so bile hash vrednosti spremenjene pri: a) spre-
minjanju vloge shranjene grafiéne datoteke (npr. shranjeva-
nje kot ozadje) in b) prenosu posnetka posnetega z notranjo
kamero mobilne naprave na forenzi¢no delovno postajo.

Raziskava je vkljucevala vec ciljev, ki so bili: a) ugotovitev,
ali se pojavijo neskladja med znanimi hash vrednostmi, b)
dokumentirati, da so sporoc¢ene hash vrednosti ostale konsi-
stentne in koné¢ne ter c¢) dokumentirati ugotovljene anoma-
lije. Naslednji pododdelki opiSejo vsak posamezen test.

Testi formata graficnih datotek

Testi formata graficnih datotek so zahtevali, da se ciljno mo-
bilno napravo napolni z graficnimi datotekami (npr.: .jpg,
.bmp, .gif) iz vnaprej dolo¢enega nabora podatkov z uni-
verzalnim izmenjevalnikom Cellebrite UME-36. Cellebrit
UME-36 je bil izbran izkljuéno na podlagi razpolozljivosti
in sheme prenosa podatkov. Enota Cellebrite UME-36 je
samostojni prenos telefonskega pomnilnika in varnostno ko-
piranje.

MMS testi

MMS testi so zahtevali mobilne naprave, ki so sposobne po-
siljati in sprejemati sporocila MMS. MMS se uporablja za
posiljanje graficne datoteke na ciljne mobilne naprave. Ko
je bilo sporoc¢ilo MMS uspesno sprejeto na ciljni mobilni na-
pravi, je bila graficna datoteka shranjena v notranji pomnil-
nik ciljne mobilne naprave.

Bluetooth testi

Za teste Bluetooth so potrebne mobilne naprave, ki podpi-
rajo Bluetooth. Forenzi¢na delovna postaja je bila upora-
bljena za posiljanje graficne datoteke z uporabo Bluetootha
vsem ciljnim mobilnim napravam.

Testi kartice MicroSD

Za teste kartice MicroSD so bile uporabljene naslednje teh-
nike, ki temeljijo na zmogljivostih forenzi¢nih orodij za mo-
bilne naprave in mobilnih naprav. Mobilne naprave, ki ne
podpirajo MicroSD, so zahtevale shranjevanje graficne dato-
teke na flash pomnilnik in nato z Cellebrite UME-36 prenos
v notranji pomnilnik mobilne naprave. Za mobilne naprave,
ki podpirajo MicroSD in je bilo potrebno uporabiti Secure
View, je bila graficna datoteka kopirana v notranji pomnil-
nik mobilne naprave iz kartice MicroSD. Pridobitev izve-
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Slika 1: Vnaprej doloéen nabor podatkov (graficne
datoteke).

dena z Device Seizure, je omogocila neposredno pridobitev
graficne datoteke pomnilniske kartice MicroSD.

Testi ozadij

Testi ozadij so zahtevali, da ima ciljna mobilna naprava na-
lozeno grafi¢no datoteko .jpg iz vnaprej doloCenega nabora
podatkov z uporabo Cellebrite UME-36. Ko je bila grafi¢na
datoteka uspesno shranjena v notranji pomnilnik mobilne
naprave, je bila datoteka ro¢no dodeljena kot ozadje.

Testi kamere telefona

Testi kamere telefona so zahtevali mobilne naprave, ki vse-
bujejo notranjo kamero. Grafi¢ne datoteke, posnete z notra-
njim fotoaparatom, so bile prenesene na forenziéno delovno
postajo in mobilne naprave z uporabo Cellebrite UME-36.

5. REZULTATI

To poglavje povzema konéne rezultate in nudi dodatne in-
formacije o vsakem izvedenem testu. Zaradi omejitev v for-
matu graficnih datotek na mobilnih napravah, rezultati te-
stov za nekatere naprave morda ne vsebujejo hash vnosa za
dolocen preskus.

Rezultati testov formata graficnih datotek
Device Seizure in Secure View sta vracala dosledne hash
vrednosti s forenzi¢no delovno postajo.

Rezultati MMS testov

Ugotovljeno je bilo, da so hash vrednosti za poslane grafi¢ne
datoteke neskladne v razlicnih druzinah mobilnih naprav.
Zaradi tega je prislo do drugega kroga testov, da bi se pre-
verilo, ali so bile ugotovitve hash neskladnosti povezane z
razli¢nimi implementacijami formata MMS za mobilne na-
prave.

Rezultati MMS testov - drugi krog

Drugi krog testov je potrdil, da: a) so bile neskladne hash
vrednosti v obeh podobnih in razliénih druzinah mobilnih
naprav in b) ponovno posiljanje shranjenih grafiénih datotek
z uporabo MMS, lahko povzroci razlicne hash vrednosti.

Rezultati Bluetooth testov

Device Seizure in Secure View sta vracala dosledne hash
vrednosti s forenzi¢no delovno postajo.

Rezultati testov kartice MicroSD

Device Seizure in Secure View sta vracala dosledne hash
vrednosti s forenzi¢no delovno postajo.

Rezultati testov ozadij

Forenzicna orodja za mobilne naprave so ustvarile dosledne
hash vrednosti za vse preizkusene mobilne naprave. Hash
vrednosti, ki se jih je ustvarilo z forenzi¢no delovno postajo,
so se ujemale z vrednostmi, ki jih je vrnilo forenzi¢no orodje
za mobilne naprave.

Rezultati testov kamere telefona
Device Seizure in Secure View sta vracala dosledne hash
vrednosti s forenzi¢no delovno postajo.

6. ZAKLJUCEK

Cilj testov, opravljenih na Purdue University, je bil ugoto-
viti, ali hash vrednosti za graficne datoteke ostanejo skladne
med forenzi¢nimi orodji za mobilne naprave in forenzi¢no de-
lovno postajo. Vecina opravljenih testov (tj.: testi formata
graficnih datotek, Bluetooth testi, testi kartice MicroSD, te-
sti ozadij, testi kamere telefona) so pokazali, da vrnjene vre-
dnosti ostajajo konsistentne. Nedoslednosti pa se pojavijo,
ko se graficne datoteke mobilne naprave prenasajo z MMS.

7 vet kot 2 milijardami mobilnih telefonov, ki se uporabljajo
danes, forenzika mobilnih naprav Se naprej ostajajo glavno
podrocje, ki je zanimivo za forenzi¢no skupnost. Z razvojem
mobilnih naprav se povecuje tudi zmogljivost shranjevanja
in bogastvo podatkovnih objektov. Podatki, pridobljeni iz
mobilnih naprav, so z raziskovalnega vidika pogosto kori-
stni pri zagotavljanju sledi ali resitvi primera. Zato je razi-
skovanje vedenja in zanesljivosti forenzi¢nih orodij mobilnih
naprav ugodno za razvijalce in forenzi¢no skupnost.

Medtem ko so bile opravljene minimalne raziskave o hash
vrednostih, izracunanih za podatkovne objekte mobilnih na-
prav, bodo prihodnje raziskave raziskovale ucinke dodatnih
podatkovnih objektov (npr.: avdio, video, dokumenti), ki se
najpogosteje nahajajo na mobilnih napravah, kar je bistve-
nega pomena.
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Povzetek

V tem porocilu bo govora o CDR (call detail record) oziroma
o podrobnostih klica, ki se belezijo ob uporabi mobilnih te-
lefonov v danasnjem casu. Pogledali si bomo, kaj ti podatki
vsebujejo, kaj je njihov namen in tudi kako se pridobivajo
in hranijo. Porocilo je nastalo na podlagi kazenskega pri-
mera [1], kjer so bili prav ti podatki uporabljeni na sodiséu
in so dokazali, da je oseba obtozena kaznivega dejanja krivo
pricala glede svoje lokacije.

Kljucne besede
Mobilna omrezja, CDR (call detail record), mobilni podatki
in uporaba na sodiScu, opis kazenskega postopka

1. UVOD

V danasnjem svetu je postala uporaba mobilnih oziroma pre-
nosnih telefonov skoraj nujna in neizbezna. Trenutno so po-
stali del naSega vsakdana in si s tezavo predstavljamo, da bi
bilo kako drugace. Vendar se veliko ljudi ne zaveda, kaksne
podatke lahko hrani njihova mobilna naprava. Podatki so
lahko shranjeni lokalno kot so tekstovna sporocila, zgodo-
vina klicev, nalozene aplikacije, zgodovina brskanja in tako
dalje. Vendar to niso edini podatki, ki se lahko izkazejo
za uporabne pri dokazovanju oziroma izpodbijanju krivde
osumljene osebe. Pomemben vir so tudi zapisi povezav mo-
bilnih naprav na antene prisotne na stolpu, med izvajanjem
klica oziroma posiljanjem sporocila. To so tako imenovane
podrobnosti klica oziroma Call detail records - CDR in se
hranijo pri operaterjih, ki imajo v lasti omrezje. Kot bo raz-
vidno iz nadaljevanja porocila se bomo navezali na primer,
ki so ga raziskovali v Ameriki in pri katerem je uporaba prav
teh podatkov med sodnim procesom pokazala, da je obtozeni
prikrival resnico glede svoje lokacije v ¢asu, ko se je zgodilo
kaznivo dejanje.

V prvem delu se bomo osredotocili na delovanje stolpov ter
njihovih anten, to vklju¢uje njihovo zanesljivost, delovanje,
testiranje ter zgradbo. Nato si bomo ogledali samo vsebino

Nejc Rebernik
Univerza v Ljubljani, Fakulteta za racunalnistvo
in informatiko

CDR podatkov in kateri od teh podatkov so lahko uporabni
za sodisce pri dokazovanju krivde. Na koncu pa si bomo
ogledali Se podroc¢je mobilnih podatkov bolj v Sirsem, saj nas
zanimajo Se drugi primeri, kjer je uporaba mobilnih naprav
bila uporabljena na sodiscu.

V drugem delu pa si bomo podrobneje ogledali ze prej ome-
njen primer iz Amerike, ko so kriminalisti uporabili podatke
CDR na sodisc¢u. Predstavljen bo zajem in nadaljnja ana-
liza podatkov ter postopki, ki so jih kriminalisti ubrali za
dokazovanje njihove kredibilnosti na sodiscu.

1.1 Analiza stolpov in anten

Mobilne naprave potrebujejo za klicanje ali posiljanje spo-
rocil predhodno vzpostavitev povezave z eno od anten, ki
so prisotne na bljiznjem stolpu. Pokritost oziroma doseg
posameznega stolpa se razlikuje, saj na njega vpliva vec raz-
licnih naravnih kot tudi tehni¢nih pogojev. Naravni pogoji,
ki lahko nekoliko vplivajo na delovanje stolpov in posledi¢no
na njihovo zmoznost povezovanja so:

e Trenutne vremenske razmere
e Visina stolpa gleda na teren v okolici

e Prisotnost listov na drevesih v okolici

Prav tako imajo lahko posamezni stolpi razlicno mo¢ glede
na to, kje se nahajajo. Lahko se nahajaljo na bolj ruralnih
podrogjih, kjer so stolpi postavljeni bolj na redko, vendar
so ti stolpi ponavadi moc¢nejsi in imajo zato vecji doseg. V
urbanih naseljih je povpreéna pokritost stolpa priblizno 3
kilometre, medtem ko imajo stolpi na bolj neposeljenih lo-
kacijah lahko pokritost tudi do 10 kilometrov.

Tipicen stolp [1] [2] je sestavljen iz treh glavnih anten, ki so
vse obrnjene v razlicne smeri. Vsaka od anten pokriva pri-
blizno 120 stopinj kroga okoli stolpa. Prva in glavna antena,
imenovana tudi alfa antena, je ponavadi usmerjena proti se-
veru in predstavlja 0 stopinj. Njena pokritost se razteza od
300 stopinj oziroma -60 stopinj na levo in 60 stopinj na de-
sno. Druga antena imenovana beta antena, je postavljena
na 120 stopinj in je s tem usmerjana proti jugovzhodu. Po-
kritost beta antene se razteza od 60 do 180 stopinj. Zadnja
izmed anten je gama antena, ki lezi na kotu 240 stopinj in
tako kaze proti jugozahodu. Na sliki 1 so prej omenjene
antene in njihove usmeritve prikazane Se grafi¢no.
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Slika 1: Na sliki vidimo posamezne sektorje (antene)
in njihove smeri.

Ta postavitev anten ni absolutna, saj je lahko celoten stolp
zasukan za doloen kot. Razlogi za zamik stolpa so lahko,
da je glede na geografsko okolico bolj primerna taksna po-
stavitev ali pa je zaradi lege urbanih naselji boljsa pokritost
na podanem obmocju.

Ker tu govorimo o signalih se seveda pojavljajo obmocja,
kjer se prekrivajo posamezne antene. To obmocje naj bi
bilo veliko priblizno 40 stopinj, kar pomeni da se alfa antena
nahaja za 20 stopinj v obmocju beta in se istocasno tudi
beta nahaja za 20 stopinj v obmocju alfa. Prav ta pojav je
bil kljuénega pomena, da so morala biti izvedana testiranja
prekrivanja obmo¢ji in kaksne vpliv imajo ta na podatke.
Pojav je prikazan na sliki 2, ki je vzeta iz porocila [1] na
katerega se navezujemo.
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Slika 2: Obmoc¢ja prekrivanja posameznih anten pri-
kazana grafi¢no.

1.2 CDR - podrobnosti o klicu

Ko se vzpostavi povezava med mobilno napravo in stolpom,
oziroma eno od njegovih anten, se zabelezijo podatki [3], do
katerih lahko dostopajo naceloma le operaterji. Podatki so
lahko dostopni tudi sodis¢u vendar le v primeru, da ima do-
volj velik razlog za pridobitev sodnega naloga. Ti podatki so
lahko pomembni za sodne preiskave saj nosijo veliko infor-
macij, ki lahko sluzijo kot sredstvo za dokazovanje oziroma
izpodbijanje preostalih dokaznih gradiv v preiskavi.

CDR podatki med drugim vsebujejo pomembne informacije
kot so:

e Telefonska stevilka s katere je bila opravljena storitev
(klic, sporocilo,..)

e Telefonska stevilka, ki je bila prejemnik te storitve
(klic, sporocilo,..)

e Kdaj se je klic zacel (datum in cas)
e Trajanje klica

e Kje se je klic povezal in kje prekinil (ob morebitnem
premikanju osebe med klicem)

e Tip storitve, ki je bil opravljena (klic, sprocilo,..)

e Kateri stolp in katera antena na njem je bila upora-
bljena

Kakor je razvidno iz zgoraj navedenih podatkov je koli¢ina
uporabnih informacij, ki jih lahko pridobimo iz CDR velika.
Kot bomo videli v nadaljevanju, bodo podatki o anteni na
katero je bil klic vezan klju¢nega pomena za sodno preiskavo.

1.2.1 Problemi CDR podatkov

Problem pri interpretaciji teh podatkov je velikost obmo-
ja izvora, saj je ta ponavadi precej velik. Ce kot primer
vzamemo 160 stopinj (Se 20 stopinj prekrivanja v vsako od
sosednjih polji) in da ima stolp dosega priblizno 3 kilome-
tre, to predstavlja kar 12 kvadratnih kilometrov od koder je
klic lahko bil izveden. Vendar je tudi tako veliko obmocje se
vedno uporabno ob primerni interpretaciji in predstavitvi.

Prav tako se pojavalja problem tudi zaradi gostovanja ve-
¢ih mobilnih operaterjev na enem stolpu. To pomeni, da so
lahko podatki shranjeni v druga¢nem formatu in za razli¢na
casovna obdobja. To pa lahko zelo otezi preiskavo krimi-
nalistov, saj je zaradi tega potrebno postopati pri vsakem
operaterju drugace.

Zaradi zaprtega sveta mobilnih komunikaciji je dostop do
teh podatkov otezen in je zato tezko podati dober primer
oziroma prikaz resnicnih CDR podatkov. Na spletu obsta-
jajo razlicni urejevalniki, a tem v veliko primerih manjkajo
doloceni podatki in jih zato v tem porocilu ne bomo navajali.

1.3 Pregled podrocja

Na podro¢ju mobilnih naprav se je prav zaradi povecanega
Stevila uporabnikov zacelo pojavljati vedno vecje stevilo ka-
znivih dejanj, kjer je bila naprava na tak ali drugacen nacin
uporabljena za kaznivo dejanje. Trenutno najvecji problem



s katerim se srecujejo kriminalisti je, da pri telefonih Se ne
obstajajo definirani standardi na mnogih podro¢jih, kar ote-
Zuje zbiranje in analiziranje dokazov [2].

Kot zanimiv primer uporabe CDR podatkov so prometne
nesrece. Sodisc¢e lahko pridobi nalog za vpogled v mobilne
storitve opravljene s strani storilca nesrece z namenom, da
preverijo ali je ta med voznjo telefoniral. To je zelo hitro
razvidno, saj je potrebno preveriti le casovne podatke klica
in nesrece. Ce se ¢as ujema lahko z veliko vrjetnostjo re¢emo,
da je storilec med nesreco opravljal klic in je zato kazensko
odgovoren za nastalo nesreco.

CDR podatki so lahko uporabni tudi pri odkrivanju golju-
fij [4]. V realnem ¢asu z preverjanjem oziroma iskanjem
dolocenih sekvenc oziroma zaporedji lahko preventivno pre-
precijo morebitne goljufije. Prav tako pa se lahko uporabijo
podatki po samem dejanju, kot so goljufije ko morajo osebe
poslati sporocilo oziroma poklicati doloceno stevilko, kjer se
zaracunajo vecji zneski za opravljeno storitev. V teh prime-
rih lahko preiskovalci vidijo kam se klic veze, katero obmocje
itd.

2. POVZETEK KAZNSKEGA POSTOPKA

V povzetem ¢lanku je sodis¢e preverjalo veljavnost alibija
obtozenca, ta je trdil, da se v ¢asu kaznivega dejanja ni na-
hajal na kraju zlo¢ina. Kot smo ze povedali, je lahko podro-
¢je, ki ga lahko pokriva ena antena 12 kvadratnih kilometrov
oziroma Se veC, ¢e v okolici ni veliko zgradb, hribov ali dre-
ves. V konkretnem kazenskem postopku, je slo za urbano
okolje, kjer je po izracunih obmocje pokrito z eno od anten
na stolpu okrog 12 kvadratnih kilometrov. S takSnimi po-
goji in podatki ni mogoce to¢no dolociti lokacije iz katere je
bil opravljen klic. Obmocje, ki smo ga izracunali je mogoce
uporabiti le za zavracanje oziroma potrjevanje izjave obto-
zenca. Ce obtozeni trdi, da se je ob doloGenem ¢asu nahajal
na specificnem mestu in je takrat opravil klic, sta mozna dva
scenarija. Obtozeni lahko trdi, da je klic opravil iz lokacije,
ki se nahaja znotraj izraCunanega obmocja in zato v tem
primeru ni mogoce zanesljivo potrditi izjave, prav tako pa je
ni mogoce zavreCi. V drugem scenariju lahko obtozeni trdi,
da je klic opravil iz lokacije, ki se nahaja izven izracunanega
obmocja dosega antene. V takS$nem primeru lahko sodis¢e na
podlagi strokovnega mnenja izvedenca ovrze izjavo in alibi,
ker se navedena lokacija klica ne sklada z izra¢unanim zbra-
nimi dokazi.

V primeru iz ¢lanka je ekipa s strokovnim izvedencem or-
ganizirala teste za izracun dosega antene v kar se da po-
dobnih pogojih, kot so bili na dan dogodka. Pridobili so
enak mobilni telefon in naro¢niski paket pri istem mobilnem
operaterju. Teste so opravljali ob podobnem ¢asu, da bi ¢im-
bolj poustvarili zasedenost omrezja in druge faktorje, ki bi
lahko vplivali na rezultate. Zasedenost je pomembna saj se
ob preobremenjenosti antene, ki je vzrok prevelikega Stevila
odjemalcev, lahko klic preusmeri na drugo anteno na istem
stolpu oziroma v skrajnem primeru kar na popolnoma drug
stolp. Preiskovalci so poustvarili ¢im ve¢ faktorjev, ki so bili
prisotni na dan zlo¢ina, vendar so veter, drevesa in zasede-
nost omrezja bili lahko le delno poustvarjeni. Pogozditev se
lahko tekom preiskave, sploh ¢e ta traja veC let spremeni,
na kar preiskovalci nimajo vpliva. Zasedenost omrezja lahko
ponovimo samo priblizno, saj se Stevilo naro¢nikov lahko po-

veca ali zmanjSa. Najboljsi priblizek je opravljanje klica ob
isti uri, tako namre¢ dosezemo priblizek koli¢ini prometa, ki
se dnevno giblje po dovolj predvidljivih vzorcih.

V konkretni preiskavi je bilo opravljenih 65 klicev, na 65
razli¢nih lokacijah. CDR podatke so pridobili od mobilnega
operaterja z sodnim nalogom okrajnega sodis¢a. Ko so pri-
dobili podatke so na zemljevid mapirali lokacije petih anten
in 65 opravljenih klicev. Slika 3 prikazuje obmocje na kate-
rem so bili izvedeni klici.
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Slika 3: Na sliki vidimo podrocje raziskovanja in
oznacena mesta zanimanja za kriminaliste.

Stolp 148 s tremi in stolp 19 z dvemi antenami na katerih
so bili registrirani klici, imajo locene simbole glede na to
na kateri anteni je bil klic sprejet. Vec kot polovico testnih
klicev je bilo opravljenih na cesti na kateri je osumljenec
trdil, da se je v Casu zlocina nahajal. Preostali testni klici so

parki in druga obmoc¢ja z visoko uporabo mobilnih telefonov.

Sodisce je sodelovalo pri preiskavi ekipe s strokovnim izve-
dencem, tako da je od mobilnega operaterja pridobilo CDR
podatke o 65 testnih klicih, ki jih je izvedla preiskovalna
ekipa in o klicih opravljenih s strani osumljenca. V- Ameriki
so vsi mobilni operaterji zavezani k sodelovanju s policijo
in preiskovalnimi organi vendar le ob predlozitvi primer-
nega razloga za vdor v posameznikovo zasebnost. Za raz-
liko od navadnih uporabnikov in naroénikov, ki lahko prido-
bijo samo ¢as in prve tri Stevilke prejetih in klicanih Stevilk
lahko sodis¢e z sodnim nalogom pridobi podrobne tehni¢ne
podatke o stevilki, toéni anteni in drugih podrobnostih, kot
so to storili tudi v preiskavi iz poroéila.

Sodisce se je po posvetovanju s strokovnim izvedencem lotilo
nadaljevanja sodnega postopka. Zavedali so se omejitev iz-
sledkov pridobljenih s testnimi klici, a so tudi s temi podatki
pridobili moé¢nejso sodno podlago za obravnavo. Obtozeni je
trdil, da se je na veCer umora nahajal na 6 razlicnih lokaci-
jah. Trditev je bila, da je opravil klic v jugozahodnem delu
mesta vendar so podatki strokovne preiskave pokazali dru-
gace. Zaradi opisanih tehni¢nih razlogov, je sodis¢e uspesno
izpodbilo osumljencevo izjavo. Alibi osumljenca se ni ob-
drzal, saj je preiskava pokazala, da klic zaradi postavitve
anten ni mogel izvirati iz jugozahodnega dela mesta. Sodi-



§Ce je uspelo dokazati krivdo za umor. V tem primeru so
bili podatki strokovne preiskave uspesni na sodiScu, ker se
jih je dalo predstaviti tako, da so ovrgli osumljencev alibi.
V primeru potrebe po natané¢ni lokaciji izvedenga klica, ta-
ksen nacin sledenja ne bi bil uspesen. Z taksno strokovno
analizo lahko pridobimo uporabne podatke za sodni pregon,
uspesnost in uporaba pa je odvisna od konteksta uporabe in
njegove predstavitve.

3. ZAKLJUCEK

Analiza postavitve mobilnih telefonskih anten lahko znatno
pomaga pri pridobivanju podatkov za sodni pregon. Upo-
raba teh dokazov je odvisna od konteksta in nacina pre-
iskave. Ne omogoca to¢nega doloc¢anja lokacije, omogoca
pa zavrnitev lokacij, ki zaradi postavitve anten niso mozne.
Uporaba teh ugotovitev v sodisc¢ih je odvisna od primera do
primera in ni vedno prava izbira. V primerih, kjer se lahko
uporabi pa je v veliko pomo¢ sodis¢u.
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POVZETEK

Pametne mobilne naprave so postale pravi superracunalniki.
Te nam pomagajo pri vsakodnevnih opravilih ter pri tem
belezijo ogromne koli¢ine podatkov, ki lahko postanejo ve-
lik vzvod v primeru, da pristanejo v napacnih rokah. Cilj
clanka je bralcu pokazati kako enostavno najdemo nekatere
pomembne podatke in ga s tem prepricati kako pomembno
je imeti ustrezno zavarovano mobilno napravo. Osredoto-
¢imo se na naprave, ki poganjajo operacijski sistem Android.
Slednjega na kratko tudi opiSemo. Srednji del ¢lanka je po-
svecen povzetku Android Forensics: Simplifying Cell
Phone Examinations ter predstavitvi njihovih metod pre-
iskovanja in analize. Na koncu opiSemo tudi metode in rezul-
tate nasega poskusa preiskovanja in analize naprave Nexus
4. Najdeni podatki so nas nedvomno presenetili.

KLJUCNE BESEDE

Digitalna forenzika, Android, mobilne naprave

1. UVOD

Stevilo pametnih mobilnih naprav se iz dneva v dan pove-
¢uje. Naprave postajajo vedno bolj zmogljive ter vsak dan
obdelajo na milijone podatkov ter belezijo vsako ¢lovesko
interakcijo. Prav zaradi slednje lastnosti so pri forenzi¢nih
preiskavah celo bolj priljubljene od osebnih ra¢unalnikov.
Vecina mobilnih naprav vsebuje ve¢ informacij glede na pre-
iskan bajt, kot katera koli druga naprava [6]. Ze podatek,
kot je sporoc¢ilo SMS/MMS, zgodovina klicev ali zgodovina
obiskanih spletnih strani, lahko spremeni potek same prei-
skave. Americ¢ani so vedno bolj povezani v svet digitalnih in-
formacij. Po zadnjih raziskavah si jih kar 77% lasti pameten
mobilni telefon [4]. Njihove naprave vec¢inoma poganja ope-
racijski sistem Android, katerega trzni delez je po pravilnih
napovedih avtorjev ¢lanka Android Forensics: Simpli-
fying Cell Phone Examinations narasel na skoraj 76%
in tako prehitel iOS ter Blackberry [7, 6]. V delu smo povzeli
metode prej omenjenega ¢lanka, ki se nanaSajo na pridobi-
vanje in analizo podatkov na mobilnih napravah Android.

Zan Ozbot
Fakulteta za raGunalnistvo in informatiko
63140183 o
zo4120@student.uni-lj.si

Pri tem smo se posluzili stevilnih orodij, ki so nam delo pre-
cej poenostavila. Na koncu smo celotno napravo analizirali
tudi fizi¢no ter odkrili, da Android le ni tako varen kot si to
misli navaden uporabnik.

2. SPLOSNO O ANDROIDU

Namen ¢lanka je bralcu kar se da razumljivo predstaviti na-
daljnja pogljavja, ki obsegajo pridobitev in analizo podat-
kov. Da bi uresnicili podan namen, smo sprva na kratko
preleteli zgodovino, arhitekturo in v nadaljevanju predsta-
vili nekatere lastnosti operacijskega sistema Android.

2.1 ZGODOVINA

Android je bil sprva misljen kot operacijski sistem, ki bi tekel
na digitalnih kamerah, vendar so razvijalci kaj kmalu ugoto-
vili, da targetirajo premajhen trg. S tem so se takrat posta-
vili na rob velikanom kot sta Symbian in Microsoft Windows
Mobile [9]. Jedro operacijskega sistema je odprtokodno in
je bilo prvotno razvito znotraj podjetja Android Inc., ki ga
je v letu 2005 prevzelo podjetje Google.

Prva produkcijska razlicica Androida je bila nalozena na te-
lefon HTC Dream. Od leta 2008 naprej pa imajo v Googlu
navado vsako novo razlicico poimenovati po sladici, saj me-
nijo, da nam te naprave delajo zivljenje slajse [9]. Tako so
najstarejSe verzije poimenovane Cupcake, Donut, Eclair in
Froyo. Leta 2007 so se velikani kot so Google, HTC, Mo-
torola, Samsung in drugi zdruzili v konzorcij Open Handset
Alliance z namenom razviti prvo celovito resitev za mobilne
naprave [9].

2.2 ARHITEKTURA

Android je odprtokodna programska oprema, ki temelji na
Linuxu, narejena z namenom podpreti §iroko paleto naprav [5].
Slika 1 prikazuje vse ve¢je komponente znotraj platforme
Android. Kot je razvidno iz slike, Android sestavljajo jedro
Linux, abstrakcijski sloj strojne opreme, Android Runtime,
izvorne C/C++ knjiznice, okvir Java API ter nabor sistem-
skih aplikacij.

Uporaba jedra Linux omogoca operacijskemu sistemu An-
droid izkoris¢anje varnostne funkcionalnosti in omogocanje
razvijalcem strojne opreme lazjo izdelavo gonilnikov [5]. Ab-
strakcijski sloj strojne opreme ponuja standardni vmesnik,
ki izpostavi strojne zmogljivosti visokonivojskemu okvirju
Java API.

Predhodnik Android Runtime je Dalvik (pred Andorid ver-



zijo 5.0) [5], ki je ze takrat omogocal ve¢ aplikacijam hkratno
delovanje, tako, da je vsaka aplikacija tekla v svojem lastnem
lo¢enem virtualnem stroju [6].

Mnoge sistemske komponente so napisane v izvorni kodi
C/C++. Nekatere od teh komponent so tudi izpostavljene
preko okvirja Java APIL.

System Apps

Dialer Calendar Camera

Java API Framework

Managers
Content Providers

Activity Location Package Notification

View System Resource Telephony Window

Native C/C++ Libraries

Webkit OpenMAX AL

Android Runtime (ART)

Media Framework OpenGL ES Core Libraries

Hardware Abstraction Layer (HAL)

Bluetooth Camera Sensors

Linux Kernel
Drivers
Binder (IPC) Display

Bluetooth Camera

Shared Memory

Power Management

Slika 1: Arhitektura operacijskega sistema Android.

2.3 LASTNOSTI

Eden izmed najvecjih virov podatkov so podatkovne baze
SQLite [6], ki jih dandanes za shranjevanje podatkov upo-
rablja velika ve¢ina aplikacij. Najdemo jih v lahko ali v
notranjem pomnilniku naprave ali na kartici microSD.

Podprte razlicice datote¢nih sistemov se lahko razlikujejo z
vsako napravo Android. Najpogostejsi pa so naslednji (i) ex-
FAT (ii) F2FS (iii) JFFS2 in (iv) YAFFS2. Poleg pomnilni-
skih (angl. flash) datotecnih sistemov, Android podpira tudi
(i) EXT2/EXT3/EXT4 (ii) MSDOS ter (iii) VFAT, ki jih
ponavadi najdemo na medijih, kot npr. kartica microSD [1].

Varnostni mehanizmi aplikacij sistema Android temeljijo na
dovoljenjih (angl. permissions). Zaradi narave virtualnih
strojev, znotraj katerih aplikacije tecejo, aplikacije ne morejo
dostopati do podatkov drugih aplikacij, razen v primeru, da

eksplicitno dobijo dovoljenje za to pocetje [6].

3. ’ROOTANJE’ NAPRAVE IN IZDELAVA
SLIKE

Metode pridobivanja dostopa do korenskega imenika ("ro-
otanja”) se med napravami in verzijami Androida razliku-
jejo [8]. Izvorni ¢lanek [6] opisuje primer rootanja naprave
Sprint HTC Hero na verziji Androida 1.5 s pomocjo orodja
AsRoot2. Avtorji se zgledujejo po postopku, opisanem na
forumu XDA Developers (https://forum.xda-developers.
com/), kjer lahko najdemo tudi opise za druge naprave in
verzije.

Napravi moramo sprva zamenjati SD kartico z novo, saj pro-
ces spreminja vsebino kartice ter s tem uni¢i morebitne do-
kaze. Naslednji korak je namestitev orodja Android SDK
(Android Software Development Kit) na racunalnik, s kate-
rim se zelimo povezati z napravo. Orodje vsebuje vse po-
trebne gonilnike, ki jih potrebujemo za povezavo mobilne
naprave z racunalnikom (preko mosticka ADB). Po priklopu
naprave se v lupini pomaknemo v mapo AndroidSDK/tools
in pozenemo sledeci ukaz:

$ adb devices

Ukaz nam izpiSe priklopljene naprave in njihove serijske ste-
vilke.

Zatem lahko pricnemo s procesom rootanja. Prenesemo
arhiv programa AsRoot2 in v lupini poZenemo naslednje
ukaze:

adb push asroot2 /data/local/

adb shell chmod 0755 /data/local/asroot2
adb shell

/data/local/asroot2 /system/bin/sh
mount -o remount,rw -t yaffs2

— /dev/block/mtdblock3 /system

$ cd /system/bin

$ cat sh > su

$ chmod 4755 su

#H L P H B

Ce nismo naleteli na nobeno napako, bi morali imeti pra-
vice za dostop do korenskih direktorijev in s tem moznost
izdelave slike podatkov.

3.1 IZDELAVA SLIKE PODATKOV

Datoteéni sistem na napravah Android je porazdeljen po
mapi /dev. Posamezne datoteke se med napravami razli-
kujejo. Poimenovanje in opis datotek na opisani napravi je
sledec:

e mtdoO je zadolzena za razna opravila
e mtdl vsebuje obnovitveno sliko
e mtd2 vsebuje zagonsko particijo

e mtd3 vsebuje sistemske datoteke



e mtd4 vsebuje predpomnilnik

e mtd5 vsebuje uporabniske podatke

Kljub temu, da lahko katerakoli od zgoraj omenjenih dato-
tek vsebuje podatke, pomembne za forenzi¢no raziskavo, se
bomo v nadaljevanju posvetili podatkom iz mtd3 in mtd5.

Za kopiranje slike podatkov na SD kartico, moramo sprva
odpreti lupino adb in nato pognati naslednji ukaz:

dd if=/dev/mtd/mtd0 of=/sdcard/mtd0.dd bs=1024

Ukaz pozenemo za vseh Sest datotek in s tem na SD kar-
tici ustvarimo slike, ki zajemajo celoten pomnilnik. Pri
tem je priporocljiva uporaba blokatorja pisanja (angl. write-
blocker).

4. PREISKAVA SLIK POMNILNIKA

Pri pregledu datotek so si avtorji ¢lanka pomagali z orodjem
Access Data’s Forensic Tool Kit (FTK) v1.81. Za to orodje
so se odloéili, ker omogoé¢a dobro obrezovanje (angl. carving)
in iskanje po datotekah.

Orodje FTK je bilo nastavljeno tako, da je omogocalo polno
indeksiranje in obrezovanje podatkov nad vsemi Sestimi sli-
kami. Ker je bila naprava predhodno vsakodnevno upora-
bljena kaksna dva meseca, je bilo rezultatov kar veliko. Naj-
denih je bilo 207 dokumentov tipa PDF in HTML in 12.709
slikovnih datotek tipa BMP, GIF, JPEG in PNG.

4.1 NAJDENI DOKUMENTI

Vecina najdenih dokumentov je bila za forenzi¢no raziskavo
nezanimivih, saj so HTML dokumenti v veéini vsebovali re-
klamni material. Najden pa je bil koristen dokument tipa
PDF, ki je bil zal zelo fragmentiran. Kljub temu, da doku-
menta ni bilo mogoce odpreti s programom Acrobat Reader,
je FTK prikazal del njegove vsebine. Dokument je vseboval
sporocila, imenik, zgodovino brskanja, podatke iz Facebo-
oka, obiskane YouTube posnetke in glasbo.

4.2 NAJDENO SLIKOVNO GRADIVO

Prav tako, kot pri dokumentih, je tudi vecina slikovnih da-
totek forenzi¢no nepomembnih. Slika mtd3.dd je vsebovala
slikovne datoteke aplikacij, kot so igre, vreme, tipkovnica,
in veliko stevilo ikon. Slika mtd4.dd pa je v vecini vsebovala
predpomnjene datoteke. Najdenih je bilo 30 slik iz upo-
rabnikovega rac¢una Gmail. Bile so zelo fragmentirane in
zato le nekatere uporabne. Veé¢ina zanimivih datotek je bilo
najdena na sliki mtd5.dd, ki je vsebovala uporabniske po-
datke. Najdenih je bilo kar nekaj slik, zajetih z vgrajenim
fotoaparatom ter slik prenesenih iz spleta in aplikacij, kot
so Facebook, YouTube, Pandora ter SprintTV. Prav tako je
bilo najdenih nekaj slik iz sporo¢il MMS in ikon.

4.3 ROCNO ISKANJE

Ker je orodje FTK naslo zelo veliko koli¢ino podatkov, so
jih avtorji ¢lanka filtrirali z iskalnimi nizi. Primer takega
niza je uporabnikov e-postni naslov, s katerim so prisli do
1628 zadetkov. Zadetki, pridobljeni iz spletnega e-postnega

odjemalca, so vsebovali veliko tujih e-postnih naslovov in
vsebine poste. S pomocjo drugih iskalnih nizov je bilo naj-
denih tudi nekaj URL naslovov spletnih strani in gesel, ki
jih je uporabnik na teh straneh uporabljal. Gesla niso bila
Sifrirana, kar je za forenzi¢no preiskavo zelo koristno.

S. PREISKAVA Z ORODJI ADB IN CELLE-

BRITE

S pomocjo orodja FTK je bilo pridobljenih veliko koristnih
podatkov, vendar je bila ve¢ina moc¢no fragmentiranih in
neberljivih. Zato je pomemben tudi pregled datotecnega
sistema naprave s pomocjo orodja adb.

Vecino raziskave je bilo izvedene v mapi /data/data, ki je
vsebovala 154 podmap s podatkovnimi bazami. Posamezne
podatkovne baze so bile prenesene na SD kartico z ukazom:

dd if=/data/data/subdir/databases/file.db
— of=/sdcard/file.db

Veliko od pregledanih podatkovnih baz je vsebovalo zani-
mive podatke. Baza aplikacije Peep (HTCjeva aplikacija za
Twitter), ki se je nahajala na naslovu /data/data/com.htc.
htctwitter/databases/htcchrip.db, je vsebovala podatke
o uporabniskemu rac¢unu, Sifrirano geslo in seznam oseb, ki
jim uporabnik sledi. Najdenih je bilo tudi 1460 sporocil,
ki je vsebovalo podatke o posiljatelju in polje, ki je podalo
informacijo, ¢e je sporocilo zasebno ali javen "tvit”.

Naslednja zanimiva podatkovna baza se je nahajala na na-
slovu /data/data/com.android.browser/databases/brow-
ser.db in vsebovala podatke Androidovega brskalnika. Po-
datki so bili sestavljeni iz uporabniskih imen, URL naslo-
vov obiskanih strani, neSifriranih gesel in zgodovine brskanja
(slika 2).

237 237 where the wild partie], 1259461432984
238 238 pulp fiction soundtra 1259465046279
239 239 ball and chain lyrics 1289469379237
240 240 sublime scarlet bega] 1259469830406
241 241| party hard lyrics 1209472218623

Slika 2 ‘Zlgodovinsli brsk.anja.

Pridobljena je bila tudi zadnja zabelezena lokacija in sicer v
datoteki /data/data/com.android.browser/gears/geoloc—
ation.db.

Iz podatkovne baze Google maps (/data/data/com.google.
android.apps.maps/databases/search_history.db so bili
pridobljeni nizi iskanja lokacij, ki jih je vnesel uporabnik
(slika 3).



Browse Data Execute SOL

Table:

_id datal

suggestions

singleR esult
1 9 camp heartland ny

2 10 west milford

3 11 loc: north st at lafour

4 1223 hazen drive

5 13 44.477128,-73.1986

Slika 3: Lokacije, ki jih je uporabnik vnsesel v Google maps.

Zelo pomembna podatkovna baza je bile najdena v mapi
/data/data/com.android.providers.telephony/databas-
es/. Baza mmssms.db je vsebovala sporoc¢ila SMS in MMS
ter njihove posiljatelje ter prejemnike.

Najdenih je bilo tudi nekaj zbrisanih sporocil ter zvocnih
sporocil tipa AMR (Adaptive Multi-Rate), ki so se nahajali
v mapi /data/data/com.coremobility.app.vnotes/files.

V mapi Sprintove navigacijske aplikacije Telenav (/data/
data/com.telenav.app.android.sprint/files) se je naha-
jalo kar nekaj datotek, povezanih z lokacijskimi podatki,
od katerih je bila najbolj koristna ANDROID_TN55_recent_
stops.dat. Vsebovala je podatke zadnjih lokacij, ki jih je
obiskal uporabnik.

Podatki o e-posti so bili najdeni v mapi aplikacije Gmail
(/data/data/com.google.android.providers.gmail/dat-
abases). V mapi je bila najdena podatkovna baza, ki je vse-
bovala podatke o posiljatelju in prejemniku ter telo (slika 4)
in zadevo poste.

Hi all
Ok, here's the diill on the posters.

| have re-attached samples of poster papers. You don't need thiz exact
format; thesze are suggestions.

Ag far as size - we will provide posters that are 20"«30" or 30"x40".

Slika 4: Primer vsebine najdene e-poste.

Zadnja od najdenih podatkovnih baz je baza contacts.db,
ki se je nahajala v mapi /data/data/com.android.providers.
contacts/databases/. Vsebovala je zgodovino klicev, ki je
bila sestavljena iz telefonskih Stevilk, datumov in dolzine
klica. Prav tako so bile v bazi najdene informacije o kon-
taktih in Stevilo klicev, ki jih je uporabnik z njimi opravil.

5.1 ANALIZA Z ORODJEM CELLEBRITE

Pri analizi telefona je bila uporabljena tudi forenzi¢na na-

prava CelleBrite Universal Forensic Extraction Device (UFED).

Naprava UFED je namenjena avtomatskemu pridobivanju
podatkov iz mobilnih telefonov, kot so naslovi, slike, kon-
takti, glasba, videi, sporocila, zgodovina klicev in indentifi-
kacijski podatki. S telefonom komunicira preko omogocenje

podatkovnega kabla, infrardece povezave (IR) ali Bluetooth
povezave (BT). Podatke iz kartice SIM lahko pridobi preko
povezave ali s fizicnim priklopom le-te. UFED ima prav
tako vgrajen blokator pisanja, s katerim prepre¢i morebitno
unicenje podatkov.

Ce zelimo telefon HT'C Hero povezati z UFED, moramo na
telefonu sprva vklopiti USB razhroscevanje (angl. USB de-
bugging). UFED vodi forenzika skozi korake, ki so potrebni
za zajem podatkov. Koné¢ne rezultate nato naprava izvozi
na USB klju¢ v obliki dokumenta HTML.

Porocilo, ki ga izdela naprava UFED, se za¢ne z osnovnimi
informacijami mobilne naprave, kot so ime modela, pro-
gramske opreme, identifikator MEID in datum zbiranja po-
datkov. Temu pa sledijo drugi podatki, kot so:

e sporocila SMS (najdenih 1070)
e kontakti (najdenih 56)

e vhodni klici (najdenih 107)

e izhodni klici (najdenih 192)

e zgreseni klici (najdenih 49)

e fotografije (najdenih 69)

e video posnetki (najden 1)

Naprava je nasla vse izmed podatkov, ki so jih avtorji ¢lanka
nasli ro¢no.

|
[File Name: IMAGO028 jpg
[File Size: 879981 B;
¢ [File Date/Time: 102009 23:48:50
135F47990F3FFA9
2 29C90A 0995C7C 777F625
Fmocm $515BEB 6DFOOES 03EAID4 9ADSIFA

esofution: 72x72 (unit inch)
el Resolution: 2560x1712
“amera Make: HTC

amera Model HERO200

ate Time: 2009:1020 23-48:49

e Name. maseives 2 s [Resolution: 72x72 (unit inch)
[Pixel Resolution: 1280x960
Camera Make: LG Electrorics Inc
(Camera Model LG-VX8560
[Date Time: 0000:00:00 00:00:00

.
9
g

4
R

F7553B3 OFAGBCB EA70CSS
[IFEEFSC B9AS02C AS6FOAF 11F9A2B E42E416

Slika 5: Primer slik in pripadajo¢ih EXIF podatkov, najde-
nih z orodjem UFED.

6. POVZETEK REZULTATOV

Prikazani pristopi ne zajemajo vseh potrebnih postopkov,
ki jih je potrebno izvesti pri forenzi¢ni raziskavi mobilne na-
prave, je pa z njimi mogoc¢e pridobiti kar nekaj zanimivih
podatkov. V naslednjem razdelku so napisane prednosti in
slabosti posameznega pristopa:

e Analiza z orodjem FTK

— Prednosti: Najdena izbrisana sporoécila in kon-
takti, ki jih druge metode niso pridobile. Najdena
gesla.

— Slabosti: Zahteva dostop do korenskega imenika,
rezultati so bili mo¢no fragmentirani.

e Preiskava z orodjem adb



— Prednosti: Najdeni prakti¢no vsi podatki, ki so
pomembni za forenzi¢no raziskavo, kot so zgodo-
vina klicev in brskanja, fotografije, sporocila, e-
posta, podatki GPS, zvo¢na sporocila ter gesla.

— Slabosti: Zahteva dostop do korenskega imenika
in ne najde vseh izbrisanih sporocil, kontakov ter
zgodovine klicov.

e Analiza z orodjem CelleBrite

— Prednosti: Zelo preprosta metoda, ki najde spo-
rocila, zgodovino klicov, fotografije, videe in kon-
takte.

— Slabosti: Ne najde e-poste in zgodovine brska-
nja.

Izkazalo se je, da je izmed metod najbolj koristna preiskava
z orodjem adb, s katero iz Stevilnih podatkovnih baz lahko
pridobimo pomembne informacije. Pri raziskavi je seveda
kljucen tudi zajem slike pomnilnika, saj brez tega ne mo-
ramo najti izbrisanih datotek.

7. PREISKAVA NOVEJSE NAPRAVE

Eden izmed vodilnih pametnih telefonov, Sprint HT'C Hero,
ki sta ga avtorja uporabila v njuni preiskavi, se danes smatra
kot zastarela naprava. Kljub svoji starosti, Se vedno vsebuje
girok nabor podatkov, ki jih lahko pridobimo pri forenziéni
preiskavi. Tudi v tem ¢lanku smo se poskusili ¢im bolje dr-
zati postopka opisanega v zgornjih poglavjih. Uporabili smo
Nexus 4, na katerem je nalozen operacijski sistem Cyanoge-
nMod. Slednji temelji na operacijskem sistemu Android,
verzija 6.0 - Marshmallow. Pametni telefon je kot nalas¢ za
forenzi¢no preiskavo, saj ima poskodovan zaslon do te mere,
da ga ni mo¢ uporabljati. Naprava je ze imela vse potrebno
za zaletek izvajanja preiskovanja podatkov. 'Rootatajne’ in
omogocenje USB razhroscevanja ni bilo potrebno, saj je to
delo opravil uporabnik sam v postopku nalaganja operacij-
skega sistema CyanogenMod.

Slika 6: Simboli¢na slika naprave Nexus 4.

7.1 1ZDELAVA SLIKE PODATKOV

Naprava ne vsebuje reze za spominsko kartico microSD, zato
smo morali slike tock interesa sprva shraniti na notranji po-
mnilnik in nato z ukazom adb pull prenesti na ra¢unalnik.

S tem pocetjem smo lahko pokvarili kaksen izbrisan poda-
tek, vendar je bil to edini nacin, da smo lahko pridobili slike
tock interesa. Preiskali smo mape, vidne na seznamu 1, za
katere menimo, da vsebujejo najve¢ podatkov, ki bi lahko
bili pomembni pri forenzi¢ni preiskavi.

e /cache vsebuje predpomnilnik
e /system vsebuje sistemske datoteke
e /data vsebuje uporabniske podatke

e /storage/emulated vsebuje podatke glavnega pomnil-
nika naprave

e /proc vsebuje informacije o tekoc¢ih procesih

Seznam 1: Tocke interesa

Preiskali in analizirali smo vse tocke interesa razen mape
/proc, saj je bila naprave do tocke preiskave ugasnjena.

7.2 ANALIZA SLIK Z AUTOPSY

Vse slike smo analizirali s programskim orodjem Autopsy’.
Autopsy je digitalna forenzi¢na platforma ter graficni vme-
snik za The Sleuth Kit in druga orodja [2]. The Sleuth Kit?
je knjiznica in zbirka orodij, ki omogocajo analizo podatkov-
nih medijev [3].

Sprva smo se lotili analizirati sliko, ki vsebuje podatke pred-
pomnilnika, t.j. /cache. Odrili smo le eno datoteko, ki je
vsebovala uporabniska imena in gesla omrezij WIFI. Vseb-
nost datoteke s prekritimi gesli je prikazana na sliki 7.

Data

WIFI

network={
ssid="Blazej"
psk="
key_mgmt=HPA-PSK
priority=6

network={
ss5id="DM2010"
psk="|
key_mgmt=HPA-PSK
priority=4

network={
ssid="eduroam”
key_mgmt=WPA-EAP IEEE8021X
eap=PEAP
identity="ab4468@student.uni-13.5i"
password=] g
priority=3
proactive_key caching=1

network={|
ssid="Makar"
osk=" I
key_mgmt=HPA-PSK
priority=5

network={
ssid="Nusdorfer”
psk=" 3
key_mgmt=HPA-PSK
priority=7

Slika 7: Uporabniska imena in gesla za omrezja WIFI.

Na sistemski sliki, t.j. /system, nismo nasli nicesar kar bi
lahko povezali z uporabnikom. Tu prebivajo samo sistemske
aplikacije, razlicne pisave in ostale sistemske datoteke.

"https://www.sleuthkit.org/autopsy/
2https://www.sleuthkit.org/sleuthkit/



Sliki /data in /storage/emulated vsebujeta najve¢ podat-
kov, ki smo jih uspeli povezati z uporabnikom. Zaradi koli-
¢ine odkritega smo naslednji dve podpoglavji posvetili pred-
stavitvi teh rezultatov.

7.3 AUTOPSY IN /DATA

V mapi /data smo nasli veliko zanimivih uporabniskih po-
datkov, ki so bili ve¢inoma shranjeni v obliki podatkovnih
baz. Pri iskanju smo si pomagali z ukazom, ki izpiSe vse
podatkovne baze SQLite:

find /data/data -name "*.db"

Sprva smo se pomaknili v mapo /data/data in pregledali
podatkovno bazo /data/data/0/com.android.providers.
telephony/databases/mmssms.db. Baza je vsebovala infor-
macije o sporocilih SMS in MMS, kot so njihova vsebina,
posiljatelj, prejemnik, ¢as in druge metapodatke (slika 8).
Pri pregledu SMSov smo nasli tudi lokacije, kamor se shra-
njujejo fotografije (slika 9), poslane s sporocili MMS (/data/
user/0/com.android.providers.telephony/app_parts/).

“eply_path_present subject body service_center
Filter Filter Filter

0 Dobro, sej ni panike.. Povej se veroniki :) +38640441...
0 Aja lahko ti dam pol kes :) +38640441...
0 Sej gres ti kupit ne? K sm malo tecna inje to prevel... +38640441...
0 Ce boste naslednjo subvencijo izkoristili v katerikoli... | +38640441...
0 Aja kej gremo ob 14.30 u petek? Kej ves ce bosta ... = +38640441...

Ja ob 14:30 bo uredu in mislim da sta rekli obe da ...

0 Okej kul kul :)) bom jima napisala sms +38640441...
ok:)
0 0d zdej naprej ti bi mogla kartica delat ;) +38640441...

O ful hvala k si zrihtu :)
Jst bom cez par min tam tko da ce ces lahko pride...
0 0j, kako kej? :) kako si ti nameraval za danes potem? | +38640441...

0j sori jst bom poznTe poklicem pole

0 0j mi bomo pri kongresnem +38640441...

0 Te pa lahko noc in dobro spi +38640441...
Lahko noc :)

0 Ou pole prides? +38640441...

0 Uzivej pr Tadeju ;) +38640441...

Slika 8: Del podatkovne baze, ki hrani podatke o sporocilih
SMS in MMS.

<image000000>  image000000.jpg r/0/ droid.providers.
<text.000001>  text.000001.txt

<smil> smil.xmi

<image000000>  image000000.jpg r/0/ droid.providers.

<smil> smil.xmi

<image000000>  iMage000000.jpg r/0/ droid.providers.
<text.000001>  text.000001.txt

<i0000010.5mil>

<i0000011.jpg>  i0000011.jpg r/0/ droid.providers.

<el2.txt> el2.txt

<smil> smil.xmi

<image000000>  image000000.jpg r/0/ droid.providers.
<text.000001>  text.000001.txt

<i0000010.5mil>

<IMG_3649.png>  IMG_3649.png r/0/ droid.providers. p...
<smil.smil>

<text_0.txt> text_0.txt

<20151128_1... 20151128_13... r/0/ droid.providers. p...
<smil> smil.xml

<image000000>  image000000.jpg r/0/ droid.providers.

<text.000001>  text.000001.txt

<smil> smil.xml

Slika 9: Lokacije in imenena slik, poslanih s sporocili MMS.

Nato smo pregledali bazo mailstore.aljaz.blazej@gmail.
com.db, ki se je nahajala v mapi /data/data/com.google.
android.gm/databases/. Vsebovala je informacije o posla-
nih in prejetih e-postah, lokacije, kjer se nahajajo priloge
in celotne vsebine post. Ker je bil to uporabnikov primarni
e-postni naslov, je bilo vsebine veliko.

Naslednja podatkovna baza, ki smo jo pregledali, se je na-
hajala na naslovu /data/data/com.dropbox.android/app_
DropboxSyncCache/hizqkiq3952astb/91130259-notifica-
tions/cache.db. Vsebovala je obvestila, ki jih je oseba pre-
jela v aplikaciji Dropbox. S tem smo pridobili informacije o
podatkih, ki jih je oseba delila z ostalimi.

Zatem smo pregledali podatkovno bazo /data/data/com.
android.providers.contacts/databases/contacts2.db.
Vsebovala je podatke o vseh kontaktih, zgodovino klicev in
za nekatere kontakte tudi sliko profila.

Nasli smo tudi Sifrirane javne in zasebne kljuce, ki so se
nahajali v datoteki /data/data/com.google.android.gms/
databases/keys.db.

Lastnik naprave je uporabljal tudi aplikacijo Google Keep,
kamor je med drugim zapisal tudi WIFI geslo. Baza apli-
kacije se je nahajala v /data/data/com.google.android.
keep/databases/keep.db.

V podatkovni bazi aplikacije Skype (/data/data/com.skype.
raider/files/aljaz.blazej/main.db) smo nasli zadnjih ne-
kaj sporocil, ki jih je uporabnik izmenjal s svojimi kontakti.

Veliko koristnih podatkov smo nasli tudi v mapi brskal-
nika Google Chrome, ki se je nahajala na naslovu /data/
data/com.android.chrome/app_chrome/. Spodnji seznam
nasteje forenzi¢no zanimive datoteke in kaj je bilo v njih
najdeno:

1. Web Data

e zaznamki
e uporabnikov naslov prebivalis¢a

e zadnje prebrane novice
2. SyncData.sqlite3

e uporabnikov dan rojstva
3. Cookies

e piskotki
4. History

e zgodovina obiskanih spletnih strani

e zgodovina kljuénih besed, vnesenik v brskalnik
5. Login Data

e vsa uporabniSka imena in neSifrirana gesla, ki jih
je uporabnik shranil

6. Network Action Predictor

e dopolnjevanje teksta



7.4 AUTOPSY IN /STORAGE/EMULATED

V naslednjem koraku smo pregledali uporabniske podatke,
ki se nahajajo v mapi sdcard. Kljub zavajajotemu imenu
mape, se podatki nahajajo na notranjem pomnilniku in ne
na SD kartici (Nexus 4 nima moznosti razsiritve pomnilnika
z SD kartico). Ti podatki so dostopni tudi brez pravic do
korenskega imenika.

Sprva smo pregledali mapo DCIM, kjer je naprava shranjevala
fotografije, ki so bile zajete z vgrajenim senzorjem. Nasli
smo fotografije in njihove EXIF podatke, ki so med drugim
vsebovali GPS koordinate, kjer je bila fotografija zajeta.

Nato smo se pomaknili v mapo bluetooth, kjer se shranju-
jejo datoteke, ki bo bile izmenjane preko Bluetooth pove-
zave. V mapi smo nasli dokumente, ki so vsebovali srednje-
Solsko gradivo.

Pregledali smo tudi mapo CamScanner, kjer smo nasli foto-
grafije zapiskov, zajete s pomocjo aplikacije CamScanner.

Zatem smo pogledali vsebino mape Pictures, kjer smo nasli
slicice (angl. thumbnail). Sli¢ic je bilo bistveno ve¢ kot
fotografij, najdenih v mapi DCIM, saj so nekatere pripadale
Ze izbrisanim slikam.

Nato smo pregledali mapo aplikacije Snapchat (Snapchat),
kjer smo nasli shranjene fotografije, zajete z omenjeno apli-
kacijo (memories).

Med drugim smo pridobili tudi uporabnikovo glasbo (v mapi
Music), Miniclip ID in zaslonske maske (angl. screenshot).

8. ZAKLJUCEK

V ¢lanku smo zajeli in predstavili bralcu kako pravilno za-
jeti, preiskati in analizirati mobilno napravo, ki poganja ope-
racijski sistem Android. Ugotovili smo, da na Android ver-
ziji 6.0 (Marshmallow) najve¢ podatkov povezanih z uporab-
nikov vsebujejo mape (i) /data, ki vsebuje uporabniske po-
datke (ii) /storage/emulated, ki vsebuje podatke glavnega
pomnilnika naprave in (iii) cache, ki vsebuje predpomnilnik.

Med preiskovanjem in analizo smo se naucili veliko novih ve-
§¢in in uporabili moderna orodja za preiskovanje slik kot sta
Autopsy in FTK Imager. Orodji zelo pohitrita samo prei-
skovanje ter imata opcijo samodejnega generiranja porocil.

Nad rezultati smo bili zelo preseneceni, saj nismo pricako-
vali tako velikega Stevila podatkov, ki smo jih lahko povezali
s samim uporabnikov, kot npr. gesla v golem besedilu. Po
koncanem pisanju pa smo poskrbeli za varnost nasih pame-
tnih naprav.
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POVZETEK

Zaradi sirokega spektra storitev, ki jih mobilni telefoni po-
nujajo, postajajo vedno bolj pomembno orodje vsakdanjega
zivljenja ljudi. Zato bi lahko delovali kot temeljne price ali
preprosto kot vir informacij pri podpiranju preiskav Stevil-
nih kaznivih dejanj, ki niso omejena le na digitalni kriminal.
Trenutna forenzi¢na pridobitev in analiza naprav temelji na
orodjih za izvajanje daljinskega upravljanja, pri katerih se
uporablja forenzi¢no delovno postajo za zaseg z vstavljanjem
kode v mobilno napravo. Iz tega sledi, da je karakterizacija
spostovanja integritete Se vedno tezavna in potrebuje po-
globljeno raziskavo. Avtorji ¢lanka [5] so predstavili nov
pristop za oceno spostovanja integritete v zvezi z orodji za
pridobivanje informacij. Rezultati poskusov kazejo primer-
nost predlagane strategije.

Kljucne besede
mobilna forenzika, spoStovanje integritete, ocena korupcije

1. UVOD

Mobilni telefoni trenutno predstavljajo eno izmed najbolj
razprsenih tehnologij po vsem svetu [9]. Trenutne zmoglji-
vosti mobilnih telefonov so izredno zanimive iz vidika foren-
zicnih preiskav [8]. Se ve¢, mobilni telefoni so opremljeni
z nizom vmesnikov, ki omogocajo tako dolge (npr. GSM,
UMTS) kot kratke (npr. Bluetooth, WiFi) razdalje komu-
nikacij. Glede zmogljivosti so bolj podobni ra¢unalnikom,
kot pa le telefonom. Posledi¢no uporaba teh funkcionalnosti
povecuje koli¢ino in kakovost osebnih podatkov, shranjenih
v mobilnih telefonih. Pravzaprav informacije shranjene na
mobilnih telefonih, natan¢no opisujejo navade in vedenja nji-
hovih lastnikov.

Stevilo mobilnih telefonov vpletenih v kriminalnih dejanjih

*Clanek je povzet po [5].

Vitjan Zavrtanik
Univerza v Ljubljani
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1000 Ljubljana, Slovenija
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zmeraj bolj narasca, kar je privedlo do vecje potrebe foren-
zi¢nih analiz mobilnih telefonov. Avtorji v tem prispevku
predstavljajo novo strategijo za izvedbo boljse ocene sposto-
vanja integritete od pristopa uporabljenega v [6]. Ta pristop
uporablja aplikacijo, ki je bila posebej zasnovana za zajem
in prepoznavanje morebitnih sprememb, ki so se zgodile v
datotecnem sistemu mobilnih telefonov, s posebno skrbjo za
notranji pomnilnik. Na ta nacin je mogoce pravilno identi-
ficirati vsako spremembo in z njo povezani subjekt.

2. PREGLED PODROG¢JA

Danes je pogostost sistema Symbian zanemarljiva v primer-
javi s sistemom Android ali i0S [1], ki skupaj obvladujeta
vec kot 90% trzni delez. Kljub temu, da se danasnje naprave
bistveno razlikujejo od mobilnih telefonov, ki so poganjali
Symbian, pa se tezave pri forenzi¢ni obdelavi niso bistveno
spremenile. Se vedno je zaradi stalne povezanosti sistemov,
tezko zagotoviti integriteto pridobljenih podatkov. Potreba
po metodah za ugotavljanje ucinkovitosti novo razvitih fo-
renzi¢nih orodji, pri ohranjanju integritete podatkov narasca
s Stevilom uporabnikov mobilnih telefonov. Poleg narasca-
jocega Stevila uporabnikov, pa se je povecala tudi koli¢ina
podatkov, ki jih uporabniki hranijo na mobilnih telefonih.

Pridobivanje podatkov iz mobilnih naprav je tezko izvesti
brez kakrsnekoli izgube podatkov na sami napravi. Nala-
ganje ali uporabljanje aplikacij, priziganje ali ugasanje na-
prave in Sirok nabor drugih interakcij z napravo lahko pov-
zroci izbris ali prepis datotek, ki bi lahko sluzile kot dokazno
gradivo. Veliko podatkov lahko dobimo Ze z ro¢nim pregle-
dovanjem naprave, vendar pa je tveganje za uniCevanje po-
membnega gradiva na napravi zelo visoko. Bolj kontrolirano
je dostopanje do datoteCnega sistema ali pa preko kopiranja
samega diska, kot lahko storimo z JTAG vmesnikom [2]. Za
fizi¢ni dostop do diska je v¢asih potrebno napravo delno raz-
staviti, kar je lahko problemati¢no za ohranjanje dokazov,
vendar pa so postopki kot je branje preko JTAG vmesnika
sprejemljivi, ker imajo moznost odkritja izbrisanih datotek
in ker je v nekaterih primerih to najboljsa opcija [2].

Pogosto se do datotecnega sistema dostopa preko nacina za
povrnitev podatkov ( Recovery mode), vendar pa je za to
pogosto potreben ponovni zagon naprave in pa doseganje
administratorskih privilegijev na napravi, kar pa zahteva
spremembe v sistemskih datotekah ali pa izkoris¢anje varno-



stnih lukenj sistema. V vsakem primeru je tezko zagotoviti
integriteto podatkov.Pri pridobivanju podatkov je proble-
mati¢no tudi obhajanje raznih varnostnih mehanizmov, ki
vkljucujejo enkripcijo podatkov kot so enkripcija diska FDE
(Full Disk Encryption), enkripcija FBE (File-based Encryp-
tion), varno nalaganje (Secure Boot) in enkripcija podatkov
posameznih aplikacij [12].

V delu [11] avtorji predlagajo sistem za ekstrakcijo podatkov
iz mobilnih naprav z operacijskim sistemom Android, inte-
griteto podatkov po uporabi njihovega sistema pa preverjajo
s predhodno pridobljenimi podatki preko JTAG vmesnika.

V delu [12] predstavijo Se orodje za pridobivanje podat-
kov iz glavnega spomina s preklopom v nacin za posodo-
bitev strojne programske opreme (Firmware update mode),
ki omogoci dostop do glavnega spomina brez ponovnega za-
gona naprave. Preklop v ta na¢in v nekaterih verzijah An-
droid sistema ne potrebuje administratorskih pravic ali od-
klenjenega ekrana, za kar je potrebno velikokrat posegati
v sistemske datoteke, s cemer pa tvegamo izgubo integri-
tete podatkov. Poleg tega, so v glavnem spominu pogosto
shranjeni klju¢i pomembni za dekripcijo ostalih podatkov
na napravi v primeru uporabe varnostnih orodij kot so en-
kripcija diska FDE (Full Disk Encryption) [12], ki se vedno
pogosteje uporabljajo na mobilnih napravah.

3. OCENA INTEGRITETE

Ceprav je NIST &ele maja 2007 objavil dokument [8], ki
zajema podrocje forenzi¢nih preiskav mobilnih telefonov, je
bilo v preteklosti veliko truda, da bi ustvarili niz pravil in
smernic, ki bi opisale dobre prakse upravljanja s podatki
med preiskavami. Pravzaprav zaradi nedostopnosti notra-
njega pomnilnika, klasi¢éna pravila in smernice ra¢unalni-
ske forenzike ne morejo biti zgolj preusmerjene na mobilne
naprave; verjetno glavni zaviralec predstavlja nerazpolozlji-
vost /heterogenost neposrednega dostopa do vseh podatkov
[7]. Vendar, ce ta pravila in smernice pomagajo pri prepre-
¢evanju korupcije datotecnega sistema, so Sibke pri oprede-
ljevanju in preucevanje tega pojava. Analiti¢ni potek dela
je mocno odvisen od zaletnega stanja naprave; v takih sce-
narijih se minimalni stopnji korupcije zdi nemogoce izogniti.
Zato je trenutni cilj pri mobilni forenziki zmanjsati stopnjo
korupcije shranjenih podatkov, pri ¢emer je osnovni predla-
gani pristop, globoko analizirati korupcijo, z namenom lo¢iti
izvirno informacijo od zastrupljene.

Ker je trenutno validacija forenzi¢nih orodij draga in za-
pletena naloga, se veliko proizvajalcev bolj zanima za funk-
cionalnost, kot pa za moc¢no potrditev njihovih forenzi¢nih
orodij [7].

3.1 Ocena integritete z branjem kode

Branje kode se pogosto uporablja za izvajanje generi¢nega
testiranja. Ta tehnika je lahko uporabna tudi pri ocenje-
vanju forenzi¢nega orodja, ki zagotavlja podrobno analizo
obnaSanja orodja. Vendar ta pristop vsebuje tri glavne te-
zave:

e Orodje mora biti odprtokodno: za druga orodja, kjer
izvorna koda ni na voljo, je nemogoce izvesti pregled
kode [3];

e Celotno operativno okolje mora biti odprtokodno: ker
je forenzi¢no orodje le del celotne opreme, je pomem-
bno razsiriti pregled kode na celotno okolje;

e Sklepi temeljijo zgolj na stati¢nem razumevanju vede-
nja orodja in ne morejo upostevati dinamic¢nih nalog.

Na zalost je ta pristop pri mobilni forenziki izjemno zapleten
in se ga v praksi manj uporablja, saj je celotno delovno okolje
redkokdaj popolnoma odprtokodno.

3.2 Ocena integritete s pomocjo eksperimen-
tiranja

Naslednja strategija opravi oceno v obratni smeri: samo di-
namicni razvoj orodja in rezultati se uporabljajo. Ta nacin
se pogosteje uporablja v praksi in temelji na zmoznosti iz-
vleéi referen¢no sliko podatkov, ki jih je treba ohraniti. Izde-
lana je tudi dodatna slika teh podatkov in nato precno pre-
verjanje med dvema slikama, da bi identificirali razlike. Ta
pristop predstavlja veliko ve¢ prakti¢nih koristi glede na pr-
vega, vendar zmanjSana velikost in reprezentativnost vzorca,
bi lahko ogrozila veljavnost in posplositev sklepov.

Poleg tega ni vedno mogoce enostavno dobiti zahtevano re-
ferené¢no sliko in v mnogih primerih je edino orodje, ki lahko
dobi referencno sliko, prav to orodje, ki ga preiskujemo ali
njemu podobno. V tej situaciji je tezko sklepati kaksno vrsto
in stopnjo korupcije povzroca orodje oz. drugi dogodki.

4. MIAT ORODJE

Delo opisano v [4, 6, 10], predstavlja novo metodologija za
pridobivanje podatkov iz pametnih telefonov, ki temelji na
lokalni povezavi med mobilno napravo, ki postane forenzi¢na
delovna postaja z notranjim pomnilnikom telefona. Foren-
zi¢no orodje, na katerem temelji nova metodologija imenova-
nim MIAT (Mobile Internal Acquisition Tool) je programska
oprema, ki se lahko namesti neposredno na pametni telefon
s pomocjo pomnilniske kartice. Med izvajanjem MIAT zrcali
notranji pomnilnik na pomnilnisko kartico na tak nacin, da
celotna forenzi¢na oprema, potrebna za opravljanje zajema,
je nabor pomnilnigkih kartic.

Ker je MIAT namenjen kot forenzi¢no orodje, je ocena foren-
zi¢nih lastnosti potrebna. V [6] je dana celovita ocena tako
za zmogljivost kot za forenzi¢ne lastnosti. Vendar pa ta pri-
stop ne zahteva oceniti, ali je korupcija posledica postopka
pridobitve podatkov ali kaksnega drugega vzroka.

1z tega razloga so avtorji tega prispevka predstavili mo¢nejso
analizo pojava korupcije; nova strategija omogoca lo¢evanje
med izdelavo referencne slike in zajemom z orodjem, ki se
ga preiskuje.

5. PREDLAGANA STRATEGIJA

Strategija predstavljena v prispevku [5], temelji na aplikaciji
imenovani FSMon, ki je zasnovana in implementirana za iz-
koris¢anje API-jev Symbian operacijskega sistema. FSMon
lahko hitro ustvari sliko celotne strukture notranjega po-
mnilnika, ter ima moznost zaznati kakrsnekoli spremembe
na sistemu.



5.1 FSMon aplikacija

Glavne naloge aplikacije so zaznati operacije pisanja, ustvar-
janja, ter brisanja datotek, ki se zgodijo na datoteénem si-
stemu notranjega pomnilnika. Iz tega sledi, da se FSMon
lahko izvede na 2 razli¢na nacina:

1. Cakanje obvestil: ko se FSMon vzpostavi na nagin ¢a-
kanja obvestil uporablja neskon¢no zanko. V vsaki po-
novitvi ¢akamo na obvestilo in ko se ta zgodi, shra-
nimo case zadnjih sprememb podatkov za vsak vnos,
ki je trenutno prisoten v datoteCnem sistemu. Med
shranjenimi podatki FSMon is¢e vnose, ki so bili spre-
menjeni, ustvarjeni ali izbrisani v omejenem ¢asovnem
razponu v ¢asu obvestila, da bi prepoznali tiste vnose
datoteCnega sistema, na katere je vplivalo zadnje obve-
stilo. Na sliki 1 je prikazan primer ¢asovnega razpona
dveh sekund. Ta pregled je primeren samo za zaprte
datoteke: ob casu obvestila, ¢e je izbrana datoteka Se
vedno odprta, je potrebno uporabiti drugacen pristop.
V tem primeru, se velikost datoteke primerja s prej-
$njo; ¢e pride do neujemanja, je datoteka potrjena.

NT-15s NotificationTime NT+1s
— _/ t

—~
Identification time interval

Slika 1: Primer ¢asovnega razpona (Identification
time interval). Vnosi z zadnjimi spremembami v
¢asovnem razponu (X) so izbrani, drugi (O) pa se
zavrzejo.

2. Kreiranje slike datotecnega sistema: ko se FSMon vz-
postavi na ta nacin, ustvari sliko drevesa datotec¢nega
sistema, vkljuéno s ¢asi zadnjih sprememb za vsak
vnos. Ta nacin je uporaben pri raziskovanju korupcije
pri dogodkih, ki jih FSMon ne more nadzirati (npr.
ponovni zagon naprave).

V obeh nacinih so rezultati shranjeni na isto pomnilnisko
kartico, ki se uporablja za shranjevanje FSMon aplikacije,
ter enostavne besedilne datoteke. V prvem nacinu ta be-
sedilna datoteka vsebuje vnose datotek, na katere vplivajo
obvestila, v drugem nacinu pa datoteka vsebuje ustvarjeno
sliko.

6. OPREDELITEV POSKUSOV

Pri izvajanju poskusov so avtorji ¢lanka [5] opredelili nasle-
dnje definicije.

6.1 Nadzor stanja naprave

Najprej moramo nadzorovati stanje uporabljene mobilne na-
prave; stopnjo nadzora, ki jo potrebujemo, mora biti zago-
tovljena, da se vsak poskus zacne in nadaljuje pod stalnimi
razmerami. Stanje naprave je nadzorovano z uporabo Stirih
protiukrepov:

1. Napravo je potrebno ponastaviti pred vsakim posku-
som, da zagotovimo, da poskusi delujejo na isti sistem-
ski sliki;

2. Naprava se vedno zazene v nacinu za obnovitev, da
zagotovimo, da se zazenejo le klju¢ne aplikacije po za-
gonu naprave, medtem ko je izvajanje drugih aplikacij
onemogoceno; to preprecuje korupcijo zaradi nekate-
rih lokalnih dogodkov (npr. aplikacije ki se zazenejo
ob zagonu naprave);

3. Naprava se zazene v nacinu brez povezave, tako da
odstranimo SIM kartico in s tem zagotovimo izolacijo
med mobilno napravo in komunikacijskim omrezjem;
dogodki (npr. dohodni klici ali besedilna sporocila) ne
morejo pokvariti shranjenih podatkov;

4. Raven napolnjenosti baterije je najmanj 50% in polni-
lec ni prikljucen.

6.2 Subjekt poskusov

Vsi poskusi so bili izvedeni na napravi Nokia N70, na kateri
je bil nalozen Symbian OS v8.1a.

6.3 Ponovljivost poskusov

Ponovljivost poskusov je eden od klju¢nih vidikov forenzic-
nega raziskovanja; na splosno, replikacijo poskusov je mo¢no
povezana z veljavnostjo in posplositvijo rezultatov.

6.4 Eksperimentalni potek dela
Avtorji so opredelili tri poteke dela:

(a) Karakterizacija forenzicnega vedenja orodja: podatke
zbere aplikacija FSMon in nato se izvede precno pre-
verjanje pridobljenih podatkov.

(b) Karakterizacija preprostih dogodkov: preiskovanje ko-
rupcije datoteCnega sistema zaradi pojava dogodkov,
ki jih FSMon lahko nadzira.

(¢) Karakterizacija kompleksnih dogodkov: ta potek dela
ima enak cilj kot prejsnji, a nekaterih dogodkov (npr.
ponovni zagon naprave, odstranitev SIM kartice) apli-
kacija FSMon ne more nadzorovati.

7. REZULTATI POSKUSOV
7.1 Pridobitev podatkov s pomocjo MIAT o-
rodja

Potek dela, opisan v poglavju 6.4(a) so avtorji uporabili dva-
krat, da bi zbrali tako operacije pisanja, kot tudi ustvarjanja
in brisanja datotek. FSMon je nasel 3 datoteke, ki so bile
spremenjene med procesom zajema; vendar se dve datoteki
spremenita Sele po tem, ko se zajem zakljuéi. Z drugimi be-
sedami, MIAT sliki teh dveh datotek vsebujeta iste podatke,
kot jih hranita originalni datoteki pred pridobitvijo.

7.2 Dogodki naprave

(a) Ponovni zagon naprave: potek dela, opisan v poglavju
6.4(c) so uporabili enkrat. V primerjavi med zagonom
po ponastavitvi naprave z nadaljnjimi zagoni lahko
ugotovimo, da na stopnjo korupcije zaradi ponovnega
zagona naprave vpliva prejsnji postopek ponastavitve
naprave. Izkaze se, da se med zagonom po ponasta-
vitvi naprave ustvari 1 nova datoteka, ter 16 zapisov
v datoteke. Z nadaljnjimi zagoni se pa izvede samo
operacija pisanja na 14 datotekah.



(b) Odstranjevanje SIM kartice: potek dela, opisan v po-
glavju 6.4(c) so uporabili enkrat. V primerjava med
odstranitvijo SIM kartice po ponastavitvi naprave z
nadaljnjim odstranjevanjem lahko ugotovimo, da na
stopnjo korupcije zaradi odstranitve SIM kartice iz na-
prave vpliva prej$nji postopek ponastavitve naprave.
Podobno kot pri ponovnem zagonu se med odstrani-
tvijo SIM kartice po ponastavitvi naprave ustvarita 2
novi datoteki, ter 21 zapisov v datoteke. Z nadaljnjimi
odstranitvami SIM kartice se pa izvede samo operacija
pisanja na 16 datotekah.

(¢) Namestitev MIAT orodja: za pridobivanje podatkov
z orodjem MIAT, mora upravljavec najprej orodje na-
mestiti; zato moramo tudi raziskati stopnjo povzrocene
korupcije ustvarjeno z namestitvijo. Potek dela, opi-
san v poglavju 6.4(b) so uporabili dvakrat, da bi zbrali
tako operacije pisanja, kot tudi ustvarjanja in brisanja
datotek. V tem primeru ne moremo uporabiti prec-
nega preverjanja, saj orodja ni mogoce uporabiti brez
namestitve. Opazimo, da ni razlike med prvo name-
stitvijo in nadaljnjimi, saj je v vseh primerih enako
stevilo operacij.

(d) Vstavitev/odstranitev pomnilniske kartice: za pridobi-
vanje podatkov z orodjem MIAT, je potrebna zame-
njava pomnilniske kartice; zato so avtorji morali raz-
iskati stopnjo povzrocene korupcije ustvarjeno s tem
dejanjem. Potek dela, opisan v poglavju 6.4(b) so upo-
rabili dvakrat, da bi zbrali tako operacije pisanja, kot
tudi ustvarjanja in brisanja datotek. Opazimo, da za-
menjava pomnilniske kartice vpliva na enak nacin, kot
preproste operacije vstavljanja in odstranjevanja po-
datkov.

(e) Dogodki, povezani s pridobivanjem podatkov: ta del
izpostavlja rezultate, povezane z nekaterimi dogodki,
ki jih je mogoce povezati z zbiranjem podatkov; potek
dela opisanega v poglavju 6.4(b) so za vsako od teh
uporabili dvakrat, da bi zbrali tako operacije pisanja,
kot tudi ustvarjanja in brisanja datotek. Zlasti so se
osredotocili na naslednje tri dogodke:

e Stikalo za mobilne podatke: da bi pridobili po-
datke z uporabo MIAT orodja, naj bi bil telefon
locen od omrezja; to lahko dosezemo s program-
skim stikalom.

e Prikljucek polnilca: pridobivanje podatkov lahko
zahteva veliko ¢asa ne glede na uporabljena oro-
dja. Da bi preprecili ustavitev procesa zaradi pra-
zne baterije, se naprava lahko prikljué¢i na polni-
lec.

e Prikljucek USB kabla: za pridobitev podatkov iz
telefona, bi se ta lahko povezal s forenzi¢no de-
lovno postajo z USB kablom.

Poskusi kazejo, da ni bila nobena datoteka spreme-
njena, ne ustvarjena in ne izbrisana pri vseh zgornjih
primerih.

8. CELOTEN POTEK ZAJEMA PODATKOV

S POMO¢JO MIAT ORODJA

Celoten potek procesa pridobitve podatkov s pomoc¢jo MIAT
orodja je mogoce oznaciti z vidika spostovanja integritete, z

uporabo rezultati iz poglavja 7. Cilj avtorjev je bil podati
opis, kako lahko dogodki med seboj interoperirajo v vseh
moznih pretokih dogodkov. Ker stanje naprave, ki jo je
treba pridobiti in opreme na kraju zlo¢ina ni mogoce predca-
sno poznati, so zdruzili vse mozne pretoke v enoten diagram
poteka prikazan na sliki 2. Slika prikazuje takSen diagram,
kjer je vsaka pot od zacetka do konénega stanja predstavlja
popoln operativni pretok. Pri¢akovano korupcijo celotnega
pretoka lahko izracunamo kot unijo vsake dimenzije dogod-

kov na poti.
Y N

SIM Y Faraday
CARD CAGE
y
N ¢ Y " Faraday
CAGE -
Device
N Reboot H
4 {6,1,0)
: Y Offline
Switch
N |«
Y
SIM
Removal
i(8,1,0)
v el v

MIAT
Installation

MIAT
Acquisition |-,

Slika 2: Ocena korupcije za celoten potek zajema
podatkov s pomoc¢jo MIAT orodja. Vsak funkcio-
nalni korak je opisan s tremi dimenzijami, ki merijo
Stevilo datotek, ki so bile spremenjene, ustvarjene
in izbrisane v danem koraku.



9. ZAKLJUCEK

Dobra ocena lastnosti mobilnih forenzi¢nih orodij je tezka
naloga in pogosto bolj redko izveden korak med oblikova-
njem in implementacijo orodij. Vendar odprtokodna pro-
gramska oprema in skupnosti spodbujajo globoko testira-
nje in ocenjevanje aplikacij za splosne namene. Korupcije
podatkov mobilnih naprav, se je tezko izogniti in trenutno
realisti¢ni cilj bi lahko bil minimizirati, kot tudi opredeliti
znacilnosti korupcije med celotno preiskavo.

Avtorji ¢lanka [5] so predstavili novo strategijo za karakte-
rizacijo korupcije notranjega pomnilnika zaradi forenzi¢nih
orodij in nastajajo¢ih dogodkov. Nadaljnji poskusi so omo-
gocili karakterizacijo celotnega procesa zajema podatkov s
pomocjo MIAT orodja; taksna opredelitev bi lahko pripomo-
gla forenzi¢nim preiskovalcem k boljsem upravljanju naprav
odkritih na krajih zlo¢ina, da bi zmanjsali stopnjo korupcije.
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ABSTRACT

iPhone is one of the most popular mobile devices today and
therefore it is logical that it can represent the essential part
in an investigation, since vital information from these de-
vices can make critical part of investigative evidences. The
challenge is the extraction of data of forensic value such as
e-mail messages, text and multimedia messages, calendar
events, browsing history, GPRS locations, contacts, call his-
tory, voicemail recording, etc.

1. INTRODUCTION

Nowadays smartphones have become important part of life.
Among other devices, iPhone turned out to be the most
popular choice recently. Apple earned almost 80% of the
worldwide profit on smartphones in 2016. Till today 1.16
billion of iPhone devices has been sold [1].

Since these devices can represent essential source of data
necessary in investigation, various methods have been de-
veloped for acquiring important information. This paper
first introduces organisation of data in iOS devices. Later
methods for data acquisitions are explained, with special
attention to logical extraction and forensic tools, as well
as i0S backup options. When performing examination of
iOS devices, important artifacts such as messages, contacts,
GPRS locations, call logs, photos, calendar events etc. are
extracted and analyzed.

2. STRUCTURE OF DATA

In order to gain better insight in iOS forensics, here is pre-
sented data structure in iOS devices, such as division of
partitions, file system, memory and storage organization.

2.1 Flash Memory

In order to maintain small physical memory, iPhone uses
flash memory[14] that doesn’t need power to maintain data
on the chip. The iPhone contains NAND chip, that also
needs a RAM memory to work.

Flash memory has a more limited lifetime compared to other

hard drives because of the "wearing” that erasing data does
to the chip. Before the chip gets wearied out, there is lim-
ited number of times erasing can be done.

Flash memory can present problem for forensic investiga-
tion, since the memory shifts data around and overwrite
sectors or pages without the operating system controlling it.
This leads to unpredictability, and we want to keep the data
unchanged when acquiring a memory.

2.2 Partitions

Partitions on an iOS device are divided into the system par-
tition and the data partition [14]. The first one contains the
software for running the iOS device, and the second one all
the files and data used by the iOS device user.

The system partition is a read-only partition but firmware
updates can be done on it. iTunes is responsible for over-
writing the partition with a brand-new partition when per-
forming an upgrade to the system. The size of this partition
varies between 0.9 to 2.7 GB, and the exact size is deter-
mined by the size of the NAND driver. This does not con-
tain any user data but upgrades files, system files and basic
applications.

The data partition contains the user data.This is where the
entire iTunes applications and the profile data of the user is
held. When performing an investigation process, this parti-
tion is critical for collecting evidence.

- Yale || fstab

Igdevm\skasl / hfs ro 8 1 !
ev/diskBsd /private/var hfs ry,.nosvid,nodey 0 2

Figure 1: Partitions in iOS device[14]

As it can be seen in Fig.1, iPhone has a single disk hence it
is denoted as Disk0. The system partition is DiskOsl, and
Data Partition is Disk0s2.

2.3 The iOS Storage with HFS File System

In order to support the large storage need of iOS, Apple
introduced a new file system designed specifically for this
operating system - HF'S (Hierarchical File System)[10]. The
Hierarchical File System (HFS) is formatted with a 512 byte
block scheme and it uses B-trees (Balanced tree) to organize



data. Trees are consisting of nodes.

There are two types of blocks in the HFS system: logical
blocks and allocation blocks.

The logical blocks are formatted with 512-byte block scheme.
They are numbered from the first to the last block present
on the given volume and they remain static.

The allocation blocks are the groups of logical blocks that
are tied together as groups in order to increase the perfor-
mance of HFS.

The iOS file system consists of the following[14] [Fig.2]:

e Boot Blocks - The first 1024 bytes in the sector 0 and
1 are known as boot blocks.

e Volume Header - The next 1024 bytes after the boot

blocks are the volume header of HFS, which contains
the information of the entire volume. The last 1024
bytes of the volume are occupied by the backup of the
volume header (Alternate Volume Header).
First there is the volume signature of the file system
with the value of "HX”, then version and an attributes
field. The header also contains fields about volume like
createDate, modifyDate, backupDate and fileCount,
lastMounted Version, etc.

e Allocation File - It tracks the allocation blocks that
are currently in use by the system and the ones that
are free. The size of the allocation file can be changed.
It basically includes a bitmap. Each bit represents the
status of the allocation block. If it is set to 1, that
means that the allocation block is used, and if 0, that
it is not used.

e Extent Overflow File - This file tracks the allocation
tables that are used by the file. This information is
recorded in a proper order in the form of balanced
tree format. When the list of disk segments gets too
large, some of those segments (or extents) are stored
on disk in a file called the extents overflow file.

e Catalog File - The HFS uses catalog files in order to
describe the files and folders present in the volume.
It organizes data using balanced tree system. In iOS
forensic analysis, it maintains the hierarchy of nodes
like header, leaf, index, and map. In addition to this,
it also contains the metadata of the files like created,
modified and accessed dates.

e Attribute File - It contains the customizable attributes
of a file.

e Startup File - It assists the booting system which does
not have built-in ROM support.

Reserved (1024 bytes)
Volume Header

Allocation File

Extents Overflow File

File Data Catalog File

or
Free Space

Aftributes File

Startup File

Alternate Volume Header
Resemrved (512 hytes)

Figure 2: File Data[14]

2.4 Databases and plists

Data in the iPhone is stored in two ways, in SQLite databases
[4][8] and in binary lists called “property lists” (.plist) [4].
SQLite file format is the most popular format for open source
applications as well as phones. The applications which make
use of SQLite database are Calendar, Messages, Notes, Ad-
dress Book, and Photos. Call history, messages, geo-locations
and keychains are examples of data that is stored in the
databases. To read this data SQLite viewer is needed.

The Property List (plist) is a data file that is used to store
data in the iOS operating system. At the very beginnings,
NeXSTEP and binary formats were utilized, but nowadays
the formats which can be found are either an XML format
or a binary format. These lists typically contain configu-
rations and preferences. Examples of the data which use
plist file formats is our browsing history, favorites, configu-
ration data, and others. There is a chance that plists can be
opened using a standard text editor, and if not, particular
tool which depends mainly on a command line interface can
be used, such as tool plutil.




2.5 Backup

A backup[16] is a copy of data from database that can be
used to reconstruct that data. Backups can be divided into
physical backups and logical backups.

Physical backups are backups of the physical files used in
storing and recovering database, such as datafiles, control
files, and archived redo logs. Ultimately, every physical
backup is a copy of files storing database information to
some other location. Physical backups are the foundation of
any sound backup and recovery strategy.

Logical backups contain logical data exported from a database
with an Oracle export utility and stored in a binary file, for
later re-importing into a database using the corresponding
Oracle import utility. Logical backups are a useful supple-
ment to physical backups in many circumstances, but they
are not sufficient protection against data loss without phys-
ical backups.

3. ACQUISITIONS

Acquisition[3] can be considered the most important task
during the investigative process. The iOS device relies on
flash memory rather than a hard disk. In the iOS environ-
ment, full acquisition becomes difficult to achieve, as there is
a need for the investigator to interact with several processing
layers: the hardware layer, the OEM (Original Equipment
Manufacturer) layer and the application layer. The hard-
ware layer includes the processor, RAM, ROM, antenna,
and other input/output devices. The OEM layer maintains
the boot loading, configuration files and the application lay-
ers. Finally, the application layer supports the end user
applications, internet applications, remote wiping and me-
dia players.

Here are presented six methods of acquisition: manual, log-
ical, hex-dump analysis, chip-off, backup analysis and bit-
by-bit. Depending of information that an examiner needs to
find, he would use some of the following acquisition methods.

3.1 iOS Backup

Much valuable information can be found from the iOS backup
[5][11]. Users have two options to backup their data. One
is using Apple iTunes software, and another is Apple cloud
storage service known as iCloud. Every time phone is con-
nected to the iCloud or computer it creates the backup by
copying files from the device. What to include in backup
can be determined by the user. Data retrieved from iCloud
or iTunes may differ.

3.1.1 iTunes

In situations when iPhone device is not available, it is com-
mon to analyze the latest backup of the device. The backup
is retrieved from the device iPhone connects to for updates
and syncing music, applications etc. During updating and
syncing iTunes[10][11] performs an automated backup. The
root of the backup folder contains the status, info and man-
ifest plist files. The status.plist provides data about the
latest backup. The info.plist file contains data that can be
used to confirm the backup matches the device. The IMEI
number can be found here along with the phone number.
The backup files themselves which are binary in nature are
converted to a SHA1 hash value of the original filename. To
view these files they must be converted to a legible, human

readable format. The *.mddata and *.mdinfo files are the
binary files that contain the user data and will be the most
interesting.

iPhone backup is created using free utility available for Mac
and Windows platforms. It uses proprietor protocol to copy
data from iOS device to a computer. Using a cable or Wi-
Fi, iPhone can be synced with a computer. There is an
option to create encrypted backup, but by default, it cre-
ates an unencrypted backup. Addition access to the data
stored in iOS can be accessed when encrypted backup is
cracked. To search for the information either we could cre-
ate a fresh backup, or we could extract data from the exist-
ing iOS backup file. To uncover artifacts examiner needs to
forensically analyze each backup.

Synchronization process gets automatically initiated once
iOS device is connected to the computer. Sets of pairing
records are exchanged between the i0S device and computer
when iTunes detects the iOS device. Using pairing mech-
anism computer establishes trusted relation with iPhone.
Personal information on iDevice or backup can be initiated
once the computer is paired. Starting from iOS 7 pairing
mechanism has been introduced.

/var /root /Library/Lockdown/pair_records/ contains pairing
records. Multiple pairing records are contained if the device
is paired with multiple computers. These records are stored
as a property list (.plist) files. HOST ID, root certificate,
device certificate and host certificate are contained within
these plist files.

3.1.2 iCloud

Apple provides cloud computing service as iCloud storage
[9][11][13]. Data like documents, bookmarks, calendars, con-
tacts, photos, reminders, applications and more can be kept
using the iCloud account in cloud storage. Automatically
and wirelessly users can backup their iOS devices to iCloud.

5GB free storage is available with the sign-up. iCloud backup
can be turned on by navigating settings. Data on the phone
can be backed up automatically when the phone is plugged
in, locked, and connected to Wi-Fi. As long as space is avail-
able to create current backup, iCloud provides a real-time
copy of data available on the phone.

Apple’s UserID and password must be known to extract
backup from iCloud. Using Apple ID and password user
can log on to the iCloud website and can access contacts,
e-mail, calendar, photos, reminders and so on. Using El-
comsoft Phone Breaker[17], one can extract iCloud backup.
If one does not have username and password of the Apple
ID, iCloud backup can be extracted using the Binary to-
ken available on the computer which was synced to iCloud.
Using Authentication token user can bypass login of Apple
iCloud as well as bypass two - factor authentication if set by
the user.

3.2 Logical Methods

Logical mobile phone acquisition systems([3][10] interact with
the phone operating system to extract data. This is the most
popular approach today and many tool sets have been devel-
oped for this method. The allocated, active files on the iOS



device are recovered and analyzed using the synchroniza-
tion method, and data like SMS, call logs, contacts, email
accounts, calendar events, web history, photos are gathered.
However, this method has some limitations since it cannot
extract data in slack space and recover deleted items. In
this situation a physical acquisition is required.

Following tools are mostly used ones for acquiring data form
iOS devices. The data retrived using these tools is very sim-
ilar, but there are limitations for using

3.2.1 Lantern4

The Lantern forensics suite developed by Katana Forensics
INC [7] was designed to physically extract an image of the
iOS device. Lantern imager can both decrypt the image and
brute force a simple passcode (4 digits) along with providing
a SHA-1 hash value. Latern can quickly extract, report, and
share vital data from Apple iOS, unlock the Address Book
to discover personal relationships, explore the history and
duration of placed and received calls, read and archive SMS
and iMessage conversaton history. All of this together with
previous case files, iCloud and computer backups can be ac-
quired into one consolidated case file. Just doing that will
automatically trigger Link Analysis. In that way it is auto-
matically available to see who is communicating to whom.
Link Analysis was designed to be intuitive and uncompli-
cated in order to decipher thousands of pieces of informa-
tion. A file system viewer integrated into the application
itself for manual analysis with a built in plist editor is also
present in Latern 4. It supports i0OS11, decrypts encrypted
backups with known password, has date filter on Data and
Reports, has ability of acquisition multiple device within one
case file a but all of this is only available for Intel Based Mac
computers.

3.2.2 iXAM

iXAM]I6] is designed to deliver evidence to a law enforcement
investigation, providing anything from a stored contact or
text message to an email, photograph or specific map loca-
tion. The forensics’ tool read is a byte level physical data
copy which can be set to target specific data sets or the
entire file system. iXAM does not modify the NAND flash
and does not apply kernel patches used in jail breaking tech-
niques. When used in forensic imaging mode, the output
from iXAM is a raw disk image file in Apple’s proprietary
DMG format.

3.3 Jailbreaking

Jailbreaking[3] a phone is a technique used for replacing the
firmware partition with a hacked version that will allow the
examiner to install tools that would not normally be on the
device. By jailbreaking a device, the current limitations of
iTunes can be subverted and root access achieved. If the
examiner performs this, he can use tool such as SSH and
Terminal that normally are not available in order to pro-
duce a full drive image extraction.

To obtain an image of the partition the iOS device must
be jailbroken. One of the methods for jailbreaking is with
redSnOw. The redSnOw tool has a simple wizard that will
step the iOS device through the process of replacing the
firmware and installing the Cydia application. Once the de-
vice has completed the process, the examiner can begin to
extract artifacts.

To begin an extraction of the iOS device image, the forensic
workstation would be placed on the same wireless network
as the target iOS device.

3.4 Manual Acquisition

Manual Acquisition[3] is the process by which the investiga-
tor reviews the device’s documentation and employs a man-
ual browsing procedure that utilizes the keypad and display
features of the device to acquire the needed evidence. This
process will not net all of the needed data, especially the
deleted data objects. Issues associated with this method in-
clude errors in judgment and data modification as well as
the incredible amount of time needed to move methodically
through all features of the device.

3.5 Chip-off method

Chip-off(3] is a method of acquisition where the investigator
physically removes the chip from the device then proceeds
to read the device using a secondary device to perform the
forensic analysis. This method is very expensive but is able
to extract all of the data. In addition, the resulting acqui-
sition can be difficult to interpret and convert. It should be
noted that since the drive is always encrypted in the iOS
environment, this method has a low degree of success.

3.6 Bit-by-Bit Method

Bit-by-bit method[3] of acquisition is considered the most
thorough of all acquisition methods for mobile devices. This
method creates a physical bit-by-by copy of the mobile de-
vice’s data including the deleted files that net in the greatest
amount of information. It is considered the method that is
most closely related to the traditional methods of evidence
acquisition. Unfortunately, in the iOS environment, this
method is not possible without the use of jailbreaking.

3.7 Hex-dump analysis

Hex-dump analysis[3] allows for the physical acquisition of
mobile device files. This procedure involves connecting the
mobile device to an evidence receptacle or removing the SIM
card and utilizing a reader then ’dumping’ the contents to
the receptacle. The evidence retrieved is in a raw format,
which requires a data conversion. Access to the deleted files
that have not been over-written can be achieved however
the nature of the evidence obtained results in inconsistent
reporting, is difficult to use, requires custom cables and the
source code is often protected by the manufacturer. Addi-
tionally, this method is a derivation of the hacker community
that may be considered inappropriate in an investigation as
is the utilization of the Jailbreaking methodology.

4. ANALYSIS OF 10S LOGICAL DATA

The structure of iOS directory is common for all the iOS de-
vices and is a hub of the entire information. The folder struc-
ture is similar to the UNIX layout and the files are stored
in text, XML, binary and SQLite database formats. The
iOS operating system provides modified, accessed, changed
and born times (MACB) that prove to be crucial evidence
in any case involving iOS forensic analysis. These MACB
times when used with a timeline, generate essential informa-
tion for an investigation.

Here is some of the data important for investigations [2][10][15]:



e Call logs (/private/var/wireless/Library/
CallHistory/call_history.db) - This is an obvious data
source when examining a mobile phone. Here we can
get a list of people that the suspect has been in contact
with, as well as timestamp data. A maximum of 100
calls can be stored in this file and maintains a log of
all the missed, incoming and outgoing calls.

e Contacts (/private/var/mobile/Library/
AddressBook/AddressBook.sglitedb) - Contacts mean
both phone numbers and e-mail contacts. Today the
e-mail contacts could be far more than the usual tradi-
tional phone contact. Many phones offer the function
to merge these two lists with each other.

o Messages (/private/var/mobile/Library/SMS/
sms.db) - Messages here include SMS, MMS and also
instant messages which are pretty common nowadays
by using a third party message-app on the phone. This
enables the user to send messages for free over the
3g/4g network. It contains the text, phone number of
messages, the content of the text, etc.

e Internet History

(/private/var/mobile/Library/Safari/History.plist) - This

information is useful because it lets us see what Inter-
net patterns the person has. We want to see any recent
Google searches and visited websites.

e Caches (/private/var/mobile/Library/Caches) - Some
of the directories of importance are:

— appleWebAppCache: Stores the data which is re-
quired by the web apps

— Locationd: It consists of the entire geolocation
data of the iOS devices. This file consist of the
following files:

* Consolidated.db: It contains the cell tower
and the geolocation data. Location data can
be very useful in mapping the person’s move-
ments.

x Clients.plist: Contains the list of applications
and services that use the geolocation data
along with the information of all the Wi-Fi
spots the iOS device has come in contact.

Other useful data:

e Media (/private/var/mobile/Media/PhotoData/
Photos.sqlite) - Smartphones are often used as cam-
eras. The cameras on the phones are getting better
and better and are pretty handy, thus the interest in
extracting these pictures.

e Facebook data - This is a very interesting source of
data. Here we can find a whole lot of information
about other people in our person’s social circle. Face-
book is maybe the most widely used social application
at this time so this information is very useful. Data
means Facebook accounts, friends and maybe check-in
locations.

e Deleted files - Deleted files are probably the hardest
to extract, since we need a physical copy of the mem-
ory on the phone and then carving files out of unallo-
cated space should be performed. But it’s nonetheless
a good source to try to find information from. Deleted
pictures and/or messages could be very valuable evi-
dence.

5. CONCLUSION

Nowadays iOS devices are very popular and therefore during
the investigation they are frequently forensically examined.
Each upgrade adds to iOS some new features, so technol-
ogy and versions are being upgraded as well. In this docu-
ment, we covered basic data structure in iOS devices, files
that can be of importance for investigation and methods and
tools that are used for extracting as much as available data.
Acquisition methods with special attention to logical extrac-
tion together with forensic tools are presented. Important
artifacts for investigation are photos, videos, contacts, mes-
sages, email, GPRS locations, call logs etc. Because of the
constant updates of the iOS devices it is important for the
forensic examiners to keep up with the changes and to be
able to do acquisitions and examination.
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Abstract. This paper was written based on the paper
with the same title [5] which looks into GPS data for
investigating purposes. The number of GPS devices
and their capabilities have increased immensely during
last years which gives the investigators more tools in
the forensic procedure and gives criminals more ways to
manipulate data in order to mislead the investigators. We
will write about GPS network, devices related to GPS,
what kind of software is used to gain quality information
and possible information collected during an forensic
investigation involving GPS receivers.

1 Introduction

Big changes in technology over the past few
years have changed the way investigators and
offenders look at the crime and how they are
using technology as an advantage in every step of
the crime/procedure. The knowledge of different
devices and their possible usage of GPS has
come as a great favor to both of the sides
since investigators want to be able to thwart
offenders activities whose intentions are to mislead
them. The market for Global Positioning Devices
(GPS) has grown extremely in the past few years
which means that during that time the usage of
GPS devices has become more popular between
average people. Since in the past the usage of
GPS was a privilege on only a few larger devices
it has now spread to almost every smaller device
and is even more practical to use. We will look
at the devices that contain GPS and software
that is used on them and what they represent to
examiners. While GPS technology has remained
almost unchanged the devices that contain GPS
have chained so much more. This means that

constant changes in GPS devices and their usage
of GPS will play an important role in the way
criminals and investigators proceed through their
steps.

2 Global Positioning System

Global positioning system (GPS) was developed
by the United States Department of Defense as
a tool for the military. In 1978 the satellite-based
system was employed and now consists of 24
satellites orbiting the earth. At first it was used
for military operations only but was opened for
civilian use from 1980 till 2000. In this time the
signal was intentionally degraded because of the
military precautions. This was called Selective
Availability (SA) . Ground stations support satellite
system in a way that they monitor the data sent
from satellites and transmit a corrective data back
to them. While orbiting the earth satellites sent out
two different radio signals, L1 and L2. L1 is set
aside for civilian use and transmits data that can
be read by civilian receivers to determine location.
[5] This signals travel by line of sight, meaning they
will pass through clouds, glass and plastic but will
not go through most solid objects such as buildings
and mountains.[4]

GPS receiver collects and interprets signals
from satellites to give the user a fixed position.
The precision of the given location depends on
the number of satelltes the GPS receiver is
tracking and some other variables. For the precise
evaluation of the data the GPS receiver has to have
either a 2-D or 3-D fix on orbiting satellites. When
GPS receiver is tracking three satellites it means it
has a 2-D fix and when it is tracking four or more



satellites it has a 3-D fix. With 2-D fix the GPS
receiver calculates the longitude and latitude of the
receiver and also user’s movement, where in 3-D
fix it adds calculations of the altitude.

2.1 GPS accuracy

Most common factors that can degrade the signal
and therefore affect accuracy are:

— lonosphere and troposphere delays: When
a GPS signal passes through upper and
lower atmosphere the signals get delayed and
deflected. The GPS system uses a built-in
model that calculates an average amount of
delay to partially correct for this type of error.

— Signal multipath: Occurs when the GPS
signal is reflected off objects before it reaches
the receiver. Objects that can create signal
time travel delays are tall buildings or large
rock surfaces. Multipath errors are particularly
common in urban or woody environments and
are one of the primary reasons why GPS
works poorly or not at all in large buildings,
underground, or on narrow city streets that
have tall buildings on both sides. [1]

— Receiver clock errors: GPS receivers built-in
clocks are less stable than the atomic clocks
used in satellites. This can produce very
small errors that can be eliminated, however,
by comparing times of arrival of signals from
two satellites (whose transmission times are
known exactly).[4]

— Number of satellites visible: The more
satellites a GPS receiver can "see”, the better
the accuracy. Buildings, terrain, electronic
interference, or sometimes even dense foliage
can block signal reception, causing position
errors or possibly no position reading at all.
GPS units typically will not work indoors,
underwater or underground. [4]

— Satellite geometry/shading: This refers to
the relative position of the satellites at any
given time. Ideal satellite geometry exists
when the satellites are located at wide angles
relative to each other. Poor geometry results

when the satellites are located in a line or in a
tight grouping.[4]

Wide Area Augmentation System (WAAS) was
created to correct some of these errors and also
for aircraft navigation. For the purposes of better
reported data WAAS consists of a number of
ground stations and satellites in order to create a
better accuracy for aircraft. Even though WAAS
was initially invented for aircrafts it is available for
other purposes including civilian use.

Because of the difficulty maintaining a good
signal strength within the GPS network LBS was
created to help civilians receive signals in foggy
cities with high buildings. Location-Based Service
(LBS) is a tracking system that uses mobile
phone signal. The tracking is done by using
GSM cell towers of local mobile phone service
providers. Tracking through LBS is less precise
when compared to GPS because the device
estimates its position in the area of the cell tower.
[2]

Most GPS receivers are accurate to within 15
meters on average without SA. As mentioned
above this accuracy can be even more accurate
with WAAS. Typical WAAS position accuracy on
average is 3 meters or even less. There is one
more system called DGPS that can give better
accuracy as GPS. Differential GPS (DGPS) is a
system to provide positional corrections to GPS
signals. DGPS uses a fixed, known position
to adjust real time GPS signals and it’s position
accuracy is on average from 3 to 5 meters.[3]

GPS accuracy with or without Selective
Availability and WAAS accuracy can be seen
on figure 1.

3 GPS devices

Technology growth in the last few years made a
big impact on the devices that can host GPS.
We can now find a wide range of them on the
market. There are only two main categories of
GPS devices: built-in and mobile. Where we define
built-in devices as permanently placed in a specific
area for operation where primary use of the GPS
technology is focused on a specific task. These
kind of devices are most commonly found in cars,
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Fig. 1. GPS accuracy depending on the system used.
WAAS system can give a 3 meter precision while GPS

without SA can only give a 15m accuracy.

aircrafts and marine vessels. They often consist of
LCD build into dashboard and are used to output a
specific information about the location. They were
considered as one of the luxurious options in the
past which are now commonly found in standard
options in almost every vehicle packages. The
advantage for the investigators would be that the
devices are built-in which means that they are
difficult to remove and it is a high probability that
the device was in the car all the time. Which further
means that it can contain a lot of information for
possible investigation. If device is mobile we are
still able to figure out the information about the
travel but we can not be sure about the person
carrying the device. Mobile devices can also be
built-in and are used in automobiles, aircraft and
marine vessels. They can be moved around and
are small enough to fit into a pocket. The idea
was to enhance the effectiveness and capabilities
of the device to have only one device for everything
instead of more built-in devices each for a specific
vehicle.

There has been even bigger growth of devices
that are smaller than mobile vehicle devices.
Usage of cell phones and smart phones for GPS
navigation has become a perfect tool in a device
that people have with them almost all the time.
The ability to carry a device that is capable of
conducting GPS routing is very important because
there is no need to carry any other device for GPS
navigation. Even though the satellite reception
is not the best or at least not as good as found

on devices meant only for GPS functions it works
pretty well and most importantly it is very handy
to use since people always have their cell phones
nearby.

But why stop at the size of a cell phone when
GPS devices can be even smaller and more
practical for sports activities. GPS functionalities
can be built into a small unit suitable for wearing
around wrists, hung around the neck or put
on a bicycle. Most commonly created devices
are GPS devices for outdoor hiking/hunting,
running, bicycling, golfing and also photographing.
These devices normally offer high durability and
different functions as topographic maps, electronic
compasses and altimeters. Golfing devices can
save course data and keep track of the shots and
score for the round. A small piece of hardware
can be put on the camera in order to embed
GPS information inside the picture as latitude and
longitude coordinates. This gives the user a
chance to identify the location of the picture without
having to guess it. There also exist Internet sites
that link GPS data with an interactive map and so
pictures can be shared with others. Beside GPS
devices meant for sports there are certain devices
made especially for tracking and logging. This can
be done live from distance or analyzed later and
can come handy for parents who want to control
the movements of their child or for court to track
suspect vehicles. Market has also created a device
for jamming GPS signals.

4 Software and services

Because of the amount of the GPS devices with
new sets of different features and because data
and information may not be visible at first sight
there are new software packages being released
to help investigators examine GPS devices. We
will mention two companies that offer such
applications:

— Paraben Corporation:

Device Seizure is an all-in-one application
that can be used to examine data on multiple
handheld devices, like cell phones, PDAs, and
GPS units. This application will pull device



settings, maps, waypoints, tracks, and routes
from the GPS. In addition to saving this data it
can create a *.GPS file that will incorporate all
of the point data from the waypoints, tracks,
and [5]

Point 2 Point is a software package that
can be used in conjunction with the *.GPS file
to display all recorded points in Google Earth
to gain a map perspective of the locations
where the GPS device had been taken.[5]

— Berla Corporation:

Blackthorn is specific to GPS analysis
and will pull all relevant data pertaining
to the data logs that include waypoints,
tracks, and routes. The data can then be
exported into Microsoft Excel so that it can
be easily manipulated and placed into other
applications. It also works in conjunction
with Microsoft MapPoint and can plot all data
points onto a map in a similar fashion as Point
2 Point, in order to visualize the travels of the
GPS device. [5]

TomTology is specific to the analysis of
GPS units made by TomTom. TomTology
essentially does what the other software
packages do in that it records all of the
pertinent data. These data sets can be
viewed in Google Earth just as can be done
with Point 2 Point.[5]

The term geotagging stands for linking GPS data
to digital photos with use of GPS track log and
picture timestamps. With the use of applications
that support geotagging a user can identify the
location of the picture later in time or link image
to a map program (as Google Earth). Some
applications that allow this: Early Innovations GPS
Photo Linker, Francois Schnell's free GPicSync
and DeLorme’s XMap. As already mentioned there
exist GPS devices especially made for logging and
tracking of vehicles, valuable objects sometimes
even children if parents wish so. LandAirSea and
LiveViewGPS offer this kind of services. There are
more options where one of them is simply attaching
a device to a desired object and tracking it. Since

the device is using battery power it can be easily
removed and placed onto another object. Devices
data tracks can be uploaded on a computer in case
of investigation. Other option can be to hardwire
a device into a vehicle’s power system with the
same intention, to track the vehicles position. Life
tracking services are also offered by these two
companies. Where the location is visible to the
user using Internet. Logging into the service
allows the user to see the coordinates of the
desired object and the usage of special commands
performed on the vehicle such as power off the
engine or lock the doors. User can be also notified
when a tagged object has gone out of the zone that
was initially stated as the allowed area. Such as
children’s backpack or a car.

5 Investigating GPS

At one time gathering GPS data meant an
investigator needed only to focus on finding a
device whose sole capability was that of a GPS
receiver. Nowadays the GPS capabilities have
migrated from these specialized devices and have
found their way into other types of devices. The
reverse is happening as well where dedicated GPS
receivers are gaining new capabilities and can
handle other types of data as well. This opens up
the field of GPS forensics and means that evidence
of value may be found in many different devices
that are being used for a number of different tasks
[5].

This means that more of the crimes that are
being committed have the potential of containing
GPS information. With all these devices that
have recently adopted GPS capabilities, or the
GPS units that now offer other types of abilities,
the forensic examiner needs to be aware of the
potential data that may be located on the device
in question. Being able to interpret multiple types
of data can help an examiner piece together a
scenario that may been unattainable using only a
single point of data, or it may create leads that an
examiner can follow to turn up more evidence.

Most devices nowadays include additional
memory expansion options beyond that of the
internal memory installed on the device. These
memory modules come in the form of SD (Secure



Digital), or micro-SD, cards that may be inserted,
or removed, easily in a unit. The SD card found in
a unit may include potential evidence. An SD card
found on a GPS unit marketed for backpacking use
could very easily be hiding 32GB worth of pirated
movies or music.

Even if there are no devices found in the area
a search of any computers may lead examiners
to believe that such devices do exist and should
be sought after. A computer may have software
installed that is dedicated to a GPS unit, such as
a mapping program, or other applications could
reveal a history of uploaded photos that contain
geotagging references. Like all investigations, GPS
forensics must be approached with a willingness
to view a broad picture and the skill to decipher
the small details in order to rebuild the occurrence
of the crime. Being able to look at a number of
physical attributes of the scene can increase the
likelihood of revealing GPS units that have been
hidden from the investigator.

The forensics analysis of a cell phone and
GPS unit are very similar with the addition of so
many related features. An investigation on a GPS
unit in a vehicle can very likely reveal a wealth
of information that includes phone calls made,
contact lists, and paired devices. Likewise the cell
phone may reveal GPS data and offer up a track
created by the individual.

An examiner will want to look at the GPS log
to reveal any tracks, routes, or other information
that may be stored on the device. The log files
with vary in how the data is saved and managed
depending on the manufacturer of the device.
In most cases an examiner will be able to find
‘breadcrumb’ trails, which are data points that
denote the track created during the travels of the
device. The settings used to record tracks will
vary upon the device and the settings selected
by the user. Understanding the accuracy of the
GPS system and the potential errors that produce
variances in the reported location of the device can
help paint a usable track that plots the whereabouts
of the user.

In addition to the plotted tracks there may be
saved routes that can be viewed in order to view
trips that a user has taken or are planning on
taking. Depending on the type of GPS devices

routes may consist of turn-by-turn directions along
roads or trails, or they can contain data that is a
direct route between points. Most devices also
allow the creation of custom waypoints and points
of interest (POI). Identifying these waypoints or
POls can help an examiner in understanding why
the user moved through certain areas and what
areas they were planning on visiting in the future.
In most cases it is also possible to identify recent
location searches, identify the coordinates of a
home location, and possibly find information about
the owner of the device such as name and phone
number.

The functionality of GPS units has drastically
changed over the years as they have become
integrated into a large number of other electronic
devices. These units have become particularly
valuable to investigators who are trying to piece
together the timeline and movement of individuals
during commission of an offense. GPS technology
is most assuredly not perfect and an investigator
must be aware of the deviations that can occur in
data recordings due to errors introduced through
hardware or environmental issues.

GPS technology poses a great opportunity for
investigators, as it is a source of data that was
not so readily available and affordable to the public
only a few years ago. The data pulled from GPS
devices, which often incorporate more data types
than just GPS information, can be accessed and
examined typically in the same manner as one
would go about investigating data on a computer.
One can be assured that GPS technology will
remain a central part of many devices in the future
and it offers advantages to those on both sides of
the law; the game of cat and mouse has escalated
with technology and the GPS receiver is commonly
involved in the chase.

5.1 TomTom and TomTology software

The TomTom devices are very similar to the other
mobile GPS receivers one might encounter in the
field. Data is stored via internal flash memory
and some units allow an increase to the maximum
available memory with the use of an SD card.
Hooking the GPS device up to a computer via a
USB cable allows a person to view the contents of
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the memory on the computer as though it were a
removable drive.

TomTom has a number of different GPS
models available for purchase with several different
features existing on the various models. An
examiner who is familiar with the devices or at
least able to do a short bit of research on the
device collected for evidence, can determine what
features are present on the specific model. Most
devices contain an owner’s information screen
where the owner can input personal contact details
in case the device becomes lost. Reviewing this
screen may reveal name, phone number, and
address of an individual.

TomTology 2 simplifies the search of TomTom
devices a bit by presenting data in a friendly
looking user interface and can automatically mine
the device’s memory to collect relevant data on
the device. Data can be exported and viewed
in Google Earth so an investigator can gain a
nice visual representation of the path traveled.
TomTology is a nice tool for the examiner as a
means to collect data in a consistent and usable
manner. The only downfall is that it only works
on TomTom GPS devices and in the past number
of years there have been a number of other
companies that have gained a good portion of the
market of mobile GPS devices. An investigator
may find the software being used sparingly as
devices from other manufacturers are being seen
more during the collection of evidence.

5.2 DelLorme’s Earthmate PN-40

The PN-40 3 by itself is much like any other GPS
receiver marketed for the outdoor enthusiast and

Fig. 3. DelLormes
Earthmate PN-40

contains the usual data that would be collected
from similar devices, such as tracks, routes,
waypoints, and points of interest. The device is
capable of being loaded with map types other than
the typical vector map data this is commonly found
on the GPS receiver. This ability alone does not
make it more complex to examine, but it becomes
a bit more unique against the competition when
paired with DeLorme’s Topo USA.

Topo USA 4 is an in depth application that allows
users to make additions to the data sets and save
them to transparent draw layers. This draw layer
can then be imported into the PN-40 seamlessly
making the data set look as though it is part of the
original data set on the GPS receiver. An individual
can create a trail that looks like any other, import it
to the device, and just looking at the GPS receiver
one would assume that the trail was valid. This
trail may actually carry a hidden meaning that is
only known to the creator of the trail, or select
individuals.

The casual observer would not be able to tell that
the data was not originally there, but an examiner
could look at the data layers to see data has
been imported into the device and a draw layer
would give good reason to analyze further. If
the examiner is suspicious of the draw file for
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Fig. 4. Topo USA application.

a particular area they may decide to check the
other map data layers out for the particular location
shown.

6 Conclusion and Future Work

An investigator needs to be familiar with the
reporting accuracies being used by the GPS
receiver. Modern GPS usage is not impaired by
the Selective Availability that was implemented by
the United States military, but knowing whether the
receiver was utilizing data in a 2-D, 3-D, WAAS
or LBS capacity, and the location of the satellites
being used for the fix can have a significant impact
on the precision of the data log. The accuracy
of the data is relevant to the hardware in the
GPS receiver as well. Some GPS devices utilize
antennas that are more sensitive, or have faster
processors, and are capable of getting a satellite
lock even inside buildings. It is possible that the
GPS receiver was at a specific point in time yet is
unreported on the data log because it was unable
to lock onto satellites.[5] The functionality of GPS
units has drastically changed over the years as

they have become integrated into a large number of
other electronic devices. These units have become
particularly valuable to investigators who are trying
to piece together the timeline and movement of
individuals during commission of an offense. It is
important that the focus of the examination does
not rely only on the GPS data collected from
devices, but incorporates the findings into the other
aspects of the investigation. GPS technology is
most assuredly not perfect and an investigator
must be aware of the deviations that can occur in
data recordings due to errors introduced through
hardware or environmental issues. In these
paper manly the devices used in the USA were
investigated. In future, the investigation of the
devices used in Europe could be described, such
as Garmin.
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ABSTRACT

This paper is a summary of a novel approach for automatic
repair of corrupted files in study under review [1]. Study
presents a lightweight approach that modifies execution of a
file viewer, forcing it to open corrupted files. File viewer is
referred as a black box that makes this technique file format
independent and only requires access to a program binary.
According to original authors’ results, rate of successfully
opened corrupted files in combination with other existing
file repair tools was increased. Approach was implemented
and evaluated for PNG, JPG and PDF files.

Keywords
File repair, execution hijacking, black box testing, program
instrumentation

1. INTRODUCTION

A corrupted file may occur due to a defect or a bug in the
software used to process files or at other times a failure of
storage media. In many cases these files are not significan-
tly corrupted but only have small corruptions in important
parts of the file that prevent file viewer from opening it.

Corrupted file cannot be reconstructed to its original form.
However, it is possible to make it usable by reconstructing
it to be sufficiently similar to its original. If the file contains
most of information contained in the original and a valida-
tion program opens it without crashing or error, attempted
file repair can be considered successful.

Paper in review is presenting Force Open, an approach for
automatic file repair that has many advantages over existing
approaches to file repair. It does not modify the corrupted
file but instead modifies execution of a file viewer, forcing
it to open a corrupted file. Force Open is also a black box
approach as it is file format independent and only requires
access to a program binary.
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2. RELATED WORK

Most similar research to the one reviewed here is Docovery
[2], a novel document recovery technique based on symbolic
execution that makes it possible to fix broken documents
without any prior knowledge of the file format. However,
Docovery is not a complete black box approach since it re-
quires access to source code of used file viewer. It is also
much more expensive approach as it requires symbolic exe-
cution.

Similar to the approach presented in this article is technique
for automatic input rectification [3]. Its learning phase is
also based on collecting information about typical inputs
that an application is highly likely to process correctly. Ne-
vertheless, their approach modifies input data by sanitazing
it while Force Open approach modifies program execution.

Other research carried out in area of file repair is specific to a
single file format and therefore requires in depth knowledge
of that specific file format [4] [5].

3. FORCE OPEN

In this section we present some basic concepts to file repair,
Force Open approach and evaluation of results.

3.1 Preliminaries

In order to understand the problem we first have to define
what is a file corruption. A general definition may be that a
file is defined to be corrupted when it contains any form of
error. This definition is too broad. For example, a picture
may have a single pixel changed and we would not notice
anything. This kind of corruption is therefore of little rele-
vance.

In context of this paper, a file is corrupt if it violates at least
one of file format specification constraints. A repaired file
should contain useful data and it should not lead to false
information. Thus a successful file repair must contain as
much information as the original file as possible and intro-
duce as little false information as possible.

Most common approaches to file repair try to modify corrup-
ted file so that it meets all constraints. To achieve this, one
first has to find all constraints and then solve them in a way
that retains as much of original file as possible. Constra-
int solving can be also highly expensive if file specification
introduces complex constraints.



‘ file starts with

1378078 71
131026 10 7
try false
continue
execution Error!

for png

Figure 1: Checking a PNG file signature in a pro-
gram execution.

Force Open takes advantage of the fact that satisfaction of
these constraints are often disclosed in execution of a file
viewer. So, if a checksum constraint is satisfied, file viewer
will always take same branch. Take for an example a valid
PNG file. World Wide Web Consortium issued a PNG spe-
cification [6] that declares following file signature constraint:

"The first eight bytes of a PNG datastream always con-
tain the following (decimal) values: 137 80 78 71 13 10
26 10”

A file that does not meet the constraint above, e.g. a file
that starts with 137 80 78 72 13 10 26 10 will produce an
error. Valid files meet the constraint and the program will
always take the true branch (Fig. 1).

Files of same file format share many similar constraints, not
only file signature. File viewers make integrity checks to de-
cide if file is valid or corrupted in order to prevent unwanted
behaviour such as segmentation faults or security vulnera-
bilities. A file viewer may thus refuse to open corrupted file
even though the file might still be useful if this check is sim-
ply skipped. Force Open modifies execution path of the file
viewer by forcing execution of branches that would follow
an uncorrupted file. To achieve this goal, the tool has to
be trained by opening many valid input files with a file vie-
wer and collecting information about these executions. The
program then forces execution of the file viewer to open any
corrupted file. It does not require access to source code of
the instrumented program as it uses binary instrumentation
and execution hijacking.

3.2 File repair

Let I be a set of inputs and O a set of outputs. Both are
infinite sets of finite binary sequences, i.e. I may contain bi-
nary sequence that represent JPEG file, and O may contain
a binary sequence that is sent to output components, such
as RGB values for each pixel.

We further define a specification S : I — O to map inputs to
outputs. An input file i is valid for a specification S if S(7)
is defined, otherwise i is invalid. In practice, for any invalid
input file program returns an error message. If program fails
to detect an invalid file it may also throw a runtime error

and crash.

As described in subsection 3.1 a file may become invalid even
with minor modifications to it. Consequently file will not
be opened in most implementations that follow file format
specification.

Most existing approaches to file repair aims to modify inva-
lid file and turn it into a valid with least modifications to
original as possible. As described in Section 3.1 this can be
hard work due to complex constraints in file format specifi-
cation.

3.3 Force Open approach

Program works in two phases. The first is called training
phase and the second force open phase. Both are described
into details in following sections. Fig. 2 illustrates complete
Force Open workflow.

3.3.1 Training phase

In this phase program collects information about branches
taken by the file viewer during execution with valid input
files. It records branch locations in viewer program (so-
urce) and locations of instructions that are executed after
branching (dest). For this purpose we call the BranchTrace
algorithm (Algorithm 1). It returns a tuple (source, dest)
for every branch in execution path. Next, we need a train-
ing algorithm that gathers information from executions with
many different valid input files and combines it in a purpo-
seful way.

Algorithm SameBranchBehaviour (Algorithm 2) runs Bran-
chTrace for every input file and stores returned branches.
It then removes all branches that have same source but di-
fferent dest. So the algorithm returns only branches that
always have same outcome for all valid files.

3.3.2  Force open phase

The ForceOpen algorithm (Algorithm 3) takes a file viewer
program, a file and a list of branches as input. It uses exe-
cution hijacking to force the behaviour of the file viewer to
execute branches leading to successful opening of files. The
list of branches is intended to be the result of the Same-
BranchBehaviour algorithm. ForceOpen checks all branches
in the file viewer and for each one checks if it is contained in
the list of branches obtained during the learning phase. If
so, the branch is replaced by an unconditional jump to de-
stination (dest) for that specific branch. After all branches
are verified, the modified program is executed with input file
as argument.

3.4 Implementation

Force Open was implemented using the Pin framework [7]
that enables writing custom dynamic instrumentation tools,
called pintools, that work on x86 and x86-64 binaries. By im-
plementing BranchTrace and ForceOpen as pintools in C++,
Force Open approach becomes a black box approach. Pin-
tools also work directly on binaries so the approach does not
require source code of the viewing program.

Force Open approach starts with a BranchTrace pintool that
takes a program and corresponding program arguments as
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Algorithm 1 Branchtrace

function BRANCHTRACE (program, file)
branches +— empty list
for all branch in the execution of PROGRAM(file)
do
source ¢ location of branch
dest +— destination taken by branch
append (source, dest) to branches
end for
return branches
end function

input. It then inserts a function call after each conditional
jump and so it records jump locations and instruction lo-
cations that will be executed next. Lastly it executes the
program and stores jump locations to a file.

In general, address space of jump instructions changes from
one execution to the other. Therefore it is not possible to
identify jump instruction only from memory address. In-
stead, name of module where jump instruction is stored to-
gether with offset to the base address of the module, is used.

4. EVALUATION

In this section we present evaluation results of Force Open
approach for PNG, JPG and PDF file formats.

4.1 Test conditions and environment

Authors of the original paper used a testing machine with
3.4 GHz Intel Core i7-4770 CPU and 32 GB of DDR3-RAM.
It ran a 64-bit Linux distribution. Total time, CPU-time,
maximum and average memory usage were measured with
the Python script. To increase usability, the process of a file
viewer was killed if it took too long to open the file.

Algorithm 2 SameBranchBehaviour

function SAMEBRANCHBEHAVIOUR( filelist, program)
branches « {}
for all file € filelist do

temp_branches <~ BRANCHTRACE(program, file)

branches < branches U temp branches
end for
for all (source,dest) € branches do
for all (source,dest2) € branches
where dest # dest2 do
branches < branches\ (source, dest)
branches < branches \ (source, dest2)
end for
end for
return branches
end function

Algorithm 3 Force Open

function FORCEOPEN(program, file, branches)
for all branch in program do
source + location of branch
if source is a key in branches then
dest + branches[source|
replace branch in program with goto dest
end if
end for
PROGRAM( file)
end function




Algorithm 4 Corrupt

function CORRUPT(program, file,n)

repeat
copy < file
position <y q.r. {0,size(file) —n}
copy [position : position +n — 1]  + random
data

until PROGRAM (copy) fails
return copy
end function

Feh image viewer [8] was used for opening PNGs and JPGs
and pdftotexrt Linux command-line utility for PDF's. Results
from Force Open for PNGs and JPGs were compared with
results of PixRecovery [9], a commercial data recovery pro-
gram for damaged image files, and for PDFs with results of
pdftk [10], a command-line tool for manipulating PDFs.

4.2 Corrupted files generation

According to the definition of file corruption from 3.1 we
need files that violate at least one of file format specifica-
tion’s constraints. Algorithm Corrupt (Algorithm 4) takes
a program, a file and a number n of corrupted bytes as in-
put. It then creates a copy of the file, chooses a random
byte-aligned position between 0 and size of the file and then
at that position overwrites n bytes with random data. In
the end program returns only copy of files that file viewer
fails to open.

43 PNG

200 valid PNGs files of different sizes were used for tra-
ining set. Test set consisted of PNG files corrupted with
the Corrupt algorithm with corruption sizes of 2* bytes for
ke€0,1,2,3,4.

Training phase needed 35 min to complete and was using
182.39% of the CPU with a maximum memory usage of 167
MB. Results are summarized in Fig. 3. According to expec-
tation, rate of successfully opened files decreases as the num-
ber of corrupted bytes increases. It took on average around
15 s of CPU time to open (or fail to open) one image with
1-byte corruption and around 67 s for 16-byte corruptions.
Average memory usage was around 250 MB.

Repair rates of Force Open and PixRecovery are compara-
ble. Moreover, number of files that are only repaired by
Force Open is larger than the overlap between both tools
(Fig. 5). Hereby Force Open can be used to significantly
improve existing heuristics.

PNG format supports lossless image compression and con-
sists of an 8-byte file header and a series of chunks. Each
chunk is composed of a 4-byte length field, a 4-byte type fi-
eld, data chunk and a 4-byte CRC checksum. Some chunks
are critical to decode a PNG file correctly such as IHDR,
PLTE, IDAT and IEND. IHDR chunk is the first chunk and
it defines attributes such as image dimensions and colour
type. PLTE chunk contains colour palette, IDAT chunk
contains actual image data, which is the output stream of
the compression algorithm and IEND chunk marks end of
the file.

Fig. 4 represents types of corruptions for repaired PNG files.
We see that certain types of corruptions are handled better
than others. As expected, data that is always the same for
most files is always repaired.

44 JPG

For training set 79 valid JPG files of different sizes were
used. Test set consisted of JPG files corrupted with Corrupt
algorithm with corruption sizes the same as for PNG.

Training phase needed 6.2 min to complete and was using
133.90% of the CPU with a maximum memory usage of 26
MB. Number of repaired files with Force Open and PixReco-
very is shown in Fig. 3. Once again success rate decreases as
the number of corrupted bytes increases. It took on average
around 19 s of CPU time to open a file with a maximum
memory usage of approximately 50 MB.

PixRecovery has higher repair rates but Force Open repaired
some files that PixRecovery did not (Fig. 5) so the overall
repair rate can increase significantly if both tools are used.

4.5 PDF

Training set consisted of 168 text based PDF files (PDFs
converted to text with pdftotext command-line utility). Again
files were corrupted with Corrupt algorithm with the same
corruption sizes as for PNG and JPG. Output of Force Open
was then compared to the output of pdftotezt on original file
using Levenshtein distance as a metric. Levenshtein distance
of produced output and output from pdftotext is zero if the
file is either completely repaired or not at all.

Training phase needed 4 h and 44 min to complete while
using 216% of the CPU with a maximum memory usage of
115 MB. Results are shown in Fig. 3. As expected, number
of repaired files again decreases as the number of corrupted
bytes increases. Time to open (or fail to open) one file is on
average 7 s of CPU time with a memory usage of less than
90 MB.

When comparing results of pdftk and Force Open approach,
the first is much more successful for larger corruptions and
comparable for single byte corruptions (Fig. 3). Overlap
of repaired PDFs is small but as Force Open still repairs
additional files it can be used as combination to improve
overall results.

5. CONCLUSION

After having read and discussed the topic, we are able to
conclude that Force Open is a lightweight approach for re-
pair of corrupted files without the need of resource expensive
techniques such as symbolic execution. At this expanse the
program is not transferable between different version of file
viewer binary neither computer architectures and the lear-
ning phase needs to be taken for each individually. Ano-
ther part that should be considered is to sandbox modified
application to prevent potential harm if binary file data is
executed. Altogether authors showed that Force Open can
be used to significantly improve success rate of repaired files
in combination with existing tools.



Corrupt Number Repaired files

bytes of files Force Open (FO) Ref. Tool (RT) FO and RT only FO only RT

PNG 1 597 306 (51.26%) 207 (34.67%) 144 (24.12%) 162 (27.14%) 63 (1055%)
2 624 305 (48.88%) 174 (27.88%) 119 (19.07%) 186 (29.81%) 55 (8.81%)
4 612 215 (35.13%) 155 (2533%) 88 (14.38%) 127 (20.75%) 67 (10.95%)
8 632 129 (20.41%) o8 (15.51%) 16 (7.28%) 83 (13.13%) 52 (8.23%)
16 630 54 (857%) 58 (921%) 25 (3.97%) 29 (4.60%) 33 (5.24%)
1-16 3095 1009 (32.60%) 692 (22.36%) 422 (13.63%) 587 (18.97%) 270 (8.72%)

JPG 1 248 37 (14.92%) 58 (2339%) 9 (3.63%) 28 (11.29%) 49 (19.76%)
2 256 30 (11.72%) 45 (17.58%) 14 (5.47%) 16 (6.25%) 31 (12.11%)
4 249 20 (8.03%) 34 (13.65%) 6 (2.41%) 14 (5.62%) 28 (11.24%)
8 253 14 (5.53%) 25 (9.88%) 3 (1.19%) 1 (435%) 22 (8.70%)
16 255 6 (2.35%) 44 (17.25%) 1 (039%) 5 (1.96%) 43 (16.86%)
1-16 1261 107 (8.49%) 206 (16.34%) 33 (2.62%) 74 (5.87%) 173 (13.72%)

PDF 1 312 30 (9.62%) 33 (10.58%) 3 (0.96%) 27 (8.65%) 30 (9.62%)
2 320 2 (6.88%) 41 (12.81%) 3 (0.94%) 19 (5.94%) 38 (11.88%)
4 349 16 (458%) 49 (14.04%) 0 (0.00%) 16 (458%) 49 (14.04%)
8 358 9 (251%) 48 (13.41%) 2 (0.56%) 7 (1.96%) 46 (12.85%)
16 384 8 (2.08%) 59 (15.36%) 5 (130%) 3 (0.78%) 54 (14.06%)
1-16 1723 85 (4.93%) 230 (13.35%) 13 (0.75) 72 (4.18%) 217 (12.59%)

Figure 3: Results showing number of files repaired with Force Open (FO) and a Reference Tool (RT), which
is PixRecovery for PNG and JPG, and pdftk for PDF.
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POVZETEK

Deduplikacija razdeli datoteke na fragmente, ki so shranjeni
v skladis¢u za drobce (ang. chunck repository.) Drobci, ki
so sorodni za vecje Stevilo datotek, so shranjeni le enkrat.
S perspektive racunalniske forenzike so podatki z naprav, ki
uporabljajo deduplikacijo tezko obnovljeni, potrebno je po-
sebno znanje, kako tehnologija deluje. Proces deduplikacije
spremeni celotno datoteko na organiziran niz fragmentov.
Do nedavnega je bila ta tehnologija uporabljena le v podat-
kovnih srediscih, kjer je bila uporabljena za zmanjSevanje
porabe prostora rezervnih kopij. Zdaj je ta dostopna v od-
prtokodnih paketih kot je OpenDedup, ali pa kot sistemski
dodatek operacijskega sistema. Tak primer je Microsoft z
dodatkom v Windows 10 Technical Preview. Orodja, s ka-
terimi se izvajajo preiskave, morajo biti izpopolnjena, da
zaznajo, analizirajo in obnovijo vsebino dedupliciranih da-
totecnih sistemov. Deduplikacija namre¢ doda dodaten sloj
k dostopu do podatkov. Ta sloj mora biti raziskan, da je za-
seg kot nadaljnja analiza izvedena pravilno. V tem c¢lanku je
predstavljena deduplikacija, ter uporaba v OpenDedup ter
na operacijskem sistemu Windows 2012.

Kljucne besede
deduplikacija, datotec¢ni sistem, forenzika

1. UVOD

Deduplicirani datote¢ni sistemi so bili do nedavnega upora-
bljeni le v produkcijskem okolju, zdaj pa so na voljo tudi
navadnim uporabnikom. Digitalna forenzi¢na preiskava ni
prisotna le v primerih racunalniSkega kriminala, vendar v
velikih primeru tudi pri preiskavah, ki v osnovni nimajo po-
vezave z racunalniki. V veliki ve¢ini primerov mora stro-
kovnjak pridobiti neke podatke z datotecnega sistema ali
jih obnoviti. Analize, kjer so prisotna podatkovna sredi§ca
so izvedene z njihovo pomocjo, da so podatki, v primeru
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deduplikacije, pravilno obravnavani. Vecji problem pri prei-
skavah predstavljajo uporabniski sistemi z deduplikacijo, kot
recimo Windows 10 Technical Preview — 2016. Brez vedno-
sti o prisotnosti dedupliciranih enot na pomnilniski enoti, je
podatke z nje tezko, v¢asih tudi nemogoce pridobiti.

Uporaba dedupliciranih datotecnih sistemov da konc¢nemu
uporabniku najboljse rezultate v primeru hranjenja prostega
prostora. Z uporabo enostavnega deljenja pri Microsoftu [1]
je bilo shranjevanje datotek kot so PDF datoteke za 9,96%
boljse, pri Office-2007 dokumentih (docx) pa kar 35,82%.
Clanek vsebuje poglavje Sorodna dela, kjer predstavitev so-
rodnih del na podro¢ju. Temu sledi poglavje o deduplikaciji
sami. Temu poglavju sledi poglavje o orodju Opendedup,
nato pa Se poglavje o Windows 2012. Zadje poglavje je za-
kljucek.

2. SORODNA DELA

Deduplikacija je predstavljena s stalis¢a algoritmov ter nji-
hove uéikovitosti pri izdelavah varnostnih kopij [2]. Prav
tako je ta tehnika uporabljena v analizi spomina pametnih
telefonov. Uporabljena je za zaznavanje podvojenih strani,
saj strani v bliskovnem pomnilniku (ang. Flash) ob spre-
membi podatkov niso izbrisane in prepisane, ampak je ustvar-
jena nova stran, kamor so posodobljeni podatki tudi shra-
njeni [5]. Stevilo uporabnikov pametnih telefonov je v dana-
Snjem casu zelo veliko, ker pa vsebujejo pomembne osebne
podatke je preiskovanje takih naprav zelo pomembno. Prav
tako pa je predstavljena raziskava, ki trdi da je uporaba
deduplikacije dobra pri zmanjSevanju potrebnega prostora
za arhiviranje digitalnih dokazov [3]. Vsaka raziskava ima
veliko koli¢ino podatkov, katere je potrebno pregledati ter
spraviti. Za to bi bilo potrebno imeti veliko prostega pro-
stora, vendar se z uporabo deduplikacije ta koli¢ina zmanjsa.
To pa ni¢ ne spremeni podatkov, ter ne vpliva na njihovo
kredibilnost in so lahko prosto predstavljeni na sodiscu.

3. DEDUPLIKACIJA

Deduplikacija je proces ki zmanjsuje koli¢ino podvojenih po-
datkov na napravi. Izvaja se lahko na nivoju datotek ali
posameznih blokov. Uporabljena je lahko na ve¢ razli¢nih
podroc¢jih. Primer tega je podatkovna deduplikacija, ki je
uporabljena v arhivih ter varnostnih kopijah, medtem ko je
omrezna uporabljena za zmanjSevanje pasovne Sirine.

Proces deduplikacije je lahko izveden na dva razliéna na-



¢ina. V prvem je proces izveden neposredno ali takoj (ang.
in-line), kar pomeni, da so podatki deduplicirani pred shra-
njevanjem. Ta nac¢in uporablja odprtokodni OpenDedup. V
drugem primeru, ki se mu rece po procesna deduplikacija
(ang. post process), pa je proces izveden na podatkih, ki so
ze shranjeni. Proces pa se izvede na podlagi parametrov, kot
so starost, tip in pogostost uporabe dolocene datoteke. Ta
nacin pa je uporabljen pri Microsoft Windows Server 2012.

Proces deduplikacije se izvede na celotni datoteki, z name-
nom odkritja podvojenih delov, proces je opisan na sliki 1.
Vsaka datoteka je razdeljena na fragmente imenovani delci
(ang. chunk). Za vsake delec je izracunana zgoscevalna
vsota (ang. hash), pri OpenDedup je uporabljen algoritem
SipHash, za Microsoft pa SHA256. Vse nove vsote so shra-
njene v podatkovno bazo skupaj s kazalcem na mesto v skla-
dis¢u za delce, kamor je shranjen relativni delec. Vsaka iz-
med teh vsot predstavlja dolocen del prvotne datoteke. Po-
stopek rekonstrukcije prvotne datoteke po deduplikaciji se
imenuje rehidracija.

Problem s katerim se srecujejo pri uporabi deduplikaciji je
izguba delcev. Vsak delec je shranjen le enkrat. Ce se iz-
gubi delec, ki je skupen vecjemu stevilu datotek se datotek,
ki so uporabljale ta delec, ne da rekonstruirati. Za reSeva-
nje tega problema Microsoft uporablja tehniko veckratnega
shranjevanja najpogosteje uporabljenih delcev, OpenDedup
pa uporablja SDFS datotec¢ni sistem, ki uporablja ve¢ voz-
lis¢, delec pa je shranjen v ve¢ njih.

Delci imajo lahko fiksno dolzino, po navadi med 32 in 128
kB, ali variabilno. Pri uporabi fiksne dolzine je racunanje
vsot enostavnejse, prav tako tudi organizacija. Sprememba
datoteke, tudi ce zelo majhna, pomeni razlicno razdelitev
na delce, kar pomeni tudi razli¢na vsota. Algoritmi, ki upo-
rabljajo variabilno dolzino temeljijo na dolocanju delcev s
pomocjo prstnih odtisov v tekstu. V primeru da je datoteki
dodan le majhen delcek, se to pozna le na delcu, ki vsebuje
dodan del. Za prepoznavo odtisov je uporabljen Rabin algo-
ritem [6], ki uporablja drsece okno fiksne dolzine bajtov in
racuna vrednost odtisa z uporabo polinomov. Deduplicirani
sistemi za delitev datotek uporabljajo te posebne vzorce pr-
stnih odtisov. Zaradi tega je mogoce obnoviti pogoste delce
v podobnih datotekah.

4. OPENDEDUP

Prvi predstavljen datote¢ni sistem z deduklipacijo je SDFS
datotecni sistem, ki je uporabljen v OpenDedup. SDFS je
tako imenovani datoteéni sistem v uporabniskem program-
skem prostoru (ang. Filesystem in Userspace - FUSE). S
SDF'S lahko tako ustvarimo virtualni datoteéni sistem, ki
deluje nad tradicionalnim datote¢nim sistemom, kamor se
tudi shranjuje spodaj lezeca struktura. Ko pa SDFS pri-
klju¢imo v sistem, se ta obnaSa kot tradicionalni datote¢ni
sistem, preko katerega lahko dostopamo do dedupliciranih
datotek.

Poleg moznosti shranjevanja podatkov oziroma delcev na lo-
kalnem datote¢nem sistemu pa SDFS omogoca tudi hranje-
nje podatkov na enem izmed ponudnikov objektne hrambe
(AWS S3, Glacier, Google Cloud Storage, Azure Blob Sto-
rage, ...), kar pa lahko otezi forenzi¢no preiskavo, ¢e nimamo
na voljo vseh delcev.
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Slika 1: Proces deduplikacije.
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Slika 2: Spodaj lezeca struktura datotecnega sis-
tema SDFS.

4.1 Struktura

Osnovna struktura sistema, ki je privzeto shranjena v /op-
t/sdfs/volumes/<volume_name>/, je prikazana na sliki 2.
Sama struktura je razdeljena na pet map. V mapi files se
nahaja kopija datotek in map, same datoteke v tej mapi pa
vsebujejo metapodatke o originalni datoteki in kazalce, ki so
potrebni za rekonstrukcijo datoteke.

Ko si ogledamo vsebino ene izmed teh datotek, ki je prika-
zana v tabeli 1, lahko ugotovimo iz podpisa datoteke (ozna-
¢eno z modro), da gre za JavaSerialization protokol. Tako
lahko sklepamo, da je v datoteki shranjen serializirana java
struktura. Iz rozno obarvanega dela, pa lahko razberemo
tudi, da gre v tem primeru za ponutdnika OpenDedup, ver-
zijo 3.7.0 (oznaceno z zeleno) in Se bolj specificno za ra-
zred org.opendedup.sdfs.io.MetaDataDedupFile. Kaj vse
to¢no je zapisano v datoteki poleg velikosti (oznacene z ru-
meno), pravic in lastnika, si lahko pogledamo v izvorni kodi,
ki je na voljo na Github [4].



Naslov  Sestnajstiski zapis Tekst

0x000 aced 0005 7372 0027 6£72 672e 6£70 6566  |....sr. org.open
0x010 6465 6475 702e 7364 6673 2e69 6f2e 4d65 dedup.sdfs.io.Me
0x020 7461 4461 7461 4465 6475 7046 696c 65c0  taDataDedupFile.
0x030 2d48 41c2 73c0 350c 0000 7870 7a00 0001

0x040 O7£f £fff £Eff £Eff ££00 0000 0000 0159

0x050 da00 0001 6353 e5f7 1000 0001 6353 e5f7

0x060 1001 0101 0000 0000 0000 0024 6534 3834

0x070 3232 3338 2d35 6338 312d 3438 3137 2d61  2238-5c81-4817-a
0x080 6139 322d 3163 6365 3339 3666 3363 3362 a92-1cce396£3c3b
0x090 0000 0024 3863 6333 6565 6562 2d66 3836  ...$8cc3eceb-£86
0x0a0 322d 3434 3662 2d61 6336 382d 6634 6465 2-446b-ac68-fdde
0x0b0 3337 3235 6263 3538 0000 0054 0000 0000  3725bc58...T....
0x0c0 0004 0000 0000 0000 0001 6000 0000 0000 .
0x0d0 0000 0000 0000 0000 0002 a000 0000 0004

0x0e0 6e6f 6e65 ffff ffff ffff ffff ffff ffff

0x0£f0 ffff ffff ffff ffff ffff ffff fEFff fEFF

0x100 £EEf £fff TEff fEff fEff TEff fEff £Ef

0x110 0000 0000 0000 0000 0000 0000 0800 0000

0x120 0000 0000 0001 0000 0007 B3ZENSTIENI02e

0x130 3000 0000 0000 0000 0000 0081 b400 O1ff

0x140 ffff ffff ffff ££00 78

Tabela 1: Vsebina datoteke dog. jpg v mapi files.

" 4842238 -5c81-4817-3a092- | ‘
1cce396i3c3b B

e4342233-5c81-4817-aa02-
1cce396f3c3b map

Slika 3: Struktura mape ddb.

Najbolj pomemben podatek ¢e zelimo datoteko ro¢no rekon-
struirati je unikaten identifikator oznacen z oranzno barvo.
S pomocjo tega indentifikatorja lahko v mapi ddb najdemo
datoteko z istim imenom in konénico .map. Ta datoteka vse-
buje seznam zgoscenih vrednosti delcev iz katerih so same
datoteke sestavljene. Struktura mape je taksna kot je pri-
kazana na sliki 3 in sicer datoteke so razporejene po mapah
glede na prvi dve ¢rki indentifikatorja, znotraj teh, pa se
nahajajo mape z celotnim unikatnim indentifikatorjem, ki
vsebujejo datoteke .map.

Vsebina datoteke .map je sestavljena iz po vrsti urejenih
zaporednih vnosov (Slika 4), ki vsebujejo zgosteno vrednost
delca in indeks v strukturo delcev, s pomocjo katerega lahko
najdemo datoteko, ki vsebuje delec.

Za preslikavo med zgoS$c¢enimi vrednosti in indeksom s kate-
rim lahko najdemo delce datotek lahko uporabimo tudi po-
datkovno bazo RocksDB. Ta podatkovna baza vsebuje vse
izracunane zgoScene vrednosti delcev na sistemu, podatke pa
hrani v mapi /opt/sdfs/volumes/<volume_name>/chunk-
store/hdb. Kljuci v tej podatkovni bazi predstavljajo zgo-
S¢ene vrednosti delcev, vrednosti pa indekse v strukturo
delcev, ki se nahaja v mapi /opt/sdfs/volumes/<volume_-
name>/chunkstore/chunks. Podatkovna baza se primarno
uporablja za iskanje duplikatov delcev in sledenje stevilu re-
ferenc na delce. SDFS s pomocjo podatkovne baze tako
skrbi, da se delci na datotecni sistem zapiSejo le enkrat in
da neuporabljene delce brise iz sistema.

‘ duplikat (1 byte) | 2zgoéena vrednost (dolZina vrednosti) | rezervirano (1 byte) | Lokacija zgo£éene vrednosti (8 bytov) ‘

Slika 4: Struktura vnosa v .map datoteki.

4282600678468695242 map
4282600678468695242 md

Slika 5: Struktura mape chunks.

Zgostene vrednosti so v novejsih verzijah OpenDedupe (3.5.0
in novejse) privzeto izratunane s algoritmom SipHash 128,
pred tem pa so bile izracunane z Murmur3. SDFS pa vklju-
cuje tudi druge algoritme, ki jih je mo¢ specificirati v kon-
figuracijski datoteki, toda se priporoca uporaba hitrejsih al-
goritmov kot SipHash.

Da s pomocjo indeksa v strukturo delcev najdemo sam de-
lec moramo Sestnajstiski zapis (3B6EDAA0TAF934CA) tega
pretvoriti v desetiskega (4282600678468695242). S pomocjo
prvih treh stevk desetiskega zapisa lahko potem v strukturi
chunks, prikazani na sliki 5, najdemo pravo mapo (428) v
kateri se nahajajo tri datoteke.

Datoteka .map ponovno hrani vrednosti oziroma vnose, ki
vsebujejo zgosceno vrednost delca in vrednost, ki pa pred-
stavlja odmik od zacetka datoteke oziroma naslov na kate-
rem se nahajajo podatki delca v datoteki brez koncnice. Za
rekonstrukcijo datoteke je tako potrebno za vsak delec najti
indeks v strukturo delcev in v datotekah poiskati lokacijo in
dolzino samega delca ter te delce nato zdruziti skupayj.

4.2 Forenzi¢na analiza

Za zaseg naprav, ki uporabljajo deduplicirane datotecne sis-
teme, imamo nekaj moznosti. Najlazja je seveda, da za-
sezemo celoten sistem ali pa forenzi¢no analizo opravimo
kar na prizganem sistemu in datoteke preprosto prenesemo.
Naslednja moznost je, da zabelezimo vse podrobnosti in
konfiguracijo sistema, kot na primer konfiguracijsko dato-
teko /etc/sdfs/<volume_name>-volume-cfg.xml. S pomo-
¢jo konfiguracije lahko potem kasneje sistem repliciramo in
dostopamo do podatkov, kot bi dostopali pri originalnem sis-
temu. Enako lahko seveda storimo, ko imamo za forenzi¢no
analizo na voljo le pomnilniski medij, toda moramo v tem
primeru sprva identificirati uporabljen datotecni sistem za
deduplikacijo in potem poskusiti sistem replicirati.

V primerih ko konfiguracije sistema ne moremo replicirati
lahko datoteke poskusimo rekonstruirati ro¢no ali s pomocjo
kaksnega orodja. Zal pa obstojeca orodja za analizo datotec-
nih sistemov trenutno ne podpirajo dedupliciranih datotec-
nih sistemov in tako niso v veliko pomo¢ pri sestavljanju ali
izlu§¢evanju datotek iz delcev. Pomagamo si seveda lahko s
razlago oziroma analizo sistema kot je predstavljena v prej-
$njem poglavju in poskusimo datoteke sestaviti ro¢no, toda
nam delo lahko otezi omogoceno stiskanje ali enkripcija del-
cev. Pri sestavljanju datotek pa je pomembno, da smo po-
zorni na verzijo sistema, saj so lahko razlike med verzijami
velike. Glede na to, da se datotecni sistemi z deduplikacijo
ponavadi uporabljajo za vecje koli¢ine podatkov, to ni naj-
bolj smiselno. Pomagamo si seveda lahko z avtomatizacijo
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Slika 6: Imeniska struktura deduplikacije v Windows
2012.

postopka na podlagi informacij o strukturi podatkov, toda
tudi ta proces lahko vzame veliko ¢asa.

Rocna analiza tako pride v postev samo v skrajnih primerih
kot ob na primer korupciji datoteénega sistema. V naspro-
tnih primerih pa lahko konfiguracijske podatke poskusimo
razbrati iz samih datotek, ki jih imamo na voljo. Glavni pa-
rametri, ki jih moramo v tem primeru razbrati so velikost in
tip delcev, zgoscevalni algoritem, kljuc¢ tega in lokacijo del-
cev ter lokacijo podatkovne baze zgosc¢enih vrednosti. Ve-
likost in tip delcev lahko ugotovimo relativno preprosto z
analizo teh. Tako dokaj hitro ugotovimo ali so fiksne ali va-
riabilne velikosti in v slednjem primeru njihovo najvecjo in
najmanjSo velikost. Klju¢ zgoscevalnega algoritma najdemo
v .map datotekah, na algoritem pa lahko sklepamo s pomocjo
dolzine vrednosti ali pa poskusimo s privzeto vrednostjo.

S. WINDOWS 2012

Deduplikacija je v operacijskem sistemu Windows 2012 pri-
sotna le kot ena od moznih razsiritev sistema. V nasprotju z
OpenDedup ta ni vgrajena direktno v funkcionalnost dato-
teCnega sistema, pac pa deluje na vrhu sistem NTFS. Prav
tako se postopek ne izvaja med samim shranjevanjem ali
ustvarjanjem datotek, ampak se sprozi naknadno. Po de-
duplikaciji je prvotna datoteka z diska izbrisana, ohrani pa
se le v obliki razbitih delcev in niza zgoscenih vrednosti, ki
predstavljajo preslikavo med delci in njihovo lokacijo v da-
toteki.

5.1 Struktura imenikov

Proces deduplikacije v operacijskem sistemu Windows 2012
definira lastno imenisko strukturo, v kateri hrani vse po-
trebne informacije za delovanje. Struktura je prikazana na
sliki 6. Datotecni sistem te informacije hrani v skritem ime-
niku System Volume Information, ki se obi¢ajno nahaja v
korenskem imeniku pogona z datotec¢nim sistemom NTFS.
Tam se hranijo podatki, potrebni za obnovitev sistema, ure-
janje povezav in bliznic, indeksiranje za hitro iskanje, vse na-
stavitve, zapisi in stanje procesa deduplikacije pa so zapisani
v imeniku Dedup. V tem imenuku lahko dostopamo tudi do
shrambe posameznih delcev (ang. Chunkstore), na katere se
datoteke ob deduplikaciji razdelijo. Vsaka taksna shramba
je poimenovana z edinstvenim identifikatorjem, vsebuje pa
naslednje podstrukture:

Naslov Vsebina
0x00 CO 00 00 00 A0 0000 00

0x08 00 00 00 00 00 00 03 00
0x10 84 00 00 00 18 00 00 00
0x18 13 00 00 80 7C 00 00 00
0x20 01 02 7C 00 00 00 00 00
0x28 16 8F 09 00 00 00 00 00
0x30 00 00 00 00 00 00 00 00
0x38 E5 90 E4 2E FO 44 9A 4F
0x40 8D 59 D6 D8 A2 B5 65 2C
0x48 40 00 40 00 40 00 00 00
0x50 F5 F4 B2 C1 6E BO D1 01
0x58 01 00 00 00 00 00 01 00
0x60 00 50 00 00 01 00 00 00
0x68 01 00 00 00 08 05 00 00
0x70 €8 01 00 00 00 00 00 00
0x78 9C FC 06 75 EB 4E D1 0C
0x80 FD 13 F3 14 AA 1D B1 D3
0x88 8C BA 9C 19 E2 EF D5 12
0x90 B0 S8 CE'B1 FB 58 05 00
0x98 C1 AD 45 7A 00 00 00 00

Tabela 2: Tocka za vnovic¢no razélenjevanje v glavni
datotecni tabeli.

e Delci dedupliciranih datotek se nahajajo v imeniku
Data. Ti so lahko shranjeni v obliki, kot so predsta-
vljeni v prvotni datoteki, ali pa so dodatno zgosceni z
brezizgubnim stiskanjem.

e V imeniku Stream se nahajajo vsi nizi zgoscenih vre-
dnosti, ki kazejo na shranjene delce. Ti predstavljajo
preslikavo med delci in njihovo lokacijo v datoteki.

e Imenik Hotspot vsebuje varnostne kopije najbolj upo-
rabnih delcev. Ta zagotavlja redundantnost hranjenih
podatkov in minimizira verjetnost izgube.

Strukture, ki so analogne imenikoma Data in Stream, po-
gosto najdemo tudi v drugih resitvah deduplikacije, ime-
nik Hotspot pa je posebnost deduplikacije v Windows 2012.
Ce pride do napake in posledi¢ne izgube delcev, z vsebino
tega imenika zagotovimo, da lahko najpogosteje uporabljene
delce obnovimo in tako zmanjSamo velikost izgube.

5.2 Zapis v glavni datotecni tabeli

Obicajno se v datoteénem sistemu nahaja datoteka, ki hrani
lokacije vseh ostalih datotek, vklju¢no z svojo lokacijo. V
primeru NTFS je to datoteka Master File Table, v nadalje-
vanju MFT. Za vsako deduplicirano datoteko MFT vsebuje
vnos, ki hrani informacijo o lokaciji shrambe delcev.

Ti podatki so v MFT shranjeni v obliki tocke za vnovi¢no
raz¢lenjevanje (ang. Reparse Point), v nadaljevanju RP.
Oblika je prikazana v tabeli 2. Najpogosteje se ta funkcija
v operacijskem sistemu Windows uporablja za predstavitev
relacije med dvema datotekama, kjer ena sluzi le kot pove-
zava ali bliznjica do druge. V primeru deduplikacije RP na
odmiku 0x28 (oznaceno z roznato) vsebuje s Stirimi bajti
zapisano informacijo o dolzini prvotne datoteke, na odmiku
0x38 (oznaceno z oranzno) pa je s 16 bajti zapisan edinstven
identifikator shrambe delcev, na katere je bila ta razbita.
Na koncu (oznaceno z oranzno) pa najdemo Se kazalec na
glavo vsebnika nizov. Vnos v MFT torej predstavlja direk-
tno povezavo med zapisom o obstoju datoteke in lokacijo
deduplicirane razlicice datoteke.

5.3 Struktura datotek v shrambi delcev

Kot omenjeno v poglavju 5.1, glavna shramba delcev vsebuje
dodatne podstrukture. Datoteke v imenikih Data, Stream in
Hotspot so shranjene v obliki vsebnikov (ang. containers) s



<vsebnik niza> :=

<niz preslikav> := <preslikava> <niz preslikav> | <preslikava>
<preslikava> := <glava preslikave> <meta podatki> | <zgoS€ene vrednosti>
<zgoifene vrednosti> := <zgoZfena vrednost> <zgo3Zena vrednost> | <zgoSEZene vrednosti>

<glava datoteke> <tabela preusmeritev> <niz preslikav>

Slika 7: Struktura vsebnika niza preslikav.

<vsebnik delcev>
<delci podatkov>

:= <glava datoteke> <tabela preusmeritev> <delci podatkov>
:= <delec> <delci podatkov> | <delec>

<delec> := <glava delca> <podatki delca>

Slika 8: Struktura vsebnika delcev.
Naslov  Vsebina Naslov  Sestnajstiski zapis Tekst
0x00 43 6B 68 72 01 03 03 01 0x5000 43 6B 68 72 01 03 03 01 Ckhr .
01 00 00 00 ED A7 00 00
0x30 . 00 00 00 00 00 00 00 01 00 28 00 08 00 00 00
0x38 9C FC 06 75 EB 4E D1 0C 08 00 00 00 08 00 00 00
0x40 FD 13 F3 14 AA 1D B1 D3 02 00 00 00 00 00 00 00
0x48 8C BA 9C 19 E2 EF D5 12 ED DB 30 58 FA 7F 5C 19
0x50 50 58 CE B1 FB 58 OF 27 5C 89 FD 23 FE 97 FA 43
0x58 EB 47 3C 95 A2 30 E5 A5 58 B2 99 B4 FF 6B 40 6C
0x60 77 51 A6 31 DF FF CB 71 OB 8A BE 27 49 BB 28 7A
0x68 53 6D 61 70 01 04 04 01 5D 1A 7C 25 A5 A8 E7 CF
0x70 . 00 00 00 01 00 00 00 32 B8 58 6B BB 92 4C 9D
0x78 00 50 00 00 01 00 00 00 00 00 00 00 50 72 6F 6A  ....Proj
0x80 2E 5E 01 00 00 00 00 00 B5N63NTAN20NATATENTAN6S  ect Gute
0x88 ED DB 30 58 FA 7F 5C 19 BENG2065I7206TI27073120  nberg’s
0x90 5C 89 FD 23 FE 97 FA 43 [ACI61120/44169)76/69/6E  La Divin
0x98 58 B2 99 B4 FF 6B 40 6C 61 20 43 6F 00 10 00 00  a Co....
0xA0 OB 8A BE 27 49 BB 28 7A [BDI6D 6564696120064  mmedia d
0xA8 ED A7 00 00 00 00 00 00 69120144 6116EN7416502C i Dante,

Tabela 3: Vsebina vsebnika nizov.

konc¢nico .ccc. Vsebniki v Hotspot predstavljajo le najpo-
gosteje uporabljene vsebnike z imenika Data, zato obravna-
vamo le prvotne vsebnike v Data. Tu naredimo pregled nad
njihovo strukturo in vsebino:

5.3.1 Stream

Vsebniki v imeniku Stream so sestaveljeni s treh delov. Prvi
je imenovan Cthr in predstavlja glavo datoteke, drugi se
imenuje Rrtl in vsebuje tabelo preusmeritev, zadnji pa je
Ckht, v katerem je zapisan celoten niz preslikav. Sintaksa
datoteke je prikazana na sliki 7. Ce podrobneje pogledamo
v binarni zapis niza preslikav, prikazan v tabeli 3, lahko
najdemo doloc¢ene lastnosti strukture tega zapisa:

e Na zacetku zapisa se pojavi niz Chkr (ozneceno z mo-
dro).

e Zacensi z odmikom 0x30 od zacetnega niza se na vsa-
kih 64 bajtov pojavi nov zapis za posamezno zgo$¢eno
vrednost. Prvi zapis vsebuje le glavo datoteke (zna-
¢eno z roznato).

e Vsak nadaljnji zapis vsebuje absolutno pozicijo delca
v shrambi (oznaceno z rumeno) ter zgosceno vrednost
delca (oznaceno z oranzno).

5.3.2 Data

Tako kot vsebniki v imeniku Stream, so vsebniki v Data se-
stavljeni s treh delov; glave datoteke, tabele preusmeritev
in mnozice podatkovnih delcev. Sintaksa datoteke je prika-
zana na sliki 8. Ce se premaknemo na ustrezen naslov, v
binarnem zapisu, prikazanem v tabeli 4 najdemo naslednjo
strukturo:

Tabela 4: Vsebina vsebnika delcev.

e Ponovno se na zacetku zapisa pojavi niz Chkr (ozna-
&eno z modro).

e Na odmiku 0x0C (oznaceno z roznato) od zaCetnega
niza se pojavi zapis o velikosti delca.

e Za velikostjo ponovno sledi zgoScena vrednost delca
(oznag¢eno z oranzno), potem pa prvotni podatki (ozna-
¢eno z zeleno), ki so lahko stisnjeni ali pa ne.

5.4 Ostale lastnosti procesa

Delci datotek so lahko stisnjeni, ¢e je tako dolo¢eno v na-
stavitvah postopka deduplikacije. Delci datotek, ki stisnjene
podatke ze vsebujejo ali pa so Sifrirane, so s stiskanja izklju-
Ceni v vsakem primeru. Algoritem za stiskanje se imenuje
LZNT1 in je Microsoftova nadgrajena razli¢ica znanega al-
goritma LZ77 [7].

Proces deduplikacije se prozi periodi¢no, ¢as periode pa do-
lo¢i uporabnik in je zapisan v nastavitvah. Ob izvajanju pro-
cesa so uposStevane vse datoteke na disku. V nastavitvah naj-
demo tudi parameter, ki doloca, kaksna je najmanjsa dovo-
ljena starost ciljne datoteke. S tem parametrom zagotovimo,
da so deduplicirane le datoteke, ki jih hranimo dolgotrajno.
Ce parameter nastavimo na 0, so datoteke obravnavane ne
glede na starost. Prav tako lahko s procesa deduplikacije
izvzamemo datoteke z dolo¢enimi konénicami.

Velikost zgoscene vrednosti deduplikacije v Windows 2012
je 256 bitov. V dokumentaciji Microsofta je zapisano, da
ve¢ina njihovih protokolov uporablja zgoscevalno funkcijo
SHA-1. Dolzina zgoscene vrednosti delcev se torej ne ujema
z obi¢ajno uporabljeno zgoscevalno funkcijo, ki jo uporablja
Microsoft. Najbolje lahko sklepamo, da je uporabljena zgo-
Scevalna funkcija SHA-256.



Ce sledimo vsem nizom preslikav v vsebniku, lahko prvo-
tno datoteko povrnemo v prvotno stanje. Ce so delci zgo-
S¢eni, jih med postopkom sestavljanja najprej pretvorimo v
nezgosceno obliko. V primeru, da deduplicirano datoteko iz-
brisemo, zapis v MFT skupaj z ustrezno tocko za vnovi¢no
razclenjevanje izgine. Delci in nizi zgo$¢enih vrednosti na
disku sicer ostanejo, ob naslednjem ¢is¢enju diska pa so iz-
brisani.

5.5 Forenzi¢na analiza

V nasem primeru je najbolj enostaven nacin za obnovitev
dedupliciranega diska taksen, da ciljni disk priklopimo na
napravo z enakim operacijskim sistemom in enako konfigu-
racijo deduplikacije. Ce dedupliciran disk pregledujemo z
enim od programov za analizo datote¢nih sistemov, program
obicajno prebere zapise v MFT, prikaze imenike in datoteke,
vendar so vse deduplicirane datoteke prazne. Orodja namrec
ne razumejo, kako interpretirati podatke v tocki za vnovi¢no
razlenjevanje (RP).

Deduplikacija v Windows 2012 prvotne datoteke po obrav-
navi z diska izbriSe po obicajni poti. To pomeni, da izbrise
le reference, podatki na disku pa ostanejo dokler jih ne pre-
piSemo z novimi podatki. To nam omogoc¢i uporabo orodij
za obnovitev izbrisanih datotek z diska. Optimizacija diska
na stanje dedupliciranih datotek ne vpliva. Ob periodi¢nem
¢iscenju diska (ang. Garbage Collection) se delci brez uje-
majocega vnosa v MFT z diska odstranijo. Pri obi¢ajnem
¢iScenju se izbrise le delez delcev brez vnosa, pri popolnem
CisCenju pa se izbrisejo vsi. V vsakem primeru tudi pri pe-
riodi¢nem ¢iS¢enju na disku Se ostanejo sledi delcev, ki jih
lahko obnovimo z ustreznimi orodji.

V primeru poskodovane naprave sta za obnovitev podatkov
kljuéna dva dela s shrambe delcev; vsebnik delcev in vseb-
nik niza preslikav. Ce sledimo nizu preslikav, lahko delce
zdruzimo v pravilno zaporedje ter sestavimo prvotno da-
toteko. Da lo¢imo med datotekama in razpoznamo njuno
strukturo, lahko is¢emo oznake in odmike, kot so opisani
v poglavju 5.3. Ker niz preslikav vsebuje zgosc¢ene vredno-
sti vseh delcev, lahko z njimi potrdimo celovitost prisotnih
delcev.

6. ZAKLJUCEK

V tej raziskavi smo naredili pregled podroé¢ja deduplikacije
datotecnih sistemov, opisali smo lastnosti dveh dejanskih
implementacij, OpenDedup in deduplikacijo v operacijskem
sistemu Windows 2012, poleg tega pa smo analizirali zmo-
znosti forenzi¢nega preiskovanja taksnih sistemov. Proizva-
jalci redko delijo nizkonivojske podrobnosti o implementaciji
taksnih sistemov, zato je pomembno, da uporabljene podat-
kovne strukture in algoritme identificiramo ter omogoc¢imo
ustrezno forenzi¢no preiskavo taksnih sistemov.

V idealni situaciji lahko podatke pridobimo tako, da celoten
sistem zasezemo, ali pa analizo opravimo na licu mesta, ko je
naprava Se prizgana. Ce je zasezena naprava poskodovana,
ali pa zasezemo le podatkovne diske, lahko v primeru obeh
resitev deduplikacije sistem tudi obnovimo. Za to obi¢ajno
potrebujemo natan¢no ujemanje nastavitvenih datotek, uje-
manje operacijskega sistema in ostalih okoljskih spremen-
ljivk. V skrajnem primeru, ¢e sistema ne moremo podvojiti,
se vedno lahko zanesemo na ro¢no obnovitev podatkov. Ta

je sicer dolgotrajna, saj avtomatskih procesov za to Se ne
poznamo. Trenutna orodja za delo z datote¢nimi sistemi
takSnega sistema niso zmozna razéleniti, koli¢ina podatkov
v strezniSkem okolju pa je obicajno velika. Z analizo pro-
cesov deduplikacije tako pridemo korak blizje k oblikovanju
orodja, ki bo v prihodnosti taksno zmoznost imel.

7. LITERATURA

[1] A. El-Shimi, R. Kalach, A. Kumar, A. Ottean, J. Li,

and S. Sengupta. Primary data deduplication-large

scale study and system design. In USENIX Annual

Technical Conference, volume 2012, pages 285-296,

2012.

Min et al. Efficient deduplication techniques for modern

backup operation. IEEE Transactions on Computersk,

60(6):824-840, 2011.

[3] S. Neuner, M. Mulazzani, S. Schrittwieser, and
E. Weippl. Gradually improving the forensic process. In
Availability, reliability and security (ares), 2015 10th
international conference on, pages 404-410. IEEE,
2015.

[4] OpenDedup. Sdfs.
https://github.com/opendedup/sdfs, 2018.

[5] Park, Jungheum, et al. Forensic analysis techniques for
fragmented flash memory pages in smartphones. Digital
Investigation, 9(2):109-118, 2012.

[6] M. O. Rabin et al. Fingerprinting by random

polynomials. Center for Research in Computing Techn.,

Aiken Computation Laboratory, Univ., 1981.

J. Ziv and A. Lempel. A universal algorithm for

sequential data compression. IEEE Transactions on

information theory, 23(3):337-343, 1977.

2

[7



Advanced forensic Ext4 inode carving: summary

Jakub Marousek
Univerza v Ljubljani
Fakulteta za radunalnistvo in
informatiko
1000, Ljubljana

ABSTRACT

Many widely-used filesystems (NTFS, FAT, Ext3) are well-
researched in terms of digital forensics and data recovery,
but this does not apply to Ext4, a successor in the family of
Ext filesystems. Due to some new functionalities of Ext4 and
compatibility breaking, a novel approach for file carving had
to be developed. The advantages of this approach include
its ability to restore files even in the case of a corrupted
superblock. This article gives a summary of the original
paper and its outcomes, also with an introduction to Ext4
filesystem and Ext family included.

1. INTRODUCTION

In the present, Ext4 is a widely-used filesystem, especially
on Linux-based operating systems and Android phones [7].
The filesystem, released in 2008, has its origins in Ext2 and
Ext3 filesystems. While many of their principles and struc-
tures were preserved (it is possible to upgrade from Ext2
or Ext3 in-place by setting new attributes), the changes are
not just evolutionary. The way of storing and locating data
blocks has changed, especially with the introduction of ez-
tents. From the forensical point of view, it was necessary to
come up with new processes of recovering data.

This article provides a summary of the paper [7]. But since
the method is not easily understandable without wider in-
formation about Ext4 way of working, we include here a
description of the filesystem. Furthermore, a description of
Ext2 and Ext3 must be also attached, as Ext4 is closely tied
to them and succeeds their functions.

Our work is organized in the following way: Section 1 is
this introduction; Section 2 provides the description of the
filesystems; Section 3 is the summary of the paper; in Section
4 results of the evaluation are described; and Section 5 is the
conclusion.
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2. INTRODUCTION TO EXT FILESYSTEM
FAMILY

The Ext4 filesystem is the next generation in the family of
Ext filesystems, used typically in Linux environments. In
the very beginning, the Linux kernel used Minix filesystem,
due to the fact that Linux itself originated from Minix. This
filesystem, however, contained serious limitations, the max-
imum file name size and the maximum filesystem size as the
most severe examples. A group of kernel developers, with
Theodore Ts’o being the most prominent one, introduced a
couple of new filesystems [6].

The first new filesystem, Ext (“extended filesystem”, released
in 1992) removed the Minix limitations, but some of the
previous problems remained — for example, free blocks were
monitored over a linked list, which harmed performance. As
a quick response, Ext2 (“second extended filesystem”, 1993)
was released. While the code of Ext2 originated in that of
Ext, it brought many notable improvements.

2.1 The Ext2 filesystem

The filesystem supports standard Unix file types: regular
files, directories, device-special files and links. The maxi-
mum size of a file is 2 GB, the maximum size of the whole
filesystem is 4 TB. As the other Unix filesystems, it also
uses inodes for storing file metadata. An inode is a struc-
ture containing a description of a file: file type, access rights,
owners, timestamps, size, pointers to data blocks.

A directory is only a special kind of file, with a list of files
and their corresponding inodes. A link can be either hard
or symbolic. A hard link is basically a file pointing to the
same inode as the original file, not distinguishable from the
previous file. To remove a hard-linked file, all the references
to the file must be removed. A symbolic link contains a text
specifying a path to the file. Unlike the symlink, creating a
hard link has limitations: it is possible to hard-link only a file
from the same partition (due to the nature of the link) and
hard-linking directories is not allowed (to prevent infinite
subdirectory loops). A device-special file is only a pointer
to the device driver.

While these features are common for all Unix filesystems,
now we shall list some abilities specifical for Ext2. Using
the file attributes, the kernel behavior of creating new files
in a directory can be modified, specifically the new file user
id and group id. The logical block sizes can be specified
when the filesystem is created — larger block sizes lead to
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efficient behavior, but also waste more space.

The symbolic links of Ext2 can use more efficient way of
storing the path inside the inode of the symlink. The over-
all status of the filesystem is saved in the superblock. Dur-
ing the mounting of the filesystem, if it is detected that it
was not unmounted properly, the filesystem is automatically
checked. After a certain number of mounts or when a certain
time period has passed, the filesystem checking is enforced.

It is also possible to create immutable files, which either
cannot be written into or deleted, or they can be opened for
writing, but the text is appended to the end of the file.

The filesystem structure is as follows. There is a boot
sector in the beginning of the space, which is designated for
bootloaders code. The rest of the drive is split into block
groups. Each block groups contains inodes (in an inode ta-
ble) and data blocks. An inode bitmap and a block bitmap
marks which inode/block is used and which is not.

The superblock and group descriptors contain information
which are crucial for the filesystem functioning, and thus
they are put in the beginning of each group as a backup.
The superblock contains the basic information about the
structures, like logical block sizes, the number of blocks and
inodes, positions of data blocks and so on. An array of
group descriptors contains pointers to the inode table and
the block table for every present group.

As the main optimization, Ext2 performs block readahead,
that means, reads more continguous blocks at once. Block
groups try to keep together inodes and blocks of a file, which
reduces disk seeks. Also when a file is being written, Ext2
preallocates up to 8 blocks.

2.2 The Ext3 filesystem

After the initial period of bugs elimination, the Ext2 filesys-
tem became a safe, stable choice for a Linux-based operating
system. One of the main drawbacks of using Ext2 is the lack
of jounrnaling, which slows down the filesystem check and
makes files prone to corruption.

First suggestions for the journaling of ext filesystem fam-
ily were put down by Stephen C. Tweedie [5]. He iden-
tifies several aspects of filesystem reliability and puts for-
ward preservation (“stable” data on the disk should never
be damaged), predictability (the failure modes of the filesys-
tem should be predictable and deterministic) and atomicity
(every operation is either fully performed or fully undone).
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Figure 2: The structure of Ext3 journal [12]

The Ext2 provided only the preservation aspect, whilst the
failure states (could occur because of an unexpected reboot,
for example) were not properly defined and might have pre-
vented the operations from fully performing.

The Tweedie’s article [5] compares approaches of reaching
the desired aspects. The easiest way is to wait for a disk
write to complete before the next one is submitted, which
breaks the performance. Another idea lies in preserving
multiple write buffers, ordering them accordingly and write
these separately. However, one can easily get into a situa-
tion when the buffer dependence is cyclic (moving a file from
directory A to directory B and, in the same time, moving
another file from B to A). While there exists a mechanism
to solve it, all the presented approaches require the disk to
be completely rescanned for errors in case of a system fail-
ure. (Recall that filesystem check slowness was one of main
objections against Ext2.)

Instead, the author proposes to use journaling. To ensure
operations to be atomic, a batch of data is written on the
disk, but is not effective until a special commit block does
not conclude the operation. Thus, a failure during perform-
ing the write can result only in two possibilities: either the
commit block has been written on the disk, which means the
transaction is complete, or it has not been written, in which
case the transaction as a whole is undone. More practically:
there is a dedicated place on the disk, called a journal, work-
ing as a circular buffer. A transaction starts with a descrip-
tion block, continues with all the blocks that the transaction
is modifying, and end with a commit block. Only after all
these blocks have been successfully written to the journal,
the “real” blocks modification is done. If a failure of the
system occurs, the recovery program goes through the jour-
nal and performs all transactions which contain the commit
block. If the block is not present, the transaction is dis-
carded.

The Ext3 filesystem, released in 2001, offers three different
modes of journaling: [12]

e Journal — All data and matadata are logged. This
approach minimizes the chance of losing data, but has
the laregst performance penalty.

e Ordered — Only metadata are logged, but file data are
flushed on the disk before the change of metadata
occurs, keeping the journal synchronized with data
writes. This is the default mode.

e Write back — Only metadata are logged, file data are
flushed whenever possible. This mode is the fastest,
but also the most dangerous.

Notice that journaling cannot be turned off. Compared to
Ext2, this is the only different feature. Thanks to this, it is
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possible to convert an Ext2 partition to Ext3 with spawning
a single command. For the period of Ext3 development, a
principle of both backward and forward compatibility with
Ext2 was closely followed by its authors. Therefore, an Ext3
partition can be mounted with Ext2 driver and works the
same with the exception of journaling. Turning off a journal
causes an Ext3 partition to become Ext2 and vice versa.

2.3 The Ext4 filesystem

Although Ext3 was a step forward, it still lacked some state-
of-the-art features, which could be found in other Unix filesys-
tems. Between 2003 and 2006, numerous patches for the
Ext3 were proposed to be added to the Linux kernel, but
they were not accepted because the Linux community was
afraid of stability of their mostly-used-filesystem at that
time. As a result, Theodore Ts’o introducted plans for cre-
ating a successor of Ext3, which would partially break the
forward compatibility, but still allowed an easy update from
the older versions [10]. In 2008, the code was marked as
stable.

A large amount work was done in terms of scalability. The
maximum size of the filesystem was raised to 1 EB, the max-
imum size of a file is raised to 2 TB. The maximum number
of files is increased too.

A compatibility-breaking change of file block locations is
brought up. Instead of storing a list of data blocks (which is
advantageous for small files but unpractical for large ones),
eztents are introduced. An extent is a range of data blocks,
where all blocks in the range belong to the file. Four extents
can be directly stored in the inode of the file. For large
and fragmented files, a tree of pointers is maintained, with
extents being in the leaves.

The transactions in the journal are checksummed in the com-
mit block, making two consequences: the recovery is more
reliable as the corrupted transaction blocks are detected and

the transaction cancelled; also now the commit block can be
written in the same time as the other blocks, which signifi-
cantly improves the performance.

Contrary to Ext4, persistent pre-allocation of file size is pos-
sible. The checking of the filesystem is 2 to 20 times faster,
as the unallocated inodes are marked and are skipped during
the rest of the procedure. Instead of allocating one block at
a time, the allocation is delayed in Ext4, meaning it is post-
poned in time and performed when the file is flushed. There
is also a possibility of online defragmentation. Since the size
of an inode is larger, nanosecond resolution timestamps are
supported and the problem of year 2038 is deferred for 272
years.

Similarly as in the case of Ext2 and Ext3, migrating to Ext4
is just a matter of turning on the new features. The legacy
system of individual block mapping is preserved, but all new
files will use extents. Downgrading from Ext4 to Ext3 by
turning off the features is straightforward when extents are
not used — otherwise, temporary copy of the files is needed.

2.4 Comparison of Ext4 and other Unix filesys-

tems
It is worth noting that Theodore Ts’o considered Ext4 not
to be a major advance and still using old technology. In the
light of his words, we found potentially interesting to list
other popular Unix filesystems and compare their functions.

Btrfs [13] is a filesystem brought to life by Oracle. The de-
velopment began in 2007 and the software was proclaimed to
be stable in 2014. The name comes from the B-tree as this
is the main structure used within the filesystem. Notable
features of Btrfs are copy-on-write (a copied and unmodi-
fied file references to the “old data”), snapshots, CRC check-
sums of data, RAID or configurable compression. In order
to prolong the lifespan, SSD drivers are handled specifically.
In-place conversion from Ext2/3/4 and ReiserFS is present.

ReiserF'S was created by company Namesys with Hans Reiser
as the chief developer. When the first version was released
in 2001, it brought attention because of features which had
been unavailable, like journaling, online filesystem resizing,
packing files in a single disk block or B-tree usage. Although
ReiserF'S was popular in the past, it was overtaken by other
filesystems since then. The main reason may be the slow
pace of development, especially after Hans Reiser has been
imprisoned and convicted of murder.

ZFS [3] was developed by Oracle, but after the end of sup-
port the project was handled to the open-source community
[1]. It supports journaling, read-only snaphots of the files
state, RAID or checksums of files. On Ubuntu, ZFS has
been chosen as the default filesystem for containers.

3. FILE CARVING IN EXT4

File carving, or sometimes just “carving” is the process of
extracting data collection from a larger data set. Digital in-
vestigation often include data carving techniques when un-
allocated filesystem space is analysed to extract files. These
files are carved from the unallocated space using file type-
specific header and footer values[11].



File carving is not the same as file recovery. File recovery
techniques rely on the filesystem information that remains
after the deletion of a file to recover those files. On the other
hand file carving techniques are used to restore as much
data or data fragments as possible, when the filesystem is
corrupted or deleted. Carving or raw data recovery process
does not rely on the filesystem structures. It searches block
by block for data matching the specific file type header and
footer values[4].

In digital forensics carving is especially useful in criminal
cases, becouse it can recover evidence. As long as data on a
disk is not overwritten or wiped, it can be restored using file
carving techniques. Sometimes even data from formatted
drives can be restored if the conditions are right. The most
common general techniques to carve files are[9]:

e File Structure Based carving This technique uses
identifier string, header, footer and size information to
assume internal layout of a file. Header is a unique
identifier, its value identifies the type of a file. Its
existence means we can identify the beginning of a
file, while the existence of a footer shows the tail of
a file. The blocks between the header and the footer
represent the targeted file. In some cases file format
has no footer, therefore a maximum file size is used in
the carving program.

e Content based carving Carving based on content
structure (MBOX, HTML, XML) or linguistic analy-
sis of the file’s content. A semantic carver might con-
clude that some blocks of German in a middle of a
long HTML file written in English is a fragment left
from a previous allocated file, and not from the English
HTML file. Similarly for other content characteristics
like, character count, information entropy, white and
black listing of data.

Carving can be classified as basic and advanced, with basic
it is assumed that the beginning of file is not overwritten, the
file is not fragmented and it is not compressed. Advanced
carving relies on internal file’s structure and occurs even to
fragmented files, where fragments can be non-nsequential,
out of order or missing.

Since basic carving does not consider the file’s content the
attention has shifted to advanced carving methods. Header
and footer are not enough to carve files because the file’s
content is not checked nor is sector within header/footer ex-
amined. Deeper knowledge of internal file’s structure results
in less false positives.

Authors of the paper present an advanced method that uses
pattern-based file carving. It searches for metadata struc-
tures of inodes to recover their content data. This approach
avoids reading the superblock and group descriptor table
since its goal is to recover files from reformatted or corrupted
Ext4 filesystems. The presented method can be divided into
five phases [8]:

1. Initialization

The point of initialization is to gather Ext4 parame-
ters, which can be estimated from the filesystem size.

The relevant parameters are filesystem size, block size,
inode size, inode ratio, flex group size, number of blocks
per block group, number of blocks and block groups in
the filesystem and number of inodes per block group.

. Inode carving

Not every 128 byte permutation forms a valid inode.
For an inode to be correct, some of the values must be
in certain relations. This fact is used while searching
for potential inode candidates in a byte wise manner.
The most significant 4 bits in the 2 byte structure of
inode indicate its file type.

Search patterns can also be based on timestamps, such
as time interval or its inner consistency. Creation date,
modification date, deletion date timestamp consistency
can be verified if the following conditions are true:

e Modification date < creation date

e Deletion date = 0 and (deletion date > modifica-
tion date and deletion date > creation date

e Modification, creation time and delete time must
be valid

Extent header field must contain the statisticaly de-
fined magic number 0xf30a. Other inode attributes
can be used for search patterns. All found addresses
of potential inodes are sorted by file type (regular files
and directories) and used for recovery.

. Directory tree

This phase tries to identify potential directory inodes.
Directory entries are searched linearly where directo-
ries not strating with ’.> or ’..” are discarded. The
file name and inode number are saved along with its
parent inode number, therefore a logical tree forming
the complete file path can be deducted.

The module must map physical inode addresses to in-
ode numbers. The beggining of the inode table can be
computed by equation:

s = (bga *nBG + 05 + 0; + 0,) * b

The mapping of an address to its inode number is com-
puted by:

0s = min{1024,1 + [wb
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¥ = 0, 1fb:1.024 (1)
1, otherwise
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where:



b is the block size
e by, is the block group of the address a

e np¢ is the number of inodes per block group

e 0, combined size of the superblock, the group de-
scriptor table and growth space

e 0,=2%ny, the offset where ny is flex group size

e 0, First 1024 bytes of the filesystem are reserved
independently of the block size. This offset is in
case the block size is 1024 and the reserved space
takes whole block, shifting all addresses by one
block.

e i size of inode

The mapping from physical addresses to inode num-
bers can be done using these formulas. By using infor-
mation from directory trees, file names can be associ-
ated to inodes. In case of a irreparable directory, its
children’s file paths can not be reconstructed, therefore
their content is saved in files named after their inode
address. All recovered files are named after their inode
address and saved into a flat hierarchy.

4. Regular files

Having reconstructed file path or not, the content of
a regular file is now recovered. Ext4 filesystem stores
file content scattered across the volume in a way man-
aged by the extents. Since the filesystem journal can
contain copies of the existing inodes, duplicates with
different physical addresses can be found. In order for
two inodes to be the same, the file size and the ex-
tent structures are compared, due to the lack of inode
numbers.

5. Files without content

This is another optional phase and builds on the results
of the directory tree and content data phase. The con-
tent of files found in the directory tree phase but not
in the inode carving phase cannot be recovered, but
their filepath can. Therefore files are created empty
with their original filename and file path.

4. EVALUATION OF THE METHOD

In the previous sections, an approach for reconstructing in-
odes was introduced. It is based on search patterns of differ-
ent inode attributes. All inodes that match the patterns are
considered potential inodes. Using their extent tree, the file
content can be reconstructed. In this section, we present an
evaluation of the quality of each search pattern and also the
completeness and correctness of presented tool. It was firstly
introduced in a 2017 paper by A. Dewald and S. Seufert [7].

4.1 Dataset

They have built a dataset with different hard disk images to
evaluate their approach and Sleuthkit implementation of the
tool. They have used different filesystem sizes to cover dif-
ferent configurations that can occur when formatting disks
of different sizes with default values.

Further, they have built test cases where they deleted spe-
cific files or changed filesystem parameters that might influ-
ence the success of the approach. They distinguished two

Pattern Hits t-miss a-miss Select
access rights 151 k 1.02 M 999 M 0.6%
time interval 723 k 207 k 238 k 0.003%
time consist 209 k 571 M 142 G 8.89%
link count 201 k 298 M 7.59 G 47.6%
extent flag 166 k 13.4M 328G 20.6%
extent header 166 k 515k 532 k 0.004%
file type 151 k 451 M 905 M 5.7%

Table 1: Search pattern selectivity

cases for images where they have deleted files: files that
have been deleted directly and files that have been deleted
by moving to the trash first. They also made a case where
they deleted all files and copied new ones on the filesystem
to check if the former files can be recovered. Further, they
compared Ext4 filesystems with enabled and disabled jour-
nal and deleted files. To create a more realistic example im-
age, they created one that contains an entire Ubuntu Linux
installation with various files that have been moved, deleted
and modified and also containing symbolic links, device files
and other non-regular file types to cover a broad spectrum.
At the end, they created images where they overformatted
the existing Ext4 with NTFS or again Ext4. For each of
those cases, they compared standard and quick formatting.
The dataset contained mostly small images.

4.2 Search patterns and selectivity

In the paper they checked how well the different patterns
perform. To test this, they chose the image with installed
Ubuntu and various cases. They used the Sleuthkit tool fs-
stat to provide a ground truth about the number of reserved
inodes. Considering the first 10 inodes to be reserved, there
remained 201.269 files of which they checked how many are
regular files and directories.

Each pattern was tested on each physical address, accepting
or declining an address as a potential inode. Accepted ad-
dresses that lie within an area of an inode table at a valid
offset and can be reconstructed successfully are listed as hits
in the table. This is the total number of files in the filesys-
tem. Table misses are structures that might be a valid inode,
but reside outside an inode table. Those could be false pos-
itives, but could also be copies of inodes for example in the
filesystem journal. Similarly, address misses are potential
inode addresses that do not lie at a 128 byte inode bound-
ary.

Misses do not necessarily mean false positives, so they are
not rejected at the first place. The number of accepted ad-
dresses for the pattern is the sum of t-misses and a-misses,
while the selectivity of each pattern is the number compared
to the total number of possible addresses.

Table 1 shows the number of identified potential inodes for
each pattern. ’k’ stands for a thousand, 'M’ for a million
and 'G’ for a billion, t-miss are table misses and a-miss are
address misses. The selectivity is defined as hits compared
to all misses.

In the following sections, we discuss the results for each pat-
tern in detail.



Owner Group All

r-- r-- r--
w - r-- r--
W - rw - r--
WX r-x r-x
WX WX r-x
WX --- ---
w - --- ---
WX r-x ---
WX WX ---

Table 2: Access rights patterns chosen for the ex-
periment

4.2.1 Access rights

While there is no illegal combination for access rights, a
search pattern can be defined to search for files with specific
rights or to cover the most common access rights combi-
nations. In the configuration file of the proposed tool, the
pattern can be adjusted. For the experiment, they choose
the most common combinations of access rights in Linux
systems, which are shown in Table 2. This pattern accepted
only 142855 valid inodes out of 201 269. However, this con-
tained almost all regular files and folders.

4.2.2 Timestamps

The timestamp pattern consists of two parts: firstly, they
validated the inner consistency of the different timestamps,
and in the second part, the investigator might configure a
relevant timeframe for his case. For this experiment they
choose the timeframe from 2015-01-01 00:00:00 GMT to
2016-01-01 00:00:00 GMT, in which the system was set up
and all actions have been performed. Amongst the potential
inodes have been 7140 false positives, so that the number of
hits was reduced to 65170.

With respect only to the inner consistency, they obtained
209 481 hits, 5708816 t-misses and 1416653929 a-misses.
8213 of the hits have been identified as false positives, how-
ever, all other valid 201 264 have been found.

4.2.3 Number of hard links

In the paper, they have checked whether the internal number
of hard link counter of a potential inode is larger then 0. All
201 269 potential inodes were accepted by this, beside special
inodes 7 and 8, which are counted as false positives.

4.2.4  Extent flag and header

Researchers evaluated the pattern for the extent flag and ex-
tent headers separately. The selectivity of the second header
is very high, because of the 2 byte magic number. Its pattern
is the only pattern that produces far more table misses that
address misses. This pattern also matches various content
data blocks. However, all regular files and folder have been
accepted by this pattern, along with 8074 false positives.
Also, inodes of deleted files are accepted by this pattern
too.

4.2.5 File type

The authors of the paper were restricted only to regular files
and folders, so they adjusted the file type pattern accord-

ingly. Besides 8 068 false positives, this pattern matches all
142919 inodes they searched for.

4.2.6  Pattern combination

In this experiment, 3 most restrictive patterns were the ex-
tent headers, timestamp intervals and access rights. Last
two include some semantic filtering, so researchers did not
include them in the next experiments to verify correctness
of the tool.

4.2.7 Completeness and correctness

To evaluate completeness and correctness of the tool, both
operation modes of the tool were tested and compared. Cor-
rect recovery was checked with MD5 and SHA256 hashes.
In the contentdata mode, the files need to be reconstructed
with the correct values, while in the metadata mode also
the file name and path have to be correct, in order to ensure
correct recovery.

The authors of the research evaluated two images of different
categories. First, they evaluated the tool on the real case
images to verify correctness and completeness by comparing
the results of the tool to the known ground truth. Second,
they wanted to evaluate whether they can recover files from
filesystem that have been overformatted.

4.3 Real world cases

Researchers presented some real world cases. In their first
case, the metadata mode reconstructed empty files with the
correct file names and paths for all non-regular files and
all files and folders that have been placed correctly. On
the other hand, in the contentdata mode, folders were not
reconstructed, but all the placed files had been recovered
correctly.

They created one image by sending all files on the image to
the trash. The trash contained all the original files, as well
as metadata files that documented the original paths and
times for deletion, which all had been recovered by the tool.

In the next step, they emptied that trash. In metadata
mode, the tool only recovered the empty root and trash
folder. But in the contentdata mode, all files were recon-
structed correctly, just without original file names.

They went further and they deleted all files from images
with sending them to trash and emptying it. After that they
copied new files to the resulting new images. The metadata
mode recovered all newly written files correctly from all im-
ages. The contentdata mode was also able to recover one
file form the original filesystem, whose file content had not
been overwritten by new files. Its inode resided in the old
journal.

4.4 Overformatted filesystems

In this section, the evaluation, if it is possible to reconstruct
files from Ext4 that have been overformatted in different
ways, is given. The researchers evaluated this on small im-
age, which provided an upper boundary of what files can be
reconstructed.

They overformatted the original file with Ext4 and NTFS



Image name and mode All inodes Regularfiles Folders
small_fastExt4.img 128 121 7
accepted 171 77
metadata mode 118 5
contentdata mode 119 0
small_fastdiffExt4.img 128 121 7
accepted 228 90
metadata mode 0 0
contentdata mode 125 0
small_fastNTFS.img 128 121 7
accepted 348 94
metadata mode 121 7
contentdata mode 124 0

Table 3: Number of found inodes after selection of
the overformatted dataset

filesystems in full formatting mode. In those cases, the
blocks had been zeroed and they were not able to recover any
files. Ext4 as well as NTFS provide an option for so called
fast formatting, where no blocks are zeroed while formatting
and only newly used blocks are overwritten.

The image small_fastExt4.img had been created by using
the same default parameters when overformatting the vol-
ume as used for the original formatting. The tool recovered
all but 3 of the original files and all but 2 folders in the
metadata mode, while in the contentdata mode it addition-
ally recovered the journal from inode 8 as a file.

In small_fastdiffExt4.img non-default parameters had been

used for formatting. None of the original inode table resided
in areas that had not been overwritten and the metadata
mode was not able to recover files. The journal had not
been overwritten, so that in the content data mode, the tool
was able to recover 125 files, of which 52 were totally un-
modified, but the others had been partly overwritten.

In the image small_fastNTFS.img , the structures that had
been created for the NTF'S filesystem did not overwrite the
area of the original inode tables and both operation modes
were able to recover all the original files, of which only some
had modified content and some blocks had been used by the
new filesystem.

Table 3 lists the number of found inodes and files from the
fast overformatted filesystems and compared results from
both modes of the tool.

4.5 Runtime performance

Both implemented methods show similar speed, while the
contentdata mode is slightly faster. The runtime is linear
with respect to the image size. Both approaches take about
30s per GB image size.

5. CONCLUSIONS

In this article, we have introduced the readers to the struc-
ture and functioning of Ext2, Ext3 and Ext4 filesystems.
For Ext4, we have presented a novel approach of data recov-
ery, which is able to restore data even in case of a corrupted
superblock [7]. The solution was proved to be successful in
many situations and was adapted for Sleuthkit framework.
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ABSTRACT

This work is an overview of a paper [4] on a new method
of performing memory forensics on the heap of Linux user
space programs. We present common structures found in the
glibc implementation of the process heap and their general
organization. We summarize how the knowledge of these
structures can help locate program data in memory, confirm
none of it was overlooked and separate it from heap’s meta-
data and data belonging to other programs. We also give a
general overview of Rekall, the framework used in exploring
the memory, test out the new method and verify the repro-
ducibility of the source paper’s results on both old and new
versions of analysed software.

Categories and Subject Descriptors
D.4.2 [Operating Systems]: Storage Management— Vir-
tual memory

General Terms
Design, Experimentation
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1. INTRODUCTION

The process heap of user-space applications has traditionally
been looked upon as a singular area of memory in which a
running program’s data is stored, without much thought of
its inner workings. When a certain piece of information was
to be located within the heap, a text search was usually ran
over the entire heap, looking for patterns and information
that seemed to be structured in a correct way. The authors
of the source paper [4] took a different approach to the prob-
lem of locating and extracting data of a running program.

Saso Stanovnik
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1.1 Related work

The fact that the operating system and user software, even
the ones that are security-focused, preserve passwords in
memory, has long been a known fact [6]. Tests have shown
that in the memory regions of software such as display man-
agers, mail clients, the su executable end even the True-
Crypt encryption utility, plaintext passwords can be found.
This issue is not only present for live machine analysis, but
also for machines that have been shut off for short or long
periods of time.

Even after a computer has been shut off, data may remain
in physical memory. This is true even if there is no active
electrical signal to the memory modules and even if the mod-
ules themselves are removed from the machine in question.
At room temperatures, memory may not be as volatile as
we expect for a few minutes, and that time is extended if
we lower the temperature of the memory modules in order
to preserve data for analysis until reconnecting them to a
power source.

A longer-term memory retention “vulnerability” is the fact
that the swap file or partition is present by default on most
distributions. As potentially confidential data is swapped
out, that data remains on disk forever (until overwritten)
and may be analysed freely, without even the need of per-
forming a memory dump.

An analyst may learn how a program’s passwords are stored
by performing tests, and then use such signatures of loca-
tions and surrounding memory layout and characteristics to
reliably obtain data from a live system. The source article
[4] expands on that idea by analysing high-level heap struc-
tures and using that information to have a better view into
the program’s memory layout. This can help more efficiently
search for data that does not have a distinct signature.

On the topic of memory acquisition, there are two ways to
capture a program’s or a system’s memory for analysis, both
of which supported by Rekall, as we will learn later. The
first method is creating a memory dump, similar to a disk
image, before analysis, and then operating on that. The
second, more ad hoc, is running the analysis directly on the
live system. Both approaches have their benefits and an
investigator needs to be aware of them and their drawbacks.



A drawback of live memory analysis is that forensics tools
may be vulnerable to malicious code and that they may have
an effect on the memory they are analysing [3]. When run-
ning live analysis tools, up to 25 % of terminated processes
that have initially still been present in memory, albeit unal-
located, are overwritten by new data. The effect is exacer-
bated with systems with less memory. Even when running
a memory dump program on a live system, some data may
be overwritten, but frequently less than half than that of a
full forensics investigation software.

1.2 General Approach

Instead of treating the heap as one, large area of memory,
the researchers took a look at its implementation in recent
versions of the GNU C library, which is the heap implemen-
tation used in majority of applications that run on different
distributions of the Linux operating system. Because the
implementation is open-source, they were able to study the
inner structure of the heap and leverage that knowledge to
look for information in a more sophisticated and effective
manner. By identifying specific structures inside the heap
they were able to separate the structures of the heap from
program data, detect that data was missing in their searches
and expand them to locate it, and draw connections between
different parts of data that were used together in the given
program.We will take a look at the heap dissection process
in section 3, but for now let us focus on the structure of the
heap.

1.3 The Glibc Process Heap

The process heap can be implemented in many different ways
and different operating systems, as well as some programs
inside the same one, usually use different implementations.
The one that we will examine is the version implemented by
the GNU C Library (glibc) version 2.23 [4].

At the highest level the heap is divided into multiple arenas,
that are represented by malloc_state structs. Each arena
governs one or multiple virtual memory areas, described
by vm_area_struct structs. Below them we find heap_info
structs, that can be found in all arenas, except the main
one. At the lowest level the data is stored inside chunks
that are stored together in ”bins” and described by mal-
loc_chunk structs.

1.3.1 Arenas

We already mentioned a “main” arena, which is the only
one necessarily allocated for each program and kept inside
the continuous, main heap area [5]. It belongs to the main
thread of the program, while all other arenas belong to one
of the additional threads or are shared between multiple
threads. Each non-main arena has virtual memory areas as-
signed to it, and inside those the actual chunks with data
are stored.

All the arenas are linked together in a circular linked list
via their malloc_state structs. These are located right af-
ter the first heap_info struct of a thread’s arena, before its
actual chunks begin. Aside from the pointer to the next
one, each malloc_state struct contains a pointer to its "top
chunk”, which is the last chunk of the arena and marks its

main arena

virtual memory area virtual memory area

o heap_info H—
(chunks)
(chunks)
virtual memory area
H heap_info H—
(chunks)
- top chunk - top chunk

Figure 1: High-level overview of the glibc process
heap.

Table 1: Overview of memory structures

Component Struct
arena malloc_state
virtual memory area vm_area_struct
given VMA’s heap information heap_info
chunk description malloc_chunk

ending, a pointer to its freed chunks (as opposed to allo-
cated ones, more on that in section 1.3.4), a counter for
the number of threads attached to the arena, where 0 rep-
resents a free arena, as well as some additional data about
the arena. These structures and the structs that describe
them are summarized in table 1 and visualized in figure 1.
Note that in the figure we display arenas as a concept, they
are actually described in malloc_state structs that are not
shown in the image.

1.3.2 Virtual Memory Areas

These are the areas of memory that are assigned to programs
by the Linux kernel via a mmap() system call. They are con-
tinuous, do not overlap with one another and are described
in vm_area_struct structs. When a virtual memory area be-
longs to a non-main arena of a program heap it contains at
least one heap_info struct at its beginning.

1.3.3 Heap info structs

The main purpose of heap_info structs is to hold the size of
heap parts contained in their memory regions. They each
also contain a link to their respective arena, as well as a
pointer to the previous heap_info struct of their arena (pos-

sibly located in a different memory region), thus forming a
linked list.

1.3.4  Bins and chunks

Chunks are the smallest elements of the heap and are gener-
ally divided into allocated and freed ones. Allocated chuks
hold data that is currently in use by the program, while
the freed chunks hold data that was previously in use, but
was freed. The struct that holds data describing a chunk



is called malloc_chunk and holds a number of fields, not all
of which are in use in all varieties of chunks. These fields
are prev_size, size, fd, bk, fd_nextsize and bk_nextsize. The
struct is located at the beginning of each chunk and its size
field is always in use. The prev_size field is set to 0 if the
previous chunk doesn’t exist, its size if the previous chunk
is a freed chunk, or simply gets overwritten with data if the
previous chunk is allocated. In allocated chunks, every other
field (aside from size) gets overwritten with data as well.

Aside from always being in use, the size field is also special
because its lowest 3 bits function as flags. If the previous
chunk is allocated, the lowest bit (PREV_INUSE) is set.
If the current chunk is MMAPPED (further explained in
section 1.3.5), the second lowest bit (IS_MMAPPED) is set
and if it is located outside of main arena the third lowest bit
(NON_MAIN_ARENA) is set.

Freed chunks use more of malloc_chunk’s fields, but still not
necessarily all of them. Which fields are used depends on
what type of bin the chunk is located in. There are three
types of bins, which mainly differ in size: fastbins hold
chunks smaller than 80 bytes, small bins hold chunks be-
low 512 bytes and large bins hold anything larger. Fastbins
only use fd field, that points to the next freed chunk. Small
bins extend that by also using bk field, that points to the
previous freed chunk. Large bins use all the fields, including
fd_nextsize, which points to the next chunk that is bigger
than the current one, and bk_nextsize, which similarly refer-
ences the previous bigger chunk. A comparison of used fields
for chunks in different types of bins is shown in table 2.

Table 2: Fields used in different types of bins

Field Fastbins | Small bins | Large bins
size yes yes yes
fd yes yes yes
bk no yes yes
fd_nextsize no no yes
bk _nextsize no no yes

1.3.5 MMAPPED chunks

MMAPED chunks are an exception in memory struc-
tures. They are typically created when a program attempts
to allocate a large area of memory that exceeds a given
threshold, say 128 KiB. MMAPED chunks exist simply as
chunks, in separate, exclusive areas of memory. These ar-
eas are created by the operating system after being sent
a (mmap) system call, the same way that parts of heaps
that belong to arenas are, but contain no structures describ-
ing them as arenas and no heap_info structs. These chunks
therefore exist outside of arenas and heap_info structs and
aren’t connected to existing chunks and structures via any
pointers either — they are simply independent, allocated
chunks. Since the mmap() call allocates memory in pages,
the chunks allocated directly by it can only be in sizes that
are multiples of one page, which is typically 4 KiB. They
are also aligned to addresses that are divisible by page size
(the size of a page on a given Linux system can be checked
via command getconf PAGE_SIZE). Size and alignment work
similarly for non-MMAPPED chunks as well, as they use

freed chunks allocated MMAPPED
in large bin chunks allocated chunks

E prev_size :5" data0 % (unused)
v size v size e size
fd datal datal

bk datal datal
fd_nextsize datal datal
bk_nextsize datal datal
freed data datal datal
freed data datal datal
freed data datal datal

E prev_size % datal % (unused)
S size G size G size
fd data2 data2

bk data2 data2
fd_nextsize data2 data2
bk_nextsize data2 data2
freed data data2 data2
freed data data2 data2
freed data data2 data2

Figure 2: Fields are used differently in different
types of chunks.

multiples of 8 or 16 depending on processor architecture (x86
or amd64).

Like allocating, freeing MMAPPED chunks works differently
from freeing regular ones as well. As soon as a MMAPPED
chunk is freed, its memory is returned to the operating sys-
tem. A side effect of this is that there isn’t a real guarantee
that any MMAPPED chunk is followed by another one, so
the prev_size field, that usually stores the last bit of data
from the previous allocated chunk, remains empty.

A comparison between freed, regular allocated and MMAPED
chunks can be seen in figure 2.

2. THE REKALL MEMORY FORENSICS
FRAMEWORK

Rekall [1] is a kernel memory forensics framework forked
from the Volatility [2] project. It supports on-line and off-
line acquisition and processing of memory data and mapped
files and works on Windows, mac OS (former OS X) and
Linux. The fact that there is no need to collect a separate
memory dump and execute the analysis on a separate sys-
tem makes it easier to quickly triage a running system with
information obtained through calling system APIs.

The project is delivered as a Python library, making it pos-
sible to include the framework in custom scripts and inte-
grating it into other applications through its exposed APIs.
However, because it is licensed under the GPL 2.0 license, it



cannot be included in products with an incompatible license.

There may be a historical stigma against GUI tools for power
users, especially on Linux, but Rekall aims to provide a use-
ful, optional graphical interface similar to IPython Note-
book. It allows users to perform the complete acquisition,
analysis and processing procedure within the interface to
simplify the process and enhance discoverability. Another
feature is the ability to export a non-interactive version of
the document used for reporting.

Rekall’s main mode of operation is different from memory
analysis programs created before it. Where previous tech-
niques relied on scanning the memory for interesting strings,
Rekall uses the host OS debugging information directly, which
makes searches more robust and allows for a stronger API
for plugin writers and more advanced detection procedures
that transcend simple signature matches. However, it is only
capable of searching the kernel memory constructs, not user-
space memory, which [4] aims to extend.

2.1 Analysing a live system

We used Ubuntu 16.04.1 as our base system, as the current
latest version of Ubuntu, 18.04, does not yet have a profile
created for it by the Rekall project, which makes out-of-the-
box analysis harder. Figure 3 shows an example output for
the Rekall bash plugin on a fresh system.

The procedure to install and run Rekall on a fresh system is
clearly shown. bash history entries are sorted by time; how-
ever the times are slightly inaccurate. Notice that the initial
machine setup steps used to install the VMware Tools pack-
age all have the same timestamp and that they are ordered
in reverse.

After the initial virtual machine setup, the user installed
Rekall into a Python 3 virtual environment and switched to
the root user. We see two separate bash processes running
and analysed in two separate tasks. The second task is run
as the superuser in order to perform live memory acquisition
with rekall -live Memory.

Inside the interactive Rekall interface, the only command
run was plugins.bash, which triggers the analysis and dis-
plays the results. The whole process takes less than a second.
The zsh analysis plugin developed in the source paper[4] is
already part of the Rekall core and does not need to be in-
stalled separately. It is invoked by running plugins.zsh.

When first invoking the plugin, the execution fails. This
may be because of a completely untested change when try-
ing to achieve compatibility with Python 3 and it manifests
itself as needing to convert a byte-string into a bytes ob-
ject manually in the source code of the zsh plugin. Specifi-
cally, the b in this line needs to be added: command = com-
mand [ : command. index (b"\x00")].

Running the command with plugins.zsh(pids=[26784]),
where 26784 is the process ID of the currently running zsh
process successfully finds all executed commands, as claimed
in the source article. These tests were performed without
any debug symbols for glibc installed, therefore the fuzzier
searching method used in the article is also functional.

Table 3: Detection of values between KeePassX ver-
sions

method v0.4.3 | v2.0.2
plugin title yes no
plugin url yes no
plugin username yes no
plugin password no no
yarascan title yes no
yarascan url no no
yarascan username no no
yarascan password no no

2.2 Security improvements in analysed

software
As the version of KeePassX that was analysed in the source
paper is quite old (available on e.g. Ubuntu 14.04), we de-
cided to see whether the analysis technique and plugins still
work after updates to the analysed software.

The zsh analysis worked on the most recent version of zsh
available on Ubuntu 16.04 (5.1.1), and that version is older
than the one used in the source article [4]. All analysis
worked equally well on both versions.

However, the version of KeePassX used in the article (0.4.3)
is a legacy version, which does not support the newer database
format introduced by KeePass. We were unable to replicate
any results on the latest version of KeePassX available -
2.0.2. We therefore executed an in-depth analysis of what
the latest Rekall is able to find with regards to KeePassX
versions.

Table 3 shows what values are detected in the two versions of
KeePassX. We used the plugin alongside yarascan, another
Rekall plugins that allows searching the memory of a process
for a specific string. All analysis was done with a fresh
database, adding a new entry with a title, URL, username
and password, the saving the database and then once again
opening the entry window and revealing the password.

We first note that the results for v0.4.3 under the source ar-
ticle’s plugin match what was described in the source article.
Next, we note that no information can be discovered by ei-
ther the keepassx or the yarascan plugins. This means that
the way that the information is stored inside the program
has changed to be less discoverable in the newer version,
however this does not imply that the newer version is more
secure—an analysis of the same scale as creating a newer
version of the plugins would need to be performed to claim
that. Additionally, yarascan is only able to find the entry’s
title in the older version.

3. DISSECTION METHODS

Using Rekall 2 the authors of [4] created a python class,
HeapAnalysis that allows a user to use the previously de-
scribed knowledge of heap’s components and layout to ana-
lyze it in detail. The class is a basis for a number of other
classes that function as general-purpose heap analysis plu-



[1] Live(/proc/kcore) 21:57:13> plugins.bash
> plugins.bash()

timestamp command

Task: bash (6942)

2018-05-12 19:51:42Z
2018-05-12 19:51:42Z
2018-05-12 19:51:42Z
2018-05-12 19:51:42Z
2018-05-12 19:51:42Z
2018-05-12 19:51:46Z
2018-05-12 19:51:48Z
2018-05-12 19:51:58Z
2018-05-12 19:52:12Z
2018-05-12 19:52:16Z
2018-05-12 19:52:57Z
2018-05-12 19:53:09Z
2018-05-12 19:55:547

cd Desktop/
mkdir rekall
cd rekall/

sudo su

Task: bash (18112)

2018-05-12 19:56:01Z
2018-05-12 19:56:05Z
Out<21:57:14> Plugin: bash (BashHistory)

cd vmware-tools-distrib/

sudo ./vmware-install.pl

sudo apt update

sudo apt install build-essential python3 python3-dev dkms

sudo apt install python3-venv

python3 -m venv .venv

source .venv/bin/activate

pip install --upgrade pip setuptools wheel
pip install rekall

source .venv/bin/activate
rekall --live Memory

Figure 3: An example output of the Rekall bash plugin.

gins with specific functions:

e heapinfo counts the number of arenas and chunks, as
well as displays their sizes

e heapdump extracts all allocated and freed chunks
that it discovers and saves them to disk

e heapsearch allows all discovered chunks to be searched
for a string or pointer or via regex

e heaprefs searches the data part of chunks in order to
find pointers to any other chunks

3.1 Locating the main arena
The class HeapAnalysis contains a number of functions for
specific tasks that are used in writing plugins. One of the

main ones, used in initialization of the class, is get_main_arena,

which locates and returns information about the main arena
of the program whose memory we’re analyzing. Finding the
main arena has a number of uses, as it is the first in the
linked list of arenas, allowing us to locate the others, it states
the size of its data and location of its bins, and it is located
inside the program’s heap.

The most straightforward way to determine main arena’s
location is via main_arena debugging symbol. While de-
bugging information is very useful and allows many func-
tions of HeapAnalysis to work more reliably, it cannot be
assumed that it will always be available. Programs usually
have to be compiled in a way that explicitly states the devel-
oper’s desire for the debugging information to be included
to have it end up in compiled code, and practically no pro-
gram contains debugging information in its binary releases.

With open source software it is possible to recompile the
program by hand with debugging information enabled, but
such a thing cannot be achieved with proprietary programs.
Hence, alternative methods of operation are required that
do not necessarily rely on debugging symbols.

HeapAnalysis uses two methods to locate the main arena
when debugging information is not present. The first method
relies on the fact that all arenas are stored in a circular
linked list and attempts to locate any additional arenas. If
any are discovered and their ar_ptr pointers are followed,
a pointer into the main heap of the program should even-
tually be discovered and we can assume its destination to
be the main arena. The method locates arenas by looking
for memory regions defined by wvm_area_struct structs. It
attempts to interpret their beginning as heap_info structs.
If a struct is discovered that does not point to a previous
heap_info struct and specifies its arena as the space right af-
ter itself, then the space after it probably really is an arena’s
malloc_state struct, which is temporarily saved and used to
locate main arena. If no additional arenas are discovered,
that most likely means that the program in questions runs
in a single thread and only uses its main arena. In such
cases the first method cannot function and the second one
is employed instead.

The second method scans the size field of discovered chunks,
checking if the PREV_INUSE bit is set. If it is not, the pre-
vious chunk is most likely freed and should likely (unless it’s
inside a fastbin) possess a bk field with a pointer to previ-
ous freed chunk. If these are followed they should lead to
main arena. However, as they only lead to bins that belong
to the main arena and not its malloc_state struct directly,
it is still necessary to have a way to precisely locate the



struct. To determine the exact location of main arena’s mal-
loc_state struct the surrounding memory is scanned, looking
for a pointer to the last chunk in the memory area — the top
chunk. We can check if the chunk that a pointer points to
is the last one by summing its size and offset — the result
should reach the end of memory area. When the pointer
to top chunk is found we have also found the main arena’s
malloc_state struct, since we know where in the struct the
pointer resides.

3.2 Locating MMAPED chunks

In comparison to main arena, whose location is set within
a limited area and connected to other structures around it,
the locations of MM APPED chunks are harder to determine.
They exist simply as chunks in MMAPED areas and belong
to no arenas which would link them to other memory struc-
tures within the program’s heap. Their location is also not
limited to a particular area of process space, they could be
contained in any unnamed MMAPPED area within it.

The pointers to MMAPPED areas are usually contained on
the stack, so scanning the stacks of all threads for pointers
and following them could be one way of locating MMAPPED
areas, but this would be fairly time consuming and might
not contain all MMAPPED areas (such as freed ones). For
the lack of a better alternative, the authors of [4] proposed
a plausability check, which includes scanning the beginnings
of memory regions and checking them against the following
criteria in order to determine, whether they could represent
MMAPPED chunks:

e The prev_size field is not used in MMAPPED chunks
and should contain value 0.

e The value in the size field, ignoring the last 3 bits as
they are flags, should be at least the size of one page.

e The size value should be divisible by the size of one
ppage.

e Summing the chunk’s size and its offset should return
a value that is still located within its memory region.

e Chunk’s address must be divisible by the size of one
page.

e The flags (stored in the last three bits of size field)
should hold correct values:

PREV_INUSE: unset
NON_MAIN_AREA: unset
IS_MAPPED: set

This method works, but will sometimes not succeed in lo-
cating all of the MMAPPED chunks. The reason for this is
that while a memory area that is specifically dedicated to
MMAPPED chunks does start with a MMAPPED chunk,
they may also be placed after other data in an existing mem-
ory area. Such chunks are referred to as hidden MMAPED
chunks and locating them requires the use of different meth-
ods. Still, in order to avoid false positives, they are usually
not looked for unless there is reason to believe that the in-
formation about MMAPPED chunks discovered previously
is incorrect.

3.3 Veriftying discovered data

Once the data has been located, it is important to make sure
that the data makes sense and fits our expectations of what
it is supposed to look like. Making sure it does is a part
of verifying that our data is indeed chunks and not some-
thing else that was picked up alongside them by mistake.
Verifying the data is done via a number of sanity checks,
that make sure the data is correct. Passing these tests is
a good indication that the data was gathered correctly and
that there are no issues with it from the heap’s perspective.
Among them are:

e Checking that the flags of chunks are set correctly,
for example that MMAPPED chunks only have the
IS_MAPPED bit set and that chunks from thread are-
nas contain the NON_MAIN_ARENA bit.

e That the addresses of chunks are aligned correctly,
so that they are divisible by the size of a page for
MMAPPED chunks and by 8 or 16 (depending on CPU
architecture) for regular chunks.

e That the sizes of chunks make sense in terms of align-
ment and that their size does not exceed the size of
their memory area.

e That chunks that are supposed to be allocated aren’t
parts of any bins

4. CONCLUSION

In this paper we have presented an overview of the GNU
C library process heap on Linux operating systems. We
explained its structures and how knowing their layout is
beneficial for locating data in memory, summarized some
of the methods described in [4] that are used to locate im-
portant heap components, even when debugging data is not
available and then tested the implementations of some of
these methods, created as plugins for Rekall memory foren-
sics framework. In doing so we discovered that the newest
version of KeePassX is not suitable for analysis with the
developed plugin, whereas commands in zsh remain accessi-
ble. The analysis with the latest distribution of Rekall was
simple and the plugin worked as expected.
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POVZETEK

Analiza glavnih pomnilnikov lahko predstavlja pomemben
del forenzi¢ne analize. Zaradi razmaha programskih jezikov,
ki tecejo v navideznih strojih, pa je potrebno popraviti,
oziroma na novo razviti orodja, ki poizkuSajo razbrati in-
formacije, vsebovane v njih.

Ta clanek se osredotoca na analizo pomnilnika navideznih
strojev - natancneje Javanskega navideznega stroja (JVM)
HotSpot in pripadajocega Cistilca pomnilnika (angl. garbage
collector - GC). Kljub temu, da je bil nek podatek v pro-
gramu oznacen za izbris, pa lahko v pomnilniku ostane Se
precej casa, saj HotSpot ne brise podatkov za seboj, vendar
jih le kopira. S podrobnej$o analizo se je izkazalo, da lahko
zaradi tega Se vedno pridemo do podatkov, za katere najprej
sklepamo, da niso ve¢ dostopni.

Ta clanek se posveti analizi pomnilnika navideznega stroja
HotSpot, vendar bi ga lahko posplogili tudi za druge podobne
stroje, kot sta Microsoftov .Net in Googlov V8 JavaScript
Engine.

Kljucne besede
Forenzika pomnilnika, Java, HotSpot JVM, navidezni stroj

1. UVOD

V tem delu se bomo posvetili pridobivanju podatkov iz glav-
nega pomnilnika (RAM-a). V ospredju bodo predvsem po-
datki, ki bi morali biti iz njega ze odstranjeni. Tak primer
podatkov v Javi predstavljajo podatki, ki so bili domnevno
ze odstranjeni s ¢is¢enjem pomnilnika (angl. garbage collec-
tion - GC). Preverili bomo, ¢e se te podatke da obuditi in
posledi¢no kaksne informacije nam uspe pridobiti iz njih po
izbrisu.

Najprej si bomo ogledali podrocje in preverili, katere podob-
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ne analize so bile ze opravljene ter s kaksnimi orodji je mo¢
izvajati forenzi¢no analizo glavnih pomnilnikov.

Nato si bomo ogledali kako poteka shranjevanje in obdelava
podatkov v Javanskih programih.

V Poglavju 2 si bomo ogledali pristop k forenzi¢ni analizi
pomnilnika s programom RecOOp, v Poglavju 3 pa bomo
preverili kako se lahko opisano analizo napravi pri prever-
janju delovanja zlonamerne kode.

1.1 Pregled podrocja
Na spletu je mo¢ dobiti ve¢ razliénih orodij za analizo pom-
nilnika. Med njimi najbolj izstopata dve orodji.

Prvo pomembnejse orodje je Volatility, za katerim stoji fun-
dacija Volatility Foundation. Orodje je v celoti odprtokodno
in objavljeno pod GNUjevo splosno licenco. Podpira prido-
bivanje podatkov iz glavnega pomnilnika, ki se hrani v sliki
diskov ter podpira 32 in 64 bitne operacijske sisteme Win-
dows, Mac OSX in Linux [4].

Drugo pomembnejse in SirSe poznano orodje je Rekall, za
katerim stoji podjetje Google. Tudi to orodje je v celoti
odprtokodno in na voljo pod splosnima licencama Apache in
GNU. Tudi to orodje je namenjeno preiskavi 32 ter 64 bit-
nih operacijskih sistemov Windows, OSX in Linux. Orodje
izhaja iz orodja Volatility, iz katerega so leta 2013 naredili
svoj projekt.[5].

Obe orodji sta namenjeni forenzi¢nim analizam glavnega
pomnilnika, med katerimi lahko is¢emo aktivne procese, od-
prte omrezne povezave in podobno [7].

Obstaja pa tudi nekaj kompleksnejsih analiz, kjer so razisko-
valci poizkusali iz pomnilnikov mobilnih telefonov pridobiti
slike zajete z napravo. V eni od njih so za pridobitev le-teh
so uporabili tako imenovano tehniko VCR. Z njo pa so us-
peli pridobiti tudi slike, ki se niso nikoli dejansko shranile
v shrambo telefona, vendar so bile le prikazane na zaslonu
pred zajemom slike [8].

Raziskovalcem je uspelo tudi ugotoviti, da Unix operacijski
sistemi in standardne knjiznice vcasih neuspesno pocistijo
pomnilnik za seboj. Podatke procesov, ki Se teCejo, pa je
mozno pridobiti in nadalje analizirati. Iz zajetih podatkov
lahko nato napadalci pridobijo izbrisane kljuce, objekte ali



druge podatke [7].

Na posnetku [6] raziskovalka pokaze, kako ji je iz binarne-
ga zapisa podatkov uspelo pridobiti objekte programskega
jezika Python, podobno pa bi bilo mogoce narediti tudi za
Javo.

1.2 Shranjevanje v pomnilnik
Objekt v Javi se po kreiranju, z namenom optimizacije de-
lovanja, veckrat kopira po pomnilniku.

OD kreiranju se tako objekt ustvari v rajskem prostoru (angl.
eden space), ki je razdeljen na lokalne medpomnilnike
(TLAB). Splosna hipoteza namreé pravi, da se ve€ina objek-
tov potrebuje le krajsi ¢as - najboljsi primer teh so lokalne
spremenljivke, ki ”zivijo” le v obsegu neke funkcije. Kljub
temu pa nekateri objekti prezivijo ¢iscenje z GC in so po-
sledi¢no prestavljeni v prezivetveni prostor (angl. survivor
space). S ¢asoma se objekti, ki ostanejo v uporabi, prestavijo
v stalni prostor (angl. tenured generation). To razvrstitev
prikazuje tudi Slika 1, kjer se objekte premika iz leve proti
desni.

oung Generation enured Generation

Survivor||Survivor

Space Space

Slika 1: Postavitev pomnilnika pri Java programu [7].

Zaradi poudarka na hitrosti delovanja se prekopirani podatki
na stari lokaciji ne prepiSejo na prazno vrednost, ampak tam
ostanejo praktiéno nespremenjeni. Predpostavlja se namrec,
da se bodo kasneje prepisali z novimi vrednostmi, vendar pa
ni nujno, da se to kdaj dejansko zgodi.

Hitrost izvajanja programa se obi¢ajno pohitri, ko ra¢unal-
nik (in poslediéno JVM) pridobi veé¢ glavnega pomnilnika.
S tem se namre¢ pridobi na fleksibilnosti optimizacije pros-
tora na njem, prav tako pa ni vet potrebno tako pogosto
¢is¢enj z GC-jem. Ob enem pa se s tem podaljsa tudi cas,
ko podatki ostanejo v pomnilniku. To pride $e posebno prav
pri morebitnih forenzi¢nih analizah, saj se pri tem ohrani in
lahko obnovi ve¢ podatkov.

JVM prav tako uporablja podro¢ja v pomnilniku, ki so na-
menjena deljenju vecjih koli¢in podatkov med knjiznicami
napisanimi v programskem jeziku C. To predstavlja Se do-
datno tveganje, da se bo doloc¢en del pomnilnika sprostil,
brez da bi bili podatki na njem predhodno uniceni.

2. PRISTOP

Analiza pomnilnika v tem ¢lanku se osredotoca na virtualen
stroj (angl. wirtual machine) in dodeljen pomnilnik (angl.
managed memory). V okviru ¢lanka je bilo razvito ogrodje
RecOOP, ki uporablja preprosta sistema za interpretacijo
struktur v pomnilniku ter dostop do pomnilnika z uporabo
navideznih naslovov procesa. Ogrodje je napisano v jeziku
Python in podpira so-uporabo z interaktivnimi okolji, kot je
IPython [1] in s knjiznicami, kot je Rekall [5].

Na sliki 2 je opisan postopek pridobitve in konéne rekon-
strukcije objektov iz dodeljenega pomnilnika. RecOOP tre-
nutno deluje nad pomnilnika navideznega stroja HotSpot [2]
(podjetja Oracle) na arhitekturi x86. Razsiritev delovanja
na 64 bitne navidezne stroje in stroje za druge jezike (.Net,
JavaScript...) bi zahtevalo le manjse popravke.

—
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Slika 2: Koraki rekonstrukcije objektov.

Orodje RecOOp je bilo testirano na operacijskih sistemih
Linux in Windows, in sicer na Ubuntu (32 bit), Windows
XP SP3, Windows 7 in Windows 8. Velikost kopice (angl.
heap) navideznega stroja je bila nastavljena na 2 GiB. Za-
jete vrednosti v pomnilniku se s pomo¢jo Sablon interpretira
v podatkovne strukture. Na razli¢nih operacijskih sistemih
nastanejo razlike v koli¢ini praznega pomnilnika, ki ga pre-
vajalniki pustijo zavoljo pravilnega razporeda spremenljivk
(angl. field padding). Na sreco je bilo na ta racun potrebno
spremeniti le 8 izmed 150 prej omenjenih C++ Sablon.

2.1 Rekonstrukcija procesov

RecOOP zacne z rekonstrukcijo procesov. V kolikor proce-
sov pomnilnik Se ni bil zajet, ga RecOOP zajame s pomocjo
ogrodja Volatility. Proces identificira preko imena ali preko
identifikacijske Stevilke procesa (angl. process ID - PID),
ter oSteviléi in pravilno razvrsti okvirje pomnilnika (angl.
memory frame). Rezultati se nato shranijo v datoteko za
nadaljnjo obdelavo ali za pregled z orodji, kot je na primer

Radare [3].

2.2 Izlocevanje naloZenih razredov

Izvajanje poljubnega programa v navideznem stroju se za-
¢ne z nalaganjem zahtevanih tipov, razredov in ostale kode
navideznega pomnilnika. Hkrati se ustvarijo tudi simboli za
vsakega od teh elementov. Temu sledi povezovanje (angl.
linking) kode, razredov in tipov. S tem se zagotovi prisot-
nost vseh potrebnih tipov in metod, ki se sicer nahajajo v
drugih razredih. Po povezovanju in nalaganju (angl. load-
ing) pride na vrsto transformacija zacetnih razredov (in pri-
padajocih tipov in programske kode) v strukture, ki so op-
timizirane za izvajanje v virtualnem stroju.

HotSpot shranjuje potrebne informacije za izvajanje v tri
razprsilne tabele (angl. hash table) - SystemDictionary,
SymbolTable in StringTable. SystemDictionary vsebuje
informacije o nalozenih tipih (razredih). SymbolTable vse-
buje vse simbole za razrede, metode in spremenljivke. Ta-
bela StringTable pa vsebuje znakovne nize (angl. string),
ki v programu sluzijo kot konstante, ter nize, ki imajo dolgo
zivljenjsko dobo. V okolje se ponavadi nalozijo le tipi, ki
so potrebni za povezovanje, kar je uporabno pri razrese-
vanju JAR datotek, katerih vsebina je bila namenoma za-
krita (angl. obfuscated), saj se s tem zmanjsa obseg razredov
in tipov, na katere je potrebno biti pozoren.

Orodje RecOOP se najprej osredoto¢i na simbolno tabelo
(angl. symbol table), in nadaljuje s sistemskim slovarjem
(angl. system dictionary). Simbolno tabelo se pregleda na



zacetku, ker ima preprosto strukturo, in ker njena vsebina
veckrat pride prav v nadaljevanju.

Pri iskanju prej omenjenih tabel si pomagamo z dejstvom,
da ti tabeli vedno vsebujeta C++ spremenljivko (lastnost
tabele) _table_size z vrednostma 0x00004e2b oziroma
0x000003f1. Ko sistem najde ti dve vrednosti, poizkusi
razcleniti vnose v tabelah. Razprsilne tabele interno vse-
bujejo polje (angl. array) kazalcev (angl. pointer) na iskane
vnose. Orodje iterira preko polja kazalcev in tolmaciti vnose
na naslovih, kamor kazejo kazalci. V kolikor ima vnos pri-
cakovano obliko in vsebuje pricakovane vrednosti, ga inter-
pretira kot veljavnega.

2.3 Identifikacija dodeljenega pomnilnika
Poznavanje lokacije dodeljenega pomnilnika pomaga pri o-
Steviléevanju (angl. enumeration) objektov. Prav tako je
koristno pri dolocanju ali so dobljeni rezultati veljavni. Ven-
dar pa je pravilno klasificiranje dobljenih segmentov zahtev-
no. Za pravilno identifikacijo objektov se izvede preverjanje
tipov nad vsemi ne-primitivnimi tipi v objektu.

Vecje stevilo kazalcev na definicije tipov na nekem obmocju
pomnilnika (angl. type-pointer, v tem primeru kazalci tipa
Klass*), lahko nakazujejo lokacijo potencialnih obmo¢ij v
pomnilniku, ki vsebuje dodeljeni pomnilnik. Kazalci tipa
Klass* so namreC obvezen del vsakega objekta. Veliko ste-
vilo kazalcev na definicije tipov nakazujejo na moznost, da
se v temu delu pomnilnika nahajajo objekti. Izjema so po-
drogja, ki vsebujejo metapodatke o razredih ter podatkovne
strukture, ki jih uporablja prevajalnik. Ker pa so vrednosti
na teh obmocjih poznane, jih je lahko preskociti. Pri os-
talih obmo¢jih se zanaSamo na preverjanje tipov (angl. type
cheking) za filtriranje neveljavnih vnosov.

Za lazje dolocanje mej dodeljenega pomnilnika najprej zane-
marimo obmocja, ki so manjsa od 256 KiB, saj je to manj
od najmanjse privzete velikosti kopice. Nato iterativno pre-
gledamo strani, ki imajo ve¢ kot 10 kazalcev na definicije
tipov. Pri vsaki strani Stevilo kazalcev popravljamo s pre-
mikajo¢im povpre¢jem (angl. moving average). Za Cistilce
pomnilnika, ki uporabljajo t.i. humongous obmocja pomnil-
nika - to so dodelitve velike koli¢ine pomnilnika (ve¢ MiB)
za velike objekte, bi bilo ta algoritem potrebno nekoliko
popraviti.

Ta analiza dolo¢i meje obmocja, na katerem bi se lahko na-
hajala vecja koncentracija objektov. Izogibamo se preisko-
vanju pomnilnika po generacijah (eden, tenured, itd.), saj bi
to lahko prineslo napaéne identifikacije. Ker navidezni stroj
spreminja velikost kopice glede na trenutno aktivnost pro-
grama, bi lahko dva segmenta oznacili za razli¢na, vendar
pa bi bila v resnici neko¢ na istem obmocju.

V primeru, ko je dolo¢anje generacij potrebno, si lahko po-
leg kazalcev na definicije tipov pomagamo Se z dnevnikom
(angl. log) dogodkov ¢isEenja pomnilnika, ki je del samega
navideznega stroja. Vnosi v dnevniku med drugim vsebujejo
ime kopice ter zacetni in konéni naslov. Iskanje z regularnim
izrazom (angl. regular expression - regex) "space.*used|
Metaspace.*used.” vrne informacije o prakticno vsem do-
deljenem pomnilniku.

2.4 Ostevilcevanje in izlocevanje objektov
Ostevilcevanje objektov, kot so niti (angl. thread), vti¢nice
(angl. socket) in datoteke se izvaja avtomatsko s pomocjo
lokacij kazalcev na definicije tipov. RecOOP pa omogoca
tudi naknadno oSteviléevanje posebnih tipov objektov tudi
po temu, ko dolo¢i naslove kazalcev na definicije tipov.

Izlocevanje (angl. extraction) objektov se zaéne s preverjan-
jem, ali naslov ustreza neki osnovni struktiri objekta. Nato
s pomocjo informacij o tipih dolo¢imo velikost objekta v
pomnilniku ter pois¢emo njegove reference. Sledi rekurzivno
preverjanje vsebovanih ne-primitivnih tipov, pri katerih u-
porabimo isti postopek. Pri referencah se preverjata tip ter
vsebnost vrednosti null. Zaradi polimorfizma je potrebno
hraniti seznam moznih tipov vsebovanih referenc. Algoritem
se zaklju¢i po konc¢anem izlo¢evanju, ter nato nastavi vred-
nosti spremenljivk (referenc) v objektih. Zaradi preprece-
vanja neskonéne rekurzije se objekti najprej ostevilcijo, nato
pa se nastavijo vrednosti spremenljivk. Vrstni red oStevilce-
vanja in izlo¢evanja objektov je sledec:

Niti (java.lang.Thread) obdelamo najprej. Poleg samega
objekta, ki predstavlja nit, pregledamo tudi objekte, ki im-
plementirajo njeno funkcionalnost, v katerih is¢emo ostale
uporabne informacije. Vsaki niti dolo¢imo veljavnost in
pregledamo notranje spremenljivke - najpomembnejsa med
njimi je eetop, ki vsebuje naslov niti. S pomocjo tega naslova
poiscemo seznam vseh niti v navideznem stroju, ki jih nato
prav tako pregledamo z istim postopkom.

Sledi pregled medpomnilnikov in tokov (angl. buffers
and streams), saj so pogosto uporabljeni za prenasanje vhod-
no/izhodnih podatkov med programom, navideznim stro-
jem in operacijskim sistemom. Delo nam otezuje polimor-
fizem, saj se pri implementaciji razredov (npr. java.io.-
BufferedReader) uporablja ve¢ osnovnih in abstraktnih raz-
redov (npr. java.io.InputStream). Da dobimo verigo (o-
ziroma drevo) implementacij je potrebno veckratno prever-
janje razmerij med razli¢nimi vrstami razredov in njihovimi
implementacijami.

Domaée medpomnilnike (angl. native buffers) uporab-
lja navidezni stroj za lastno izmenjavo vhodno/izhodnih po-
datkov. Izkaze se, da ti medpomnilniki implementirajo vmes-
nik (angl. interface) DirectByteBuffer, ki podpira direkten
dostop do pomnilnika (angl. direct memory access). Ra-
zredi, ki implementirajo vmesnik DirectByteBuffer (npr.
MappedByteBuffer, NativeBuffer in HeapByteBuffer) veci-
noma vsebujejo uporabne vrednosti, ki pa zaradi svoje ne-
stalne narave (angl. volatility) pogosto niso zanesljive.

Informacije o datotekah (angl. file information) prido-
bimo s pregledovanjem objektov tipa java.io.FileDesc-
riptor ali java.io.File. Edina uporabna informacija v
teh razredih je ime datoteke in pot do nje (angl. file path).

Datoteke JAR vsebujejo informacije o nalozenih datote-
kah in lahko potencialno vsebujejo obcutljive informacije
o tokovih. Datoteke JAR vsebujejo vse potrebne vire in
razrede, potrebne za izvajanje programa ali knjiznice. Ra-
zredne datoteke so dekompresirane in nalozene zaporedno,
zato je pogosto tezko pridobiti ostanke informacij, saj le-te
hitro izginejo.



Vtiénice razkrivajo informacije o povezavah. Pridobljene
informacije lahko obsegajo IP naslove, lokalna in oddaljena
vrata (angl. port). Prav tako se izvede poizkus povezave
vtiCnice z znanimi tokovi in medpomnilniki.

Informacije o pod-procesu (angl. child process) prido-
bimo iz razredov ProcessBuilder (uporabljen pri tipiénem
zagonu procesa) in Process (vezan na operacijski sistem).
Pri zagonu procesa se objektu poda niz, ki identificira ime
izgubi.

Objekt Process ostane precej ¢asa na kopici. Pri testiranju
se je tudi po vecih iteracijah ¢iscenja pomnilnika izkazalo, da
je prej omenjene objekte Se vedno mogoce pridobiti. Prav
tako so nekaj uporabnih podatkov vsebovali tudi pripada-
joci medpomnilniki stdout, stdin in stderr.

Precejsnja prednost forenzi¢ne analize navideznih strojev je
deterministi¢no zaporedje dogodkov, saj HotSpot nitim za-
poredno dodeljuje pomnilnik. V praksi to pomeni da se
objekti, ki so bili zaporedno dodeljeni eni niti, tudi v pom-
nilniku nahajajo skupaj, ne glede na aktivnosti preostalih
niti. To dejstvo pomaga pri dolo¢anju razmerij in povezav
med dogodki.

3. PRIMERI ANALIZ

V Poglavju 2 je predstavljena zmoznost RecOOP, ki lahko
pridobi podatke iz izvajajocih Java programov, na neki sliki
diska. Opisan postopek pa se lahko izkoristi tudi za anal-
izo delovanja virusov in Skodljive programske opreme. Ta
pristop nam pride Se posebej prav, ¢e imamo opravka z
virusom, ki se samodejno odstrani iz naprave, podatki pa
ostanejo v glavnem pomnilniku.

3.1 Virusni program

V okviru ¢lanka [7] so raziskovalci na virtualna stroja, ki
sta tekla na Linuxu in Widows XP, namestili virus Adwind.
Ugotovili so, da se virus med operacijskima sistemoma ob-
nasa nekoliko drugace. Do tega je prislo, ker je moral virus
izrabiti stranska vrata knjiznic operacijskega sistema, te pa
se medsebojno nekoliko razlikujejo. Iz obeh sistemov pa je
raziskovalcem uspelo priti do objektov, datotek in celo gesel,
ki so se nahajali v kopici in jih je virus uporabljal pri svojem
izvajanju.

3.2 Virusni posrednik

Raziskovalci so v okviru ¢lanka pripravili tudi Javanski pro-
gram, ki okuzi omreZje in na njem postavi posrednik (angl.
proxy), preko katerega se lahko nato napadalec prikljuci v
racunalnik. V takih primerih raziskovalci obi¢ajno zelo tezko
odkrijejo kateri podatki so bili odtujeni in katere ukaze je
napadalec posiljal preko omrezja. Ker pa je bil zlonamerni
program spisan v Javi in je izrabljal vti¢nice (angl. socket)
ter predpomnjene podatke, pa so ti ostali v pomnilniku tudi
ko niso bili ve¢ v uporabi. Primer obnovljenih podatkov
vti¢nice, pridobljenih iz pomnilnika, prikazuje Slika 3. Na
njej se uspe razbrati, da je napadalec posiljal ukaze "Do
something evil”.

Ker podatki niso bili nikoli prepisani, je ve¢ina napadalcevih
podatkov ostala nedotaknjenih v pomnilniku in zato dostop-
nih za analizo. Izjema so bili tisti, ki so se ze prepisali in
nekateri podatki, ki so se prebrali preko toka Datalnput-

Obj. Address  Remote Connection — In/Out
0x91c779b8  10.18.120.18 48002
0x91c7eadd  10.18.120.18 48003
0x91c85b70  10.18.120.18 48002
0x91c938d8  172.16.124.15 58860
0x91c980d0  10.18.120.18 48003
0x91cabcb8  172.16.124.15 58860
0x91cbfef0  10.18.120.18 48004
0x91cc7008  10.18.120.18 48005
O0x91ccdee8 10.18.120.18 48004
0x91cdbad0  172.16.124.15 58860
0x91ce02c8  10.18.120.18 48005
Ox91cedebd  172.16.124.15 58860

Data (Up to 30 Bytes)
Do something evil-48002!
Do something evil-48003!
s3cr3t_d4t3_48002-00000000s3cr
czNjcjNOX2QOdDNfNDgwMDItMDAw
s3cr3t_d4t3_48003-00000000s3cr
czNjcjNOX2QOdDNfNDgwMDMtMDAwW
Do something evil-48004!
Do something evil-48005'!
s3cr3t_d4t3_48004-00000000s3cr
czNjcjNOX2QOdDNfNDgwMDQtMDAwW
s3cr3t_d4t3_48005-00000000s3cr
czNjcjNOX2QOdDNfNDgwMDUtMDAw

L R T T A R

Slika 3: Obnovljeni podatki vti¢nice [7].

Stream, te se namreé lahko preberejo tudi neposredno iz
vhodne naprave in niso nujno shranjeni v pomnilnik.

3.3 Skriptni vdor

Raziskovalci so razvili tudi zlonamerno skripto, ki se jo lahko
zapakira v vticnik in nalozi na dotCMS! streznik. Izkoris-
tili so administratorske pravice za nalaganje in aktivacijo
vticnika. Ko je bil aktiven, je izkoristil stranska vrata kn-
jiznice wget. Med napadom so raziskovalci veckrat zajeli
sliko glavnega pomnilnika in na njej izvedli analizo. Skripti
pa je uspelo izvajati tudi sistemske klice, ki so se klicali preko
razredov ProcessBulder.

Kljub temu, da so se vmes veckrat izvedla ¢is¢enja z Cistil-
cem pomnilnika, so objekti procesov ostajali v pomnilniku.
Poleg objektov pa so v pomnilniku ostale tudi ostale sledi
iz katerih je razvidno tudi katere sistemske klice se je izva-
jalo na sistemu. Ob analizi zadnje slike pomnilnika jim je
tako uspelo videti, kaj je pocelo 11 od 16 procesov, ki so bili
pognani iz skripte.

Ob zakljucku analize so raziskovalci preverili Se koliko lahko
obnovijo s pomocjo orodja Volatility. Med vsemi slikami
pomnilnikov jim je uspelo obnoviti le en proces. To kaze na
omejenost orodja.

4. NADALJNJE DELO

Pri orodju RecOOP je se kar nekaj moznosti za izboljsave.
To je namre¢ trenutno zelo potratno in med procesiranjem
porabi kar veliko racunalniskih virov. To se Se posebej pozna
pri vec gigabajtnih analizah slik, ali pa ko imamo opravka z
vec tiso¢ objekti.

Prav tako je pri nekaterih objektih Se vedno nekaj ovir, kar
preprecuje da bi se naslo povezave s podatki. Tako je za njih
potrebna podrobnejsa analiza, ki pa jo program trenutno Se
ne izvede samodejno.

Orodje trenutno deluje samo na arhitekturi x86 in za analizo
Javanskih programov. Dalo pa bi se ga tudi nadgraditi, da
bi podpiral 64-bitne operacijske sisteme in druge programske
jezike, kot je naprimer .NET.

5. ZAKLJUCEK

Zaradi nac¢ina upravljanja pomnilnika, ki je bolj usmerjen k
hitrosti kot pa varnosti, lahko z analizo pomnilnika navidez-
nih strojev pridobimo podatke, za katere smo domnevali da
niso ve¢ dostopni. Za analizo tega pomnilnika je bilo razvito

Thttps://dotcms.com/



orodje RecOOP, ki pa zal ni odprtokodno in prav tako ni na
voljo na spletu. Po opisu iz ¢lanka, pa lahko sklepamo, da
je z njim mogoce doseci ve¢, kot z alternativnimi prosto-
dostopnimi resitvami.
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ABSTRACT

We review an efficient architecture for testing memory foren-
sics applications with fuzzing, called Gaslight. We present
different ways of fuzzing, compare them to Gaslight, present
its authors’ results, then repeat the experiment. We also
present some problems and propose several possible enhance-
ments to the architecture.

1. INTRODUCTION

1.1 About memory forensics

Forensic procedures are typically done on off-line devices:
hard disks, turned off mobile phones, etc. However, those
procedures can at best only give us a view into what a com-
puting device was used for some time before its seizure and
are made harder by encryption and steganography.

Investigators encountering an on-line (running) computing
device or computer system have an opportunity to make use
of another source of information: the working memory of the
device, which may contain data that has not yet been written
to persistent storage or that never will be (e.g. encryption
keys, passwords, certain caches).

Making an image of an on-line system’s memory is harder
than making an image of persistent storage for two reasons.

First, as soon as the device is turned off, the memory con-
tents are lost, therefore the memory cannot be (easily) trans-
ferred into another device for imaging as is possible e.g. with
a hard disk. While it is possible to read the memory of a
powered off computer by using a “cold boot* attack as de-
scribed in [1], it is not always possible or convenient, and is
beyond the scope of this paper.

Second, because the image has to be created on the on-line
system, not only will the imaging software itself occupy some
memory that may have contained valuable data, but in the
case of (nowadays standard) multitasking operating systems,

other programs will be executing and modifying the mem-
ory contents as it is being imaged. The resulting memory
image will therefore not contain a snapshot of the memory
at one particular point in time, but will rather be a group of
snapshots in some interval of time. For example, operating
systems and most applications use several data structures
that contain pointers to other data structures; if one struc-
ture at the bottom of memory points to another structure
near the top of the memory, that structure may no longer be
there by the time the memory imaging program reads that
part of memory because something else replaced it. This is
referred to as smearing [2]. Additionally, the device may be
infected with malware or be executing a program attempting
to destroy evidence before it is collected.

Memory acquisition is not a simple process (and is also be-
yond the scope of this paper, though interested readers may
look at [1], [4], [7]), but what we can do is make sure that
memory analysis applications handle images with missing or
smeared data correctly. One such approach is fuzzing.

1.2 About fuzzing

Fuzzing is an automated testing technique used to detect
how a program responds to invalid or malicious input.

Fuzzing became widely known after it had been used in 1988
by Miller et. al [8] [3] to demonstrate that utilities in sev-
eral vendors’ Unix-based operating systems would crash and
possibly execute arbitrary code when given invalid input.

A program that performs fuzzing is called a fuzzer. Exam-
ples of fuzzers are AFL and Zzuf [12] [6]. A fuzzer takes
one or more valid input files and mutates them in various
ways so that all of an application’s possible code paths are
exercised. It then monitors the execution of the application
(somewhat similarly to a profiler) and checks whether the
program responded correctly.

A fuzzer may be implemented in several ways:

e As a library that the tested application calls to get
fuzzed input and submit statistics.

e With a specialized compiler that automatically inserts
calls to fuzzing functions. This is how AFL works [13].

e As a program intercepting I/O operations. This is how
Zzuf works [6].



e As a specialized virtual machine intercepting I/O op-
erations and monitoring the execution of the program.
AFL also supports this [13].

e It is also possible to fuzz interactive applications, though
more customization is required [5].

Each of these approaches has its advantages and disadvan-
tages. A fuzzing library is the most flexible, but requires
potentially extensive modifications to the program, which is
a problem when one does not have the source code of the
application to be tested or the application is written in a
programming language that the fuzzer cannot work with.
Intercepting I/O operations is very universal, but it is not
flexible and may not be able to distinguish between user
commands and input data, and virtual machines are power-
ful but slow.

Programs written in interpreted languages are also prob-
lematic for fuzzing because one usually wants to test the in-
terpreted program, not the interpreter, and the interpreter
may perform I/O operations other than those required by
the program.

Another problem with fuzzing is that it is slow. There are
28N possible inputs that are N bytes long. With current
hardware, it is clearly impossible to test them all and the
tested application may only behave incorrectly for a very
small fraction of them. AFL’s documentation, for example,
recommends that test files (used as the starting point to
generate fuzzed inputs) be less than a kilobyte in size [13].
Fuzzers that test unmodified applications also typically gen-
erate a whole new file (based on the starting input file, but
modified) for each execution of the application.

For fuzzing memory forensics applications, this is clearly im-
possible, as memory images today may be several gigabytes
long, so not only would it take forever to fuzz the correct
parts of the test file (in the worst case, assuming the fuzzer
doesn’t know which areas of a file are important), it would
also take a long time to make each copy.

However, it is desirable to fuzz memory forensics applica-
tions because investigators rely on them to find facts, and
a forensics application that crashes or produces incorrect
output makes investigation harder. When it is used interac-
tively by an experienced investigator, errors may be recog-
nized easily, but not necessarily if the application is used as
part of an automated solution [3].

In this paper, we will look at the fuzzing architecture for
memory forensics applications called Gaslight as described
and implemented by A. Case, A. K. Das, S.-J. Park, J. Ra-
manujam, and G. G. Richard in [3].

2. ABOUT GASLIGHT

The authors of Gaslight wanted to create a memory fuzzing
architecture with the following properties:

e It should be fast. It should not make copies of memory
images, as that would make it too slow for practical
use.

Tested memory
forensics application

Request to read Mutated
I data

Fuzzer (virtual file system)

Yy

Original memory image

(read-only)

Figure 1: The architecture of the fuzzer imple-
mented as a virtual file system.

e It should be able to test applications without one hav-
ing to modify them first.

e Because the tested application can need a long time to
process one modified memory image, the architecture
should be scalable to multiple processors and ideally
to multiple computers.

e Errors should be automatically detected.

The authors of Gaslight approached the problem with a vir-
tual file system. It satisfies the first two criteria by letting
applications read memory images as usual, but because it
is a virtual file system, the driver can modify the data as it
is being read, and in a different way each time. This does
not require making copies of memory images and it works
regardless of whether we are able to modify the tested ap-
plication or not.

This is somewhat similar to Zzuf, but the advantage is pre-
sumably that Gaslight can mutate data in ways that simu-
late memory smearing and only fuzzes the actual memory
image and not user interface elements or other files that
may happen to be read by the application (such as libraries
and configuration files), which would have to be known in
advance and might not be easily determined.

Figure 1 shows the architecture of the fuzzer.

2.1 Virtual file system implementation

The virtual file system was implemented as a FUSE mod-
ule. Specifically, Fusepy was used, which is a framework for
writing FUSE modules in Python [9]. The virtual file system
only needs to implement a handful of operations:

e listing the contents of a directory (so that the fuzzed
application can find the files it needs),

e getting information about a file,

e opening a file,



e reading data from a file (which is where mutating hap-
pens),

e closing a file.

2.2 Usage

Fuzzing is done as follows. First, given a plug-in and a
memory image, it must be determined how many read op-
erations the application executes so that it can be known
roughly how many times it will have to be run in that con-
figuration. Then, for each mutation type (described below),
the application is run with the same configuration the same
number of times as the number of reads. The runs differ
only by when fuzzing starts; in other words, from which
read operation onward the read data is mutated.

Note that the fuzzer does not keep track of the amount of
data read, nor where in the file the read data is located.
The authors did not explain why they did not consider that
important, nor why they mutate data only from one point
onward. We can speculate that the reason for the latter is
that the number of read operations may change depending
on the mutated data, so the counted number of read oper-
ations is really only a guideline to determine the number of
tests to be run. On the other hand, if the application reads
the same data twice (or more times), it can happen because
of mutations that the result is not always the same, which
would never occur in a real investigation regardless of how
badly smeared the memory image was. The authors did not
mention this.

2.3 Mutation types

The authors implemented several mutation types that may
be applied to a buffer of read data after it has been read
from the image but before it has been returned to the calling
application:

1. Setting all bytes to 0.
Setting all bytes to 255.

Setting bytes to random values.

oW N

Setting every second, fourth, eighth, and 128th byte
to a random value.

5. Setting every 2-, 4-, 8-, or 128-byte “page“ to 0, 255,
or random values.

6. Incrementing or decrementing every second, fourth,
eighth, and 128th byte by 2, 4, 8, 128, or 4096.

7. Incrementing or decrementing every byte in every 2-,
4-, 8-, or 128-byte “page“ by 2, 4, 8, 128, or 4096.

According to the authors, the mutation types were chosen
for the following reasons:

e Types 1 to 3 simulate the effects of memory smearing.

e Types 4 and 5 simulate partially overwritten data struc-
tures. It is not mentioned whether bytes or pages are
counted from the beginning of the buffer or the begin-
ning of the memory image.

e Types 6 and 7 simulate situations where a smeared
pointer points to a valid address, but not anymore to
the correct data. It is not explained how arithmetic
carry or overflow is handled.

The authors of Gaslight primarily focused on testing the sta-
bility of various Volatility plug-ins when processing smeared
or otherwise corrupted images. They tested a subset of plug-
ins that come with Volatility.

3. ABOUT VOLATILITY

Volatility is an open source memory forensics application
written in Python [11]. It supports and comes with several
plug-ins, which read a memory image and extract various
information from it, such as:

e Names of executing processes at the time the image
was made, their command line parameters, open files,
and working memory contents.

e Most recently executed command line commands and
their output.

e Contents of RAM disks and files cached in memory.

e Networking information, such as the ARP cache (known
mappings between network and link layer addresses),
the local network address, and open sockets.

e Operating system kernel logs.

To extract anything, Volatility must know the exact operat-
ing system version used, down to the exact kernel version.
The rules used to extract information are specified in oper-
ating system profiles. By default, it comes with profiles for
several versions of Windows. Mac OS X and Linux profiles
are also available [10].

4. RESULTS

Of the subset of Volatility plug-ins that the authors of Gaslight
tested, Windows plug-ins never behaved incorrectly. The
authors believe this is because they are more mature; they
have existed for a longer time and have also been heavily
tested in real situations.

Some Mac OS X and Linux plug-ins behaved incorrectly.
The most common causes were:

e crashing because of invalid pointers,

e entering infinite loops because of corrupted pointers
(e.g. a cycle in a linked list),

e attempting to produce very large outputs because size
fields in various data structures were corrupted.

Because it is impossible to truly know whether a program
has entered an infinite loop, each test case was given 5 min-
utes to run. Crashes were detected by scanning the output
for words such as "exception” and "traceback”, and unusually
long outputs were also checked for.



5. REPEATING THE EXPERIMENT

In this section, we will describe how the Gaslight authors’
experiments can be repeated and verified, at least partially.
We tested a subset of those of Volatility’s Linux plug-ins
which the Gaslight authors found to be buggy. We assume
that they tested Volatility 2.6, which was released in Decem-
ber 2016 and was at the time the article was published the
latest official release. At the time of this writing, it still is,
though one can always obtain the latest development version
from [11], in which the bugs that caused incorrect behavior
may have been fixed already. We therefore used version 2.6.

To test it, we implemented a virtual file system with Fusepy
on FreeBSD, which, depending on settings, either counted
the number of read operations or mutated data with muta-
tion types 1 to 3 as previously described. The other mu-
tation types were not implemented due to their ambigu-
ous descriptions, but we were able to reproduce the results
nonetheless.

We used a 128-megabyte memory image of Debian 7.4.0
(“Wheezy“) on x86 as the input file to mutate. 128 MB is the
minimum amount of memory that Debian requires, and we
assumed that a larger image would increase processing time
(though we did not test this assumption). The operating sys-
tem and its specific version was chosen because the authors
of Gaslight mentioned using a “32-bit Debian Wheezy* mem-
ory image (in addition to others). At the same time, this is
the latest version of Debian whose memory images Volatility
can analyze, since there are no official profiles available for
newer ones.

We did indeed manage to cause Volatility to crash, enter
infinite loops, or produce invalid output data that may be
easily overlooked if, for example, it was being used as part
of a larger analysis suite.

We tested the following plug-ins:

e linux_arp: Shows the ARP table. It executed 23 reads.

e linux_bash: Shows most recently entered bash com-
mands. It executed 1592 reads.

e linux_dmesg: Shows the kernel log. It executed 23
reads.

e linux_library_list: Shows loaded libraries. It executed
654 reads.

e linux_psaux: Shows processes like “ps aux“. It exe-
cuted 238 reads.

e linux_psenv: Shows processes’ environment variables.
It executed 229 reads.

Figures 2, 3, 4, 5, 6, 7 show the results of fuzzing each plug-in
with each mutation type.

Explanation of the terms:

e “Hung“ means that Volatility only printed its sign-on
message and nothing else. Since test cases were given

linux_arp
100%

90% A —
80% -
70% 7 O seemingly OK
60% + mnot entirely OK
50% - Himage unrecognized
40% Bhung
30% - B crashed
20% -
10% -

0% -

1 2 3

Mutation type

Figure 2: Results of fuzzing the linux_arp plug-in.

linux_bash
100% -
90% -
80% -
70% 1 mmissed two commands
60% - Omissed one command
50% + Oseemingly OK
40% - ®image unrecognized
20% - — @ crashed
20% -
10% -
0% T
1 2 3

Mutation type

Figure 3: Results of fuzzing the linux_bash plug-in.
‘We executed three commands and then checked how
many of them the plug-in could find.

linux_dmesg
100%

90% -
80% -
70% 1 ® unusually large output
60% 1 O seemingly OK
50% - mimage unrecognized
40% - 8 hung
30% | B crashed
20%
10%

0%

1 2 3

Mutation type

Figure 4: Results of fuzzing the linux_dmesg plug-in.



linux_library_list

100%
90% +—
80% +—
70% T
60% ——
50% ——
40% +—
30% —
20% —
10% +——

0% T T

Mutation type

Figure 5: Results of fuzzing the linux_library_list

plug-in.

linux_psaux

100%

O seemingly OK
mimage unrecognized
B crashed

90% -
80% -
70%
60% -
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40%
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20% -
10% 1

0%

Mutation type

Figure 6: Results of fuzzing the linux_psaux plug-in.

linux_psenv

100%

O seemingly OK

mnot entirely OK
mimage unrecognized
m crashed

90% -
80% -
70% -
60% -
50% -
40% A
30% -
20% -
10% +

0% -

Mutation type

O seemingly OK

Hnot entirely OK
Himage unrecognized
®hung

W crashed

Figure 7: Results of fuzzing the linux_psenv plug-in.

5 minutes to run, it is safe to conclude that the plug-
in entered an infinite loop before it could produce any

output.

e “Crashed“ means that the plug-in caused an uncaught

exception which printed a stack trace.

e “Image unrecognized“ means that the image was so
heavily fuzzed that Volatility did not even recognize it

as a valid memory image.

e “Not entirely OK* means that the plug-in recognized

that some data was invalid.

e “Seemingly OK“ means that we do not think that the

plug-in detected any corruption.

Here are some examples of outputs when processing fuzzed

data:

linux_arp with mutation type 2 starting at
23 - some IP addresses cannot be obtained:

2
[? ] at 33:33:00:00:00:16 on
[? ] at 33:33:00:00:00:02 on
[? ] at 33:33:00:00:00:fb on
; ] at 00:00:00:00:00:00 on

] at 33:33:ff:38:dd:29 on
[224.0.0.22
at 01:00:5e¢:00:00:16 on
[224.0.0.251
] at 01:00:5e:00:00: fb on

linux_arp with mutation type 2 starting at
18 - one MAC address is unusually long:

[?

] at 33:33:00:00:00:16 on
[?

] at 33:33:00:00:00:02 on
[?

] at 33:33:00:00:00:fb on

] at 00:00:00:00:00:00:00:

00:00:00:00:00:00:00:00:00:00:00:

00:00:00:00:00:00:00:00:00:00:00
?292272222?2272722727

] at 33:33:ff:38:dd:29 on

linux_arp with mutation type 2 starting at
15 - some entries are missing:

[?

] at 33:33:00:00:00:16 on
[?

] at 33:33:00:00:00:02 on

[?
] at 33:33:00:00:00:fb on

read operation

eth0
eth0
eth0
lo

eth0
eth0

eth0

read operation

eth0
eth0

eth0

00:00:00:
on

eth0

read operation

eth0
eth0

eth0



[?

] at 33:33:ff:38:dd:29 on ethO

linux_bash with mutation type 2 starting at read operation
1100 - everything seems normal:

Pid Name Command Time
Command

3248 bash 2018—-05-09
20:13:18 UTC+0000 echo Hello
world!

3248 bash 2018—-05-09
20:13:20 UTCH0000 head /proc/
cpuinfo

3248 bash 2018—-05-09
20:13:22 UTCH+0000 uname —a

linux_bash with mutation type 2 starting at read operation
1050 - one command is missing:

Pid Name Command Time
Command

3248 bash 2018—-05-09
20:13:18 UTC+0000 echo Hello
world!

3248 bash 2018—-05-09
20:13:20 UTCH0000 head /proc/
cpuinfo

linux_bash with mutation type 2 starting at read operation
1000 - two commands are missing:

Pid Name Command Time
Command
3248 bash 2018—-05-09
20:13:18 UTCH+0000 echo Hello
world!

linux_psenv with mutation type 3 starting at read operation
125 - crashes because of attempting to read a nonexistant
address:

Traceback (most recent call last):

File ”"/usr/local/bin/vol.py”, line 192,
in <module>

main ()

File ”"/usr/local/bin/vol.py”, line 183,
in main

command . execute ()

File ”/usr/local/lib/python2.7/site—
packages/volatility /plugins/linux/
common.py”, line 64, in execute

commands . Command. execute (self | *args,
xkkwargs)

File 7”/usr/local/lib/python2.7/site—
packages/volatility /commands.py”,
line 147, in execute

func (outfd, data)

File ”/usr/local/lib/python2.7/site—
packages/volatility /plugins/linux/
psenv.py”, line 46, in render_text

outfd.write ("{0:17s} {1:6s} {2:s}\n”.
format (str (task .comm), str(task.pid
), task.get_environment()))

File ”/usr/local/lib/python2.7/site—
packages/volatility /plugins/overlays/
linux/linux.py”, line 2149, in
get_environment

argv = proc_as.read(start, self .mm.
env_end — self .mm.env_start + 10)

File ”/usr/local/lib/python2.7/site—
packages/volatility /addrspace.py”,
line 276, in read

return self._read(addr, length, False)

File ”/usr/local/lib/python2.7/site—
packages/volatility /addrspace.py”,
line 258, in _read

data = read(paddr, datalen)

File ”/usr/local/lib/python2.7/site—
packages/volatility /plugins/
addrspaces/standard.py”, line 104, in
read

data = self.fhandle.read (length)
IOError: [Errno 14] Bad address

The source code of the virtual file system and the scripts
used to perform fuzzing and analysis are listed in the ap-
pendices, as well as the specific steps to be taken to install
the required software.

6. CONCLUSION

We have shown that fuzzing is a valid way of testing mem-
ory forensics programs and that the specific methods pro-
posed and implemented by Gaslight’s authors really do work
(even though their descriptions were not always entirely un-
ambiguous). They are not in fact limited to testing memory
forensics programs, but could be used to fuzz other kinds of
programs that usually work with large input files.

To be practical, the fuzzer would also need to support easy
distributed operation, which is something that neither we
nor they implemented yet. As an example, we needed a few
dozen hours to run all our tests, though this mostly depends
on the number of processors and their speed (Volatility, for
example, is single-threaded and CPU-bound but does not re-
quire a significant amount of memory, so multiple instances
can be easily run at once).

However, detecting that a program crashed is only half the
solution. The developer still has to manually examine the
stack traces to find what exactly caused the program to crash
(in the case of infinite loops, this is even harder). It would
be more convenient if the fuzzer could parse stack traces and
group together test cases that expose the same problem.
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APPENDIX
A. SETTING UP THE EXPERIMENT

To obtain the memory image:

1. Start Debian 7.4.0 in a virtual machine such as Virtu-
alBox. The fastest way is to use a “live CD*:

http://ftp.riken.jp/Linux/debian/debian-cdimage/archive/
7.4.0-live/i386 /iso-hybrid /debian-live-7.4-1386-standard.iso

2. When booting, choose the i686 kernel with PAE, oth-
erwise Volatility will not recognize the memory image
as belonging to this operating system.

3. Log in and execute a few commands, such as:
echo Hello world!

head /proc/cpuinfo
uname —a

4. Create the memory image. For VirtualBox, refer to:

https://www.virtualbox.org/ticket /10222

Of course, one could also obtain an image from a physical
machine, with real smearing, with methods described in [1],
[4], [7]. There is probably no advantage in doing so as we
mutate the data anyway.

To install Volatility and Fusepy on FreeBSD 11.1:

1. If the ports tree is not installed yet, install it:

git clone https://github.com/
volatilityfoundation/profiles

cp profiles/Linux/Debian/x86/Debian74.
zip /Jusr/local/lib/python2.7/site—
packages/volatility /plugins/overlays
/linux/

Volatility is now ready to use.

4. Compile and install Fusepy:

git clone https://github.com/fusepy/
fusepy

cd fusepy

python setup.py install

5. Install the FUSE libraries and load the required kernel
module:

pkg install fusefs—libs
kldload fuse

We can now use the fuzzer.

B. VIRTUAL FILE SYSTEM SOURCE CODE

This is the file Fuzzer.py, which implements the virtual file
system. When run, it creates the virtual file system (which
“passes through“ to a real directory, but mutates data when
it is read according to which mutation type is chosen) in
and mounts it in the directory specified on the command
line. It then waits for I/O requests and responds to them.
It is based on the “loopback.py“ example that comes with
Fusepy.

from __future__ import print_function ,
absolute_import , division

import logging

from errno import EACCES
from os.path import realpath
from sys import argv, exit
from threading import Lock

import os
import random

from fuse import FUSE, FuseOSError,
Operations, LoggingMixIn



class Fuzzer (LoggingMixIn, Operations):
def __init__(self, argv):
# Initialize the fuzzer. This is called
when mounting the file system.

self.RootPath = argv[2]
if self.RootPath[—1] != "/”:
self . RootPath += "/”

self.Label = argv [3]

self . Mutation = int(argv[4])

if self.Mutation != 0:
self.FuzzFrom = int (argv[5])

self .RWLock = Lock ()
self .ReadCount = 0

# The I/0 operations that we do not

implement :
chmod = None
chown = None
create = None
flush = None
fsync = None

link = None
getxattr = None

mkdir = None
mknod = None
readlink = None
rename = None
rmdir = None
statfs = None
symlink = None
truncate = None
unlink = None
utimens = None
write = None

def access(self, path, mode):
if not os.access(self.RootPath + path,
mode) :

raise FuseOSError (EACCES)

def getattr(self, path, fh=None):
st = os.lstat (self.RootPath + path)
return dict ((key, getattr(st, key)) for

key in (
?st_atime”, ”st_ctime”, ”st_gid”, ”
st_mode”, ”st_mtime”, ”"st_nlink”,
7st_size”, "st_uid”

))

def open(self , path, flags):
if flags & (0s.OWRONLY | os.OCREAT |
0s .O_TRUNC) :
# Forbid opening for writing.
raise FuseOSError (EACCES)

return os.open(self.RootPath + path,
flags)

def read(self, path, size, offset, fh):

with self .RWLock:
os.lseek (fh, offset , 0)
Result = os.read (fh, size)

if self.Mutation = 0:
self.ReadCount += 1
elif self.ReadCount >= self.FuzzFrom:
# Mutate the data.
if self.Mutation = 1:
Result = chr(0) x len(Result)
elif self.Mutation = 2:
Result = chr(0xFF) * len(Result)
elif self.Mutation = 3:
L = len(Result)
Result = 77
for i in range(L):
Result += random.randrange (256)

return Result

def readdir (self, path, fh):
return os.listdir (self.RootPath + path)

def release(self, path, fh):
if self.Mutation = 0:
# Save the number of reads.
ReadCountFile = open(self.RootPath +
self.Label 4+ "—NumReads. txt”, "w”

ReadCountFile. write (str(self.
ReadCount) )
ReadCountFile. close ()

return os.close(fh)

if __name__ = ”__main__":
if len(argv) < 5:
print (

"Parameters:\n” + \
”To_count : _mountPoint_rootDir_label
0\n” + \
”"To_fuzz:_,_mountPoint_rootDir_label
mutationType_fuzzFrom?”
)

exit (1)
logging . basicConfig(level=logging .DEBUG)

# Set foreground to True to log all I/0
operations.

fuse = FUSE(Fuzzer (argv), argv[l],
foreground=False)

C. TEST SCRIPTS

First, we count how many read operations each plug-in ex-
ecutes:

#!/bin /sh
mountPoint=$1

for i in arp bash dmesg library_list psaux
psenv; do



python Fuzzer.py $mountPoint $(pwd)
linux_$i 0
vol.py linux_$i —f $mountPoint/
DebianWheezy .ram —profile=
LinuxDebian74x86 > /dev/null
umount $mountPoint
done

Then, we can start fuzzing. The following script takes the
names of plug-ins as parameters and fuzzes them with mu-
tation types 1 to 3, starting with a different read operation
each time:

#!/bin/sh

mountPoint=$1
resultDir=$2
shift 2

mkdir —p $resultDir
for i in $x*; do
for j in $(seq 1 3); do
for k in $(cat linux_$i—NumReads. txt);
do
python Fuzzer.py $mountPoint $(pwd)
linux_$i $j $k
OutName=$resultDir /$i—8j—3$k
timeout 300 vol.py linux_$i —f
$mountPoint /DebianWheezy .ram —
profile=LinuxDebian74x86 >
$OutName 2> $OutName
umount $mountPoint
done
done
done

To make use of multiple processors, we just execute multiple
instances of the script at the same time, each with a differ-
ent mount point and list of plug-ins (but not necessarily a
different result directory).

Some plug-ins execute much more read operations than oth-
ers, so it is recommended to look at the read counts first to
decide how we are going to distribute the processing.

To make use of multiple computers (which we did not), we
would need to install the same software on all of them and
then again execute the script with different parameters on
each, possibly using a network share.

This is, of course, all very primitive. An obvious enhance-
ment would be to use a queue to optimally assign work to
members of the cluster.

D. ANALYSIS PROGRAM

This program reads the results and outputs them in the CSV
format for use in tables or charts.

import os
Results = {}

for i in os.listdir(”.”):
if 7—7 in i:

Plugin, Mutation, FuzzFrom = i.split(”"—

)

if Plugin not in Results:
Results [Plugin] = {}

if Mutation not in Results[Plugin]:
Results [Plugin] [ Mutation] = {}

Size = os.stat(i).st_size
File = open(i, "r”)

Data = File.read ()
File.close ()

if Size =— 47:
# The file only contains the
Volatility sign—on message.
Verdict = ”hung”
elif ”Traceback” in Data:
# Python stack trace.

Verdict = ”crashed”
elif Size > 0x10000:
Verdict = ”unusually _large output”

elif ”No_suitable_address_space_mapping
_found” in Data:
# Volatility couldn’t recognize the
image because it was too

corrupted .
Verdict = ”image_unrecognized”
else:
if Plugin = "bash” and ”cpuinfo” not
in Data:

# Found 7echo”, but not the other
two commands.

Verdict = "missed_two,_commands”
elif Plugin =— "bash” and ”uname” not
in Data:
# Found the first two commands, but
not “uname”.
Verdict = "missed_one_command”

elif 77?7?” in Data:
# Volatility recognized some data
as invalid.

Verdict = ”not_entirely OK”
else:
Verdict = "seemingly OK”

if Verdict not in Results[Plugin]|
Mutation ] :
Results [Plugin | [ Mutation ][ Verdict] =
0

Results [Plugin | [ Mutation ][ Verdict] 4= 1

# Print a CSV table for each plug—in.
for Plugin in Results:
print (”linux_" + Plugin)
Mutations = sorted (Results [Plugin])
print (”;” 4+ 7;”.join (Mutations))

# Gather all verdicts for this plug—in.
Verdicts = set ()
for Mutation in Results[Plugin]:
Verdicts = Verdicts.union(Results |
Plugin | [ Mutation])



for Verdict in sorted(Verdicts):
Buffer = Verdict

for Mutation in Mutations:
All = sum(
[Results [Plugin | [ Mutation|[i] for i
in Results [Plugin|[Mutation ]]

)

try:
Num = Results [Plugin ][ Mutation ]|
Verdict |
except KeyError:
Num = 0
Buffer 4= 7;”7 + str (Num * 100.0 / All

)

print (Buffer)
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ABSTRACT

In digital forensics, one often finds himself in a position
where the ability to profile the computer user may simplify
the task of finding a suspect. Most of the research in the field
focuses on recognizing the gender or age which are two of the
most informative characteristics and usually the first ones a
digital forensic wants to know. The ways to do so vary from
using complex ones such as voice recordings, images, signa-
tures to fairly simple ones like the way a person types. This
field of study is called keystroke dynamics. Authors of the
reference paper chose to predict a person’s gender based on
keystroke dynamics, since this is, as opposed to the pictures,
a non-intrusive method. They assembled a dataset, record-
ing users during daily computer usage, calculated features
and lowered the dimensionality of data and finally trained
a few of the most popular classifiers for this binary classifi-
cation task. Using a radial-basis function network (RBFN),
they achieve the highest accuracy reported in the field to
date.

Keywords
keystroke dynamics, gender recognition, digital security, be-
havioral biometrics, machine learning

1. INTRODUCTION

Keystrokes are just one of the so-called forensic behavioral
biometrics, others being the way of walking, voice, signature
and similar. Biometric technologies based on user’s behav-
ior have an advantage over the traditional ones in enabling
one to collect data without interfering with user’s work by
constantly asking for their consent or cooperation and usu-
ally does not require any additional hardware. Collected
data is most frequently used to predict a person’s age and
gender, since those are two of the most important character-
istics and also most commonly lied about by malicious users.
This work is focusing on the way a person types, which is
referred to as keystroke dynamics.
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The basis of this seminar work is a paper written by Tsim-
peridis et. al. [10]. They assembled a dataset by recording
volunteers during their daily usage of the computer. This
so-called free-text mode enabled them to get data as close
to their natural typing dynamics as possible. They then
generated features from the data, using the down-down and
up-down latencies, which are time between pressing two con-
secutive keys and time from when the key was pressed until
it was released, respectively. This resulted in over 10,000
features when using a standard computer keyboard. To
avoid long training times, they selected only a few hun-
dred features and used them for training five distinct clas-
sifier models - naive Bayes (NB), support vector machines
(SVM), random forests (RF), multi-layer perceptron (MLP)
and radial basis function network (RBFN) with the goal of
proving robustness of the features. The latter one achieved
state-of-the-art results in the field of gender recognition with
keystroke dynamics.

The remainder of this paper is organized as follows. Section
2 overviews the related work, Section 3 describes the assem-
bly of the dataset and the methods used to predict gender,
Section 4 presents the experimental evaluation, and finally,
conclusions are drawn in Section 5.

2. RELATED WORK

Use of biometrics is a very common approach in various fields
related to computer security and digital forensics. The re-
search from other fields such as online marketing can also be
well transferred to the field of interest since the objective is
usually similar - to characterize an unknown user from avail-
able information. Biometrics include speech, image, video,
gait, keystrokes, signature and others.

Using facial images for estimating user’s gender and age is
popular, due to large amounts of such data being used in
everyday life. Eidinger et. al. [5] found there was lack of
facial image data labelled for age and gender recognition
since most of the research is going in the direction of face
recognition. They assembled a dataset with images taken
under challenging conditions, taken with smart-phones and
other devices and use dropout principle combined with SVM
to prevent overfitting. Kalansuriya et. al. [7] used neural
networks for a similar task, focusing on images taken un-
der various illumination conditions. [2] on the other hand,
focuses on using color-based features extracted from social
media profiles to predict gender without being influenced by
a language. Barkana and Zhou [3] use pitch range features



in their work to predict age and gender of a speaker using
kNN and SVM classifiers. Their idea was to construct fea-
tures that capture pitch changes over time. They achieve the
most notable accuracy of 92.86% for middle-aged females,
while the worst accuracy corresponds to young males. Hu-
man gait can also be effectively used as a way to recognize
gender, as is shown by Li et. al. [8]. They detect seven
parts of the human body - head, arm, trunk, thigh, front
leg, back leg and feet - to capture person’s motion and use
it to predict gender.

Another behavioral biometric is the way a person types and
respective area of research is referred to as keystroke dynam-
ics. Its advantage over above mentioned is that no additional
hardware, like camera or microphone, is needed to get ac-
curate data. Many attempts were made to use keystroke
dynamics as a supplement to regular login credentials like
username and password, showing that there is a lot of po-
tential in the field. As argued by Bartlow and Cukic [4],
credentials are weak protection, while fingerprint and face
recognition are not always feasible on remote systems and
require specific hardware. They propose to join the regular
username + password authentication with keystroke dynam-
ics. They report a decrease in system penetration rate by
95% to 99%. Al-Jarrah and Mudhafar [1] use a similar idea
to distinguish between a true user and impostor from the
way of typing a password. They used key-press duration
and digram latency features to create a vector of medians
and standard deviations for each feature. To authenticate
a user, they compare the test sample with a median vector
and count number of features that differ by less than stan-
dard deviation and accept the user as genuine if the sum is
larger than some threshold. Monaco et. al. [9] attempt to
continually authenticate a user. They claim the ability to
verify a user from roughly 1 minute of keystroke input, which
makes up for a fast intruder detection. They achieve 99%
accuracy when training on 14 participant samples and 96%
on 30 participant samples, which shows that this direction
is promising for further research.

In addition to the keystroke data, Giot and Rosenberger
([6]) use the keystroke patterns to predict gender and thus
increasing accuracy of user authentication. Training on data
from multiple users typing the same password, they report
91% gender prediction accuracy on the test dataset. Com-
bining the new information with the keystroke patterns, they
achieve 20% gain on the task of user authentication. Tsim-
peridis et. al. [11] focus only on gender identification using
keystroke duration features. In an attempt to show that
such features are language independent, they use data from
people typing in different languages and achieve 70% accu-
racy. As an upgrade, Tsimperidis et. al. recently published
another paper ([10]) in this category, which serves as a basis
for this seminar and is described in detail in the following
sections.

3. METHODOLOGY

Authors of [10] split their work into three parts, correspond-
ing to the subsections of this section. First they had to
acquire data, then transform it into a form that is compat-
ible with the classification algorithms, and lastly, train the
classifiers and evaluate the results.

Table 1: Numbers of log files returned per age,
educational level, and daily usage in hours.

Characteristic Class Female Male
Age 18-25 11 21
26-35 66 36
36-45 39 54
46+ 7 14
Educational level USCED-3 11 29
ISCED-4 6 9
ISCED-5 24 19
ISCED-6 52 33
ISCED-7-8 30 35
Daily usage in hours 0-1 15 8
1-2 19 27
2-4 23 31
4-6 13 25
6+ 53 34
Total 123 125

3.1 Collecting data

To create the dataset, they first needed volunteers who would
agree to install a key-logger on their computer and send the
logs back to the researchers. For that purpose, they ad-
dressed a few hundreds of people, among which only 75 re-
turned the log files. On average, they received 3 to 4 log
files per participant. The distribution of log files according
to different user characteristics is shown in Table 1, which
implies that the participants are well distributed and bal-
anced between genders.

The method of collecting the data during participant’s daily
usage of computer is referred to as "free-text” mode, the
other mode being "fixed-text” where the participants are
given a text they are supposed to type. The "free-text”
mode is usually preferred, since it is less intrusive for the
user and enables the dynamics to be as close to the natural
one as possible, but can present some privacy issues, since
it can reveal user’s password or other private information.
The "fixed-text”, on the other hand, lets researchers focus on
particular features of interest and secure private data, but
as a result, the dynamics are not necessarily representative
of each user.

The key-logger that participants had to install, generates
a comma-separated-value output file, where each press of a
key consists of two events labeled ”dn” and "up” for key press
and key release, respectively. Each line represents a user’s
action. The first field is a virtual key code of the pressed key,
the second one is a date in yyyy-mm-dd format, the third
represents a number of milliseconds since the start of that
day, namely 00:00, and in the last one is the label "up” or
”dn” of the action. An example of the output is shown below:

42, #2018—05—084#, 29157674, dn
30, #2018—05—08+#, 29157809, dn
42, #2018—05—-084#, 29157895, up
30, #2018—-05—08+#, 29157935, up
33, #2018—-05—08+#, 29158079, dn
33, #2018—05—08+#, 29158166, up
20, #2018—-05—08+#, 29158357, dn
20, #2018—-05—08+#, 29158451, up



The number of features that can be derived is enormous,
but the authors of the paper focus on two different types
of features. First one is called down-up latency, which is
the time elapsed from the moment a key was pressed until
the moment it was released. This yields n features, which
equals a number of keys on the keyboard. The second type
of features is down-down latency, which is the time elapsed
between presses of two consecutive keys. Calculating the
latency for each pair of keys on the keyboard, called digram,
yields another n? features. The total number of features
extracted then equals n+n? which would cause the training
process to be slow.

3.2 Feature selection

To extract the features from received log files, they de-
veloped another software, that calculates average values of
keystroke durations and down-down latencies. For each log,
it only counts the keys that appear at least 5 times and the
digrams that appear at least 3 times, in order to avoid the
outliers, and treat the rest as missing values. This results in
over 10,000 features on an average computer’s keyboard, so
it’s very important to have means of selecting only the most
informative ones.

The entropy H(z) plays a great role in deriving the system
for selecting the best features. Its equation is as follows:

H(z) = =) P(x:)log P(x:), 1)

i=1

where m is the length of vector  and P(z;) is a probability
of z;. In the case of gender classification, m equals 2 and
the probability equals probabilities of male or female in the
whole population, which are around 0.5. The entropy is
then around 0.7. To find the most informative features, we
calculate information gain (IG) for each of them, which is
given by:

1G(z, feature) = H(z) — H(z| feature), (2)
where
L&
H(z|feature) = ~ Z n; H(z;), (3)

N being the number of instances in dataset and k is the num-
ber of groups, according to the value of a feature, into which
the dataset is split. The features with the highest IG value
are then selected. The analysis shows that the three most
informative features are N-A (time between press of key N,
followed by press of key A), M-O and K-A latencies. The
most informative keystroke durations are those of keys A, D
and W, which ranked 7, 9 and 17 on the list, respectively.

3.3 Model evaluation

Authors trained 5 different models on the dataset, assem-
bled as described in previous sections. To verify and com-
pare them correctly, they applied some standard machine
learning procedures. First, they use cross-validation to val-
idate the models and prevent overfitting to training data
and then evaluate them using some well-known model qual-
ity measures.

3.3.1 Cross-validation

Cross-validation is one of the standard machine learning pro-
cedures for training models. The dataset is split into &k folds
of approximately the same size and then in each iteration, a
model is trained using all folds but one, each time leaving out
a different fold to be used for evaluation of the model. This
approach is especially useful when the number of samples is
relatively small, so one cannot afford a large enough valida-
tion set that would make the measurements reliable. At the
same time, comparing results of models trained on different
folds can serve as an evaluation of the model robustness. Ad-
ditionally, because the dataset is small, the computational
complexity of the training process using cross-validation is
not problematic.

Authors of the paper used 10 folds, each containing 24 or
25 files. This enables them to put all of the files from one
user into the same fold, thus preventing overfitting by test-
ing on data very similar to the training one, which would
consequently reduce the reliability of the measures.

3.3.2  Quality measures

To evaluate the models, they used multiple quality measures.
Among the most common and intuitive is classification ac-
curacy (CA), the ratio of correctly classified samples, which
gives a nice idea about the accuracy of the model but does
not take into account the possibly uneven distribution of
false positives and false negatives. To gain a better insight,
they also calculated the F-score (F), which is defined as a
harmonic mean of precision and recall:

precision - recall

F=2. SR
precision + recall

(4)
where precision is defined as a fraction of true positives
among all predicted positives and recall as a fraction of true
positives among all samples labeled as positive. To give idea
on time complexity of each model, the CPU time needed to
train a classifier (TBM) is measured.

4. EXPERIMENTAL EVALUATION

The first feature that one thinks of when talking about
keystroke dynamics is most likely typing speed. The fact
that there appears to be no research in the field, focusing on
it is an indication that it is most likely not a very informa-
tive feature. Despite that, the authors calculated statistics
for each gender to find out if it’s possible to distinguish a
gender solely on the typing speed. The results show that the
average time between consecutive key presses is 373.04 ms
with a standard deviation of 135.26 for males and 375.71 ms
with 116.86 ms standard deviation for women. The average
values are fairly close, while the standard deviations are rel-
atively large, which implies that typing speed by itself is not
a very informative feature for predicting a person’s gender.

For that reason, they used five machine-learning models,
capable of extracting patterns that may be less intuitive
to a human. The classifiers used are support vector ma-
chines (SVM), random forest (RF), naive Bayes (NB), multi-
layer perceptron (MLP) and radial basis function network
(RBFN). The models were trained on different subsets of
features and with different model parameters and evaluated
using measures, described in Subsection 3.3, to find the op-
timal number of most informative features. They used be-
tween 50 and 400 features, with a step of 50.



Table 2: Classification accuracies and times to build a model for all 5 models for a different number of
features. Highest CA for each classifier is marked in bold.

# of feats. SVM RF NB MLP RBFN
CA TBM CA TBM CA TBM CA TBM CA TBM

50 73.8%  0.16 77.0%  1.00 69.0%  0.03 73.8%  8.55 81.9%  0.53
100 81.9%  0.13 79.8%  2.65 77.0%  0.02 81.9%  31.33 88.3%  0.73
150 85.1% 0.16 80.7%  2.03 77.4%  0.18 85.1% 73.47 92.7%  2.43
200 83.9%  0.19 78.2%  4.60 77.0%  0.02 84.7% 12043 93.2%  2.95
250 84.3%  0.22 81.9% 6.65 78.6%  0.09 82.7% 18193 93.2%  3.68
300 84.7%  0.33 80.7%  6.15 76.6%  0.08 81.9% 27420 94.3%  4.31
350 85.1% 0.31 80.7%  8.22 76.6%  0.02 83.9% 373.90 95.6% 4.89
400 84.7%  0.42 79.0% 8.14 76.6%  0.02 79.8%  509.65 94.8%  5.46

To train the SVM model, they used the polynomial ker-
nel (Polykernel), which gave the best experimental results,
compared to RBF Kernel, string kernel, PUK kernel and
normalized Polykernel. They also found out that the per-
formance of the classifier is not very dependent on the value
of parameter C - a regularization parameter that defines a
degree to which a margin can be violated. Using 200 fea-
tures, for example, the training accuracy is persistently over
80% for C values from 1 to 15. Similar results are obtained
when training with other numbers of features. The accuracy
of the SVM model reaches maximum values when trained
with 150 and 350 features, but does not change drastically
when using any number of features higher than 100. The RF
classifier is similarly persistent for various numbers of fea-
tures and is not greatly influenced by the number of trees.
For example, with 100 features used, the numbers of trees
between 140 and 400 result in only about 2% difference in
accuracy. Similar behavior is observed with RBFN and MLP
classifiers. The classification accuracy and time, necessary
to build a model, are shown in a Table 2.

Other accuracy measures turned out to be highly correlated
with the CA value, so they are not specifically shown in
the table, but can be seen in the original paper [10]. The
F-measure is mostly the same as classification accuracy or
deviates by at most 0.002.

From Figure 1 we can observe that the RBFN significantly
outperforms the rest of the classifiers regardless of the num-
ber of features. On the other hand, the naive Bayes classifier
always achieves the lowest accuracy. Additionally, Figure 2
shows that the naive Bayes takes very short time to train,
while the time grows significantly for the multilayer percep-
tron with increasing number of input features. This is due
to a great increase in the number of weights that need to be
trained and consequently the number of iterations needed to
train the model.

Results imply that the best performing model is RBFN and
it’s time complexity is not greatly influenced by the dimen-
sionality of the training data. Following are multilayer per-
ceptron and the support vector machine. MLP gives CA
above 80% when trained on at least 100 features, but its
training time grows quickly with the number of features.
SVM, on the other hand, appears to result in the best trade-
off between CA and TBM, since its computational complex-
ity is independent of the number of features. The random
forest is slightly less accurate but has a big advantage of
being more easily interpretable than others and can help us
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Figure 1: A plot of classification accuracies with respect to
number of features for each of the five classifiers.
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Figure 2: A plot of TBM with respect to number of features
for each of the five classifiers. The y-axis is in logarithmic
scale.

understand which feature values really distinguish between
genders. The naive Bayes classifier looks much worse than
the rest but is really fast in terms of training time, which is
is not affected by the training set’s dimensionality and does
not require any parameters to train a model.



However, the objective of the paper was not so much to
find the best performing classifier for the task, but rather
to study a possibility to robustly predict a gender based on
the extracted features and the number of features needed
to give accurate predictions. It turned out that the CA is
not heavily influenced by the number of features used. For
the range of 150 to 350 features the CAs are 84.5 4+ 0.6% for
SVM, 80.0+1.8% for RF, 77.6+1.0% for NB, 83.54+1.6% for
MLP and 94.2 +£1.4% for RBFN. Finally, the RBFN reaches
a state-of-the-art accuracy of 95.6% on a 350 feature dataset,
which means it correctly predicts a gender of 19 out of 20
users.

5.  CONCLUSION

Authors implemented a key-logger software that generates
a comma separated file containing entries for both key-press
and key-release events for each key pressed by a user. They
received almost 250 csv log files from participants of differ-
ent age, mostly between 26 and 45 years old with various
education levels and average time spent using the computer
daily. The samples are evenly distributed between genders.
They built a dataset, computing for each log file the average
duration of a key press and the average time between two
consecutive presses for each pair of keys. To reduce time
complexity of training on a dataset which initially had over
10,000 features, they sorted the features by the amount of
information they carry using entropy and information gain.
They experimented with 5 different machine learning mod-
els, training them on different sets of features, their sizes
varying between 50 and 400, while also trying to estimate
optimal parameter values for each of the models.

Results show that only a few percents of all key press du-
rations and digram latencies are sufficient to train a robust
classifier for gender prediction. In addition, most popular
machine learning models yield similar accuracies for varying
number of training features and a wide range of model pa-
rameters. Lastly, it is possible to train models that achieve
state-of-the-art results in the field of gender recognition with
keystroke dynamics.

In practice, this approach might pose some security issues,
revealing passwords or sensitive personal data. To account
for that, authors propose to do the feature generation on
user’s computer, thus avoid sending any personal data over
the network as the features themselves give no information
about actual text written by a user. Implementing such
system within an operating system, that would forward the
features to some remote server, which would process the data
and only send final prediction to the communication partner
or a forensic. Because the features are not straightforward,
it would be hard for a malicious user to alter the result
by changing the typing speed. As a possible improvement,
authors propose enlarging the dataset and using it to also
predict other characteristics, such as age.
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Povzetek

To delo obravnava problem ujemanja ENF (frekvenca elek-
tricnega omrezja, ang. electrical network frequency) vzorcev
v sklopu ocenjevanja Casa snemanja zvocnih posnetkov. V
delu je po navdihu vizualne primerljivosti predlagan in opi-
san nov kriterij podobnosti (bitna podobnost) za merjenje
podobnosti med dvema ENF signaloma. Predstavitvi krite-
rija sledi opis iskalnega sistema, ki najde najboljse ujemanje
za dolocen testni signal ENF v velikem obsegu iskanja na
referenénih ENF podatkih. Z empiri¢no primerjavo z dru-
gimi priljubljenimi kriteriji podobnosti je v delu dokazano,
da je predlagana metoda bolj u¢inkovita od najsodobnejsih
tehnik. Na primer, v primerjavi z nedavno razvitim algorit-
mom DMA omenjena metoda doseze 86.86% nizjo relativno
napako in je za priblizno 45-krat hitrejsa od DMA. Na koncu
je predstavljena strategija preizkusa edinstvenosti za pomoc
cloveskim ocenjevalcem pri zagotavljanju natancnih odloci-
tev, posledi¢no je metoda prakti¢no uporabna v forenziki.

Kljucne besede
Zvocni casovni zig, Frekvenca elektricnega omrezja, Prepo-
znava vzorcev, Zaporedna podobnost, Obsezno iskanje

1. UVOD

Frekvenca elektricnega napetostnega omrezja (ENF) je pre-
poznana kot edinstven prstni odtis, ki je nenamerno vgrajen
v zvocne in video posnetke. OsredotoCen na nominalni fre-
kvenci 50 Hz (npr. Singapur) ali 60 Hz (npr. Zdruzene dr-
zave Amerike), ENF signal vsebuje nakljuéna nihanja skozi
¢as s priblizkom nominalne vrednosti in se pojavi kot zapo-
redje nihajocih frekvenénih vrednosti. Ta naklju¢na nihanja
so skladna na razliénih mestih znotraj istega elektroener-
getskega omrezja. Posledi¢no imajo posnetki, ki so zajeti
na razliénih krajih hkrati, iste prstne odtise ENF, ki kazejo
na enaka nihanja. Torej, ¢e Zelimo preveriti, ali sta bila po-
snetka zajeta hkrati, je ena izmed moznih resitev primerjava
njunih ENF prstnih odtisov.
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Digitalna snemalna naprava lahko zajema ENF signal iz lo-
kalnega elektricnega omrezja, ce je iz le-tega neposredno
napajana ali je nameScena v blizini naprav, ki se polnijo.
Natanéneje, elektriéni transformator, ki je neposredno pri-
kljucen na napajanje, se lahko uporabi za zapisovanje in
shranjevanje ¢istih ENF signalov tekom daljSega casovnega
obdobja (referencna baza podatkov). Za posnetke iz dru-
gih naprav, kot so prenosni zvo¢ni snemalniki in stacionarni
nadzorni sistemi, se ENF signali primerjajo z referenénimi
signali. Najboljse vizualno ujemanje nakazuje na cas snema-
nja posnetkov. Ta aplikacija se imenuje ocena Casa snemanja
in je v multimedijski forenziki zelo uporabna.

Vizualna primerjava se uporablja samo za iskanje ujema-
nja v zelo kratkem referencnem ENF zaporedju. Za veliko
referenéno bazo podatkov je potrebna avtomatska primer-
java in iskalna rutina za lokalizacijo najboljsih ujemanj v
referenc¢nih podatkih. Za poenostavitev interpretacije v tem
delu imenujemo ENF referen¢no bazo kot referenéni ENF in
ENF vhodnega (preiskovanega) zvo¢nega posnetka kot testni
ENF. Kot smo omenili, sta tako testni kot referen¢ni ENF
predstavljena kot zaporedje nihajocih vrednosti. Pri nalogi
ocenjevanja ¢asa snemanja je referen¢no ENF zaporedje obi-
cajno veliko daljse od testnega ENF. Klasi¢ni algoritmi is-
kanja so osnovani na minimalni povprec¢ni kvadratni napaki
(MMSE) in maksimalnem korelacijskem koeficientu (MCC).
Delujejo tako, da primerjajo dani testni ENF z vsemi mo-
znimi referen¢nimi ENF segmenti enake dolzine. Minimum
ali maksimum oznacuje najboljse ujemanje.

1.1 Pregled podrocja

Analiza frekvenc elektri¢nega napetostnega omrezja (ang.
ENF analysis) je uveljavljena forenzi¢na tehnika za preisko-
vanje zvocnih in video posnetkov, ki deluje na podlagi pri-
merjav sprememb Sumenja ozadja posnetka z zgodovinskimi
posnetki nihanja frekvenc v elektri¢nem omrezju [5]. Niha-
nja v frekvenci so skladna v celotnem elektricnem omrezju,
tudi ko so merjena na fizitno oddaljenih lokacijah. Za po-
trebe tehnike je potreben zajem in hramba zgodovinskih
posnetkov Suma elektri¢nega omrezja, te posnetke obicajno
hranijo forenzi¢ne institucije.

Podobno kot elektromagnetni valovi iz elektri¢nih povezav
vplivajo na naprave za zajem zvoka in posledi¢no prenasajo
podatke o frekvenci omrezja, lahko iste podatke zajamemo
iz video posnetkov, ki so bili zajeti blizu lu¢i. Luc¢i namreé
svetijo v skladu z visino trenutne elektri¢ne napetosti (ta je
odvisna od frekvence napetosti), posledi¢no lahko iz mo¢i



osvetlitve izlus¢imo frekvenco omrezja. Pri tem obstaja ne-
kaj omejitev: tehnika deluje zgolj z doloCenimi tipi luéi, za-
radi odstopanja hitrosti vzorc¢enja kamer od frekvence utri-
panja luci je problematicen tudi t.i. aliasing. (7]

Sum v elektricnem omrezju obravnavamo kot ¢asovno odvi-
sno digitalno oznako, ki omogoca (8]:

e ugotavljanje Casa nastanka posnetka,

e potrjevanje ali izpodbijanje domnevnega ¢asa nastanka
posnetka,

e povezovanje/usklajevanje ve¢ posnetkov,

e odkrivanje sprememb posnetka.

V tem delu se osredoto¢imo na ocenjevanje ¢asa snemanja
zvocnih posnetkov in pripadajoce kriterije podobnosti, s ka-
terimi v referencni bazi pois¢emo ujemanje s testnim posnet-
kom. Za potrebe zagotavljanja visoke natan¢nosti iskanja
najprimernejSega ujemanja so se pretekla dela osredotocala
na dva aspekta:

1. Ekstrakcija vzorca testnega ENF [4, 6, 3, 2, 9].

2. Iskalni algoritem, ki je neob¢utljiv na sum [10].

Vec¢ pozornosti je bilo namenjeno prvemu aspektu, ki za-
jema procesiranje zvo¢nega signala, kot drugemu, ki zajema
razpoznavanje vzorcev. Za znizevanje stopnje Suma v si-
gnalu in zviSevanje toCnosti ocene casa so bili razviti razni
avtoregresivni modeli [6], evalvirani harmoniéni modeli [2,
9, 3] in uporabljeni filtri, ki delujejo na osnovi mediane [4,
10]. Za iskanje ujemanj v [10] avtorji predlagajo dinami¢ni
algoritem za ujemanje na osnovi praga DMA (ang. thre-
shold based dynamic matching algorithm) za odpravo Suma
znotraj frekvenénega pasu in problema s frekvenéno resolu-
cijo. DMA se odreze bolje kot tipi¢ni iskalni algoritem na
osnovi MMSE. Algoritem DMA poveca robustnost zaznava-
nja vzorcev, a je racunsko zahtevnejsi. Posledi¢no je njegova
uporaba omejena na preverjanje casovnih znack zvoka, kjer
je obseg referenénega ENF majhen in dolocen s strani upo-
rabnika [10]. Priiskanju ujemanja testnega ENF v referen¢ni
bazi je u¢inkovito iskanje enako pomembno kot to¢nost uje-
manja [12].

Kljub uporabnosti tehnike ENF pa ima le-ta v splosnem
nekaj slabosti in omejitev. Zanesljivost tehnike je moc¢no
pogojena s kvaliteto baze vzorcev, v kateri iS¢emo podobno-
sti. Vzorci v bazi imajo navadno visoko stopnjo t.i. samo-
podobnosti (ang. self-similarity). Moznost obstoja frekvenc-
nega odstopanja dodatno povisa moznosti napacne dolocitve
casa posnetka. To je Se posebej opazno pri krajsih posnetkih
(trajanje manj kot 10 minut) v povezavi s postopki, ki za
ujemanje uporabljajo minimalno kvadratno napako. [11]

1.2 Prispevek dela

V tem delu je predlagana nova mera podobnosti za ocenje-
vanje razdalj med dvema ENF zaporedjema. Na podlagi te
podobnosti se razvije sistem hitrega iskanja najboljsega uje-
manja testnega ENF v dolgem referenénem ENF zaporedju.
Prispevki tega dela v primerjavi s prejsnjimi deli so:

Zbiranje dveh vrst posnetkov (Singapur) in sicer po-
snetke moci, ki vsebujejo referencne ENF in zvocnih
posnetkov, ki vsebujejo testne ENF signale.

Razvoj bitne podobnosti (bSim) za primerjavo dveh
ENF zaporedij. Ideja za bSim temelji na ¢loveskem kri-
teriju vizualne primerljivosti, ki neposredno meri delez
ujemanja med dvema ENF zaporedjema. Eksperimen-
talni rezultati kazejo, da ima merilo bSim, Se posebej
pa njegov proces binarizacije, pomembno vlogo pri hi-
trem in natané¢nem iskanju ENF ujemanj.

Gradnja iskalnega sistema, ki bistveno presega predho-
dne sisteme za ocenjevanje ¢asa glede na natan¢nost in
rac¢unsko ucinkovitost.

Uporabimo iskalno strategijo Top-n za pomo¢ ¢love-
gkim preiskovalcem pri potrjevanju ocenjenih ¢asov.
Posledi¢no je predlagana metoda prakti¢no uporabna
v forenziki.

2. OZNACENI ENF SIGNALI (SINGAPUR)

Mesto Singapur je v celoti pokrito z enim elektroenergetskim
omrezjem s katerim upravlja drustvo SP PowerAssets, ureja
pa ga vladna agencija (organ za energetske trge). Kot eno
najbolj zanesljivih elektroenergetskih omrezij na svetu, ENF
sluzi kot dober ¢asovni zig v zvo¢nih posnetkih znotraj Sin-
gapurja. Zaradi vzpostavitve prakticnega sistema za oceno
Casa snemanja zvocnih posnetkov se vzpostavi prva podat-
kovna baza oznacenih ENF signalov v Singapurju (LESS).
Podatkovna baza je sestavljena iz dveh podmnozic, ena je
podmnozica referenénih ENF posnetkov, zajetih v moéno-
stih posnetkih, druga pa je podmnozica testnih ENF-jev,
zajetih v zvocnih posnetkih.

2.1 Referencni ENF iz moc¢nostnega posnetka
Frekvenca napajalnega omrezja v Singapurju se ohranja na
okoli 50 Hz +- 0.2 Hz. Cisti ENF podatki se lahko zajamejo
s pomocjo digitalnih snemalnikov, ki so direktno prikljuceni
na napajanje. Za snemanje mocnostnih posnetkov (od 3.
septembra 2013) se je uporabljala notranja zvoc¢na kartica s
frekvenco vzoréenja 400 Hz. Do zapisa ¢lanka so tako imeli
avtorji na voljo ve¢ kot za 3 leta referen¢nih ENF posnetkov.
Za, ¢asovno frekven¢no analizo so nad vsakim posnetkom iz
baze naredili hitro Furierjevo transformacijo in kvadratno in-
terpolacijo z namenom ekstrakcije ENF signala. Poleg tega
imajo vsi referentni ENF posnetki samodejno oznacen ¢as
snemanja.

2.2 Testni ENF iz zvoc¢nega posnetka

Postopek ekstrakcije ENF-ja iz zvotnega posnetka se neko-
liko razlikuje od postopka z moc¢nostnimi posnetki. Obicajna
frekvenca vzorcenja zvoénega posnetka je veliko vecja, npr.
za glasbo 44.1 kHz in 8kHz za govor. V ta namen moramo
pred uporabo kratke Furierjeve transformacije za ekstrakcijo
ENF-ja najprej poseci po metodah predproesiranja kot sta
downsampling in pasovno odprto filtriranje. Konfiguracija
in nastavitev parametrov so isti kakor v ¢lanku Hua-ja in
ostalih.

Kvaliteta testnega ENF-ja je ponavadi nizja od referen¢nih
ENF-jev. To je zato, ker zvo¢ni snemalniki niso nujno pove-
zani z napajalnikom ampak so lahko polnjeni preko baterije.



Prenosni zvoéni snemalniki zajemajo zvok v razmeroma bolj
hrupnem in bolj zapletenem okolju kakor snemalniki mod¢i,
zato ¢istost ENF signalov zvoénih posnetkov ni zagotovljena.
Dejansko lahko prenosni snemalnik zajame veljaven ENF si-
gnal le ¢e se nahaja v blizini opreme, ki se napaja direktno iz
omrezja. V ta namen je bilo za snemanje izbrano mesto Sin-
gapur saj le-tega pokriva gosto elektroenergetsko omrezje in
elektri¢na oprema (npr. gospodinjski aparati, ulicne luci).

Od 30. junija 2016 do 24. avgusta 2016 so avtorji zbrali 187
zvo¢nih posnetkov na razliénih obmoc¢jih Singapurja. Ker so
mobilni telefoni danes najpogostejSa prenosna snemalna na-
prava so zvoc¢ne posnetke posneli z iPhonom (najpriljublje-
nejsa naprava v letu 2016), Android telefonom in Windows
telefonom. Kot pri posnetkih mo¢i se ¢asi zvoénih posnetkov
belezijo avtomatsko s pomocjo mobilne aplikacije. Lokacije
zajetih posnetkov so v skladu z dnevnimi aktivnimi obmocji
lastnikov mobilnih telefonov. Na primer tri najbolj aktivna
podrocja so pisarna, hrana in dom. Vecina zvocnih posnet-
kov je dolgih med 20 in 40 minut.

Z rocnim pregledom celotne testne mnozice, so avtorji ugoto-
vili, da se popolno ujemanje ali popolna neusklajenost redko
zgodi in da je delno ujemanje najpogostejSe. Primer je pri-
kazan na sliki 1 (c¢). Vidimo, da so glavni deli testne in
referencne ENF med seboj dobro prekrivajo, vendar neu-
sklajenost nastopi v zadnjih 3 minutah.
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Slika 1: Vizualizacija ujemanja testne in referencne
ENF.

2.3 Parna podobnost med zaporedji

Vizualna primerjava je najbolj naraven nacin za ugotavlja-
nje podobnosti dveh zaporedji. Ni pa ucinkovito pri dolgih
referenénih ENF-jih in mora bit zato nadomescena z avto-

matsko primerjavo. V tem poglavju najprej pregledamo ob-
stojece mere podobnosti za zaporedja, nato pa predlagamo
novo mero, ki bolje ustreza nalogi usklajevanja ENF.

2.3.1 Vizualna primerjava

Vizualna primerjava je najbolj ¢asovno potraten a najna-
tancnejsi nacin ocenjevanja podobnosti ENF. Za nalogo pre-
verjanje casovne oznake, kjer je cas snemanja znan, se lahko
hitro odlo¢imo ali testni ENF ustreza referen¢nim ENF. Ven-
dar pa moramo, kadar ne poznamo ¢asa snemanja, najdi po-
doben referen¢ni segment ENF v veliki bazi podatkov, kar
je z vizualnim iskanjem nemogoce. Poleg tega vizualna pri-
merjava ne poda numeric¢ne ocene podobnosti. Zaradi teh
pomanjkljivosti se v praksi vizualna primerjava ne uporablja
za ocenjevanje ¢asa snemanja.

2.3.2  Povprecje kvadrata napake

Povpreéna kvadratna napaka (mean squared error - MSE)
je priljubljeno merilo za ocenjevanje podobnosti med dvema
zaporedjema [10]. Za predstavitev testne ENF in referen¢ne
ENF uporabljamo vektorja ¢ in r. Mera MSE je podana z
enacbo 1
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Vidimo lahko, da je vrednost vedno nenegativna in blizje
kot je nicli, boljse je ujemanje.

2.3.3 Korelacijski koeficient

Alternativa meri MSE je Pearsonov korelacijski koeficient [10],
ki je definiran kot
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kjer je t aritmeti¢na sredina zaporedja t. Vrednost CC lezi
v razponu [-1, 1], kjer vrednost 1 predstavlja natanéno uje-
manje. Baksteen (2015) [1] je dokazal, da je CC enak ni-
celno povprecnem MSE pod predpostavko, da je standar-
dni odklon testnega ENF in referencnega ENF enak. To
predpostavko pa tezko izpolnimo za potrebe iskanja v veliki
referen¢ni bazi podatkov. Zato se MSE in CC uporabljajo
samo ob dolo¢enih pogojih: CC deluje bolje kot MSE za
zvocne posnetke krajse od 10 min ampak ima vecjo ¢asovno
zahtevnost in zato ni primerno za iskanje na veliki koli¢ini
podatkov.

2.3.4  Bitna podobnost

Zgornji dve meri zdruzita lokalne razlike med posameznimi
pari v dva vektorja. Na primer, kadar nastopajo veliki po-
skoki v testnem ENF to povzroéci tudi veliko napako, kar
posledi¢no zelo vpliva na konéen rezultat MSE. Drugace po-
vedano MSE vkljucuje ne samo velikost ujemajocega se po-
dro¢ja ampak tudi velikost neujemanja. To pa ni zazeleno



pri merjenju podobnosti ENF-ja. S tem, da imajo zapo-
redja ENF nicelno povprecje CC kriterij zmanjsa vpliv, ki
ga povzrocajo velika lokalna neusklajenosti in je zato boljsa
mera podobnosti za robustne ENF-je. Kot ze prej omenjeno
pa izboljsavo dosezemo na racun veéje ¢asovne zahtevno-
sti. Po zgledu zgornjih mere Se posebej vizualne primerjave
avtorji predlagajo novo podobnost, imenovano bitna podob-
nost (bSim) za merjenje ENF podobnosti. Idejo lahko izra-
zimo z

N
. 1 l,ti ~T;
bSim (t,r) = N 271 858 = {O,ti “ry 3)

kjer pogoj t; =~ r; vrne 1, Ce se t; ujema z r;, drugace pa
0. Z binrizacijo lokalne razlike bSim poda delez ujemanja
dveh ENF nizov. Kot ¢loveski vizualni sistem, bSim ne ra-
¢una to¢nih vrednosti razlike, ampak obravnava vso lokalna
neusklajenost enako. Cloveske oéi zlahka ocenijo ujemanje,
racunalnik pa taksne odlocitve ne more sprejet brez neke
numeri¢ne mere. Podobnost t; =~ 7; je zato implementirana
kot binarizirana funkcija ||t; — ;|| < 6 in zgornjo enacbo
prepisemo v

N
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kjer je 6 meja za ujemanje. Po binrizaciji postane razlika
med dvema nizoma niz bitov, kjer enice prestavljajo podro-
Cje ujemanja. Zato so avtorji mero poimenovali bitna po-
dobnost. Podobno kot CC je rezultat bSima na omejenem
podrocju [0, 1]. Vrednost predstavlja kolikSen delez testne
ENF se ujema s referen¢no ENF. Poleg tega je bSim ¢asovno
efektiven. V primerjavi s MSE kjer ra¢unamo kvadrat, bSim
vzame isto vrednost ter njeno absolutno vrednost primerja z
mejo . Obe meri pa sta manj zahtevni kot CC. Zaklju¢imo
lahko, da bSim izkoris¢a prednosti tako CC kot MSE, da
doseze tocno mero podobnosti v kratkem casu.

3. OCENJEVANJE CASA SNEMANJA

3.1 Obsezno iskanje

Brez podanega Casa snemanja se preverjanje enakosti enako
dolgih nizov ENF pretvori v iskanje najboljsega ujemanja
testnega ENF v dolgem referenénem ENF. Testni ENF mo-
ramo primerjat z vsakim segmentom iste dolzine v referenc-
nem ENF. TakSen postopek je znan kot poravnava zapo-
redja. Zanj uporabljamo matriko podobnosti ali matriko
razdalj. Ce predpostavimo, da sta dolzini testne ENF ¢ in
referencne ENF r enaki IV in M lahko izra¢unamo absolutno
napako za vsak par ter dobimo matriko D velikosti Nax M.
Element d;; je torej enak di; = ||t; — r4]|.

3.1.1 Binarizacija matrike podobnosti

Glede na bSim sta para elementa podobna, kadar je njuna
absolutna napaka manjsa od neke meje 0. Zato lahko ma-
triko razdalje enostavno pretvorimo v matriko podobnosti s
pomodjo s;; = (di; < 0). Taksna matrika zaradi vsebovanih
bitnih vrednosti namesto decimalnih zavzema manj prostora

in je zato njena obdelava hitrejsa. Med vsemi segmenti v re-
ferenéni ENF hoc¢emo poiskati taksnega, ki ima maksimalno
podobnost s testnim ENF. Ce r® predstavlja segment dol-
zine N v referenénem ENF potem je iskana funkcija oblike

N
. (k)) _ Sij . _ 1
argmaz bSim <t, r argmg:cz ~ ) k+i—1, (5)

i=1

kjer je si; (i,7) ti element matrike podobnosti in argmax
oznacuje maksimalen element. Parameter k je celo Stevilo
med 1 in M — N + 1 in je s tem zagotavlja da so vsi re-
feren¢ni segmenti dolzine N. Mesto najvecje podobnosti je
tudi mesto kjer se testni in referen¢ni ENF najbolj ujemata.

3.1.2 Lokalizacija ujemajocega fragmenta

Vrednost bSim-a nam poda oceno, kako podobna sta odseka
ENF, argmax pa tocno lokacijo ujemanja. Vidimo lahko, da
imamo pri testne ENF tri mesta ujemanja. Tako nastopi
problem avtomatskega prepoznavanja teh manjsi fragmen-
tov. Namesto Stetja enic predlagamo hitro resitev s pomocjo
XOR operacije. Algoritem dela tako, da najde spremembe
zaporednih bitov (iz 1 v 0 ali obratno) ter kot rezultat poda
indekse teh sprememb.

3.1.3  Ocenjevanje edinstvenosti vzorca ENF
Najpomembnejsa predpostavka pri ocenjevanju ¢asa posnetka
je ta, da so vzorci ENF-ja edinstveni. Empiri¢ni preiz-
kusi [10] so pokazali, da so vzorci ENF vecinoma unikatni
ampak so lahko v nekaterih primerih tudi zelo podobni. Zato
je potrebno pred podajanjem ocene preveriti ali obstaja vec¢
mest ujemanja. Kratek zvocni posnetek ima vecjo verjetnost
ponavljanja kot dolg. Pretekle raziskave [10] so pokazale, da
je za verodostojno oceno potreben posnetek dolzine vsaj 10
minut. Ker se vzorci ENF generirajo nakljuéno bomo imeli
v referen¢ni podatkovni bazi vedno podobnosti. Z vidika
teorije verjetnosti je dolg vzorec ENF zaporedje nekaj krat-
kih vzorcev ENF, tako da se verjetnost podobnosti z drugim
vzorcem manjsa s vecanjem dolzine. 1z tega lahko sklepamo,
da za daljSe meritve lazje napovemo cas snemanja.

3.1.4 Med-referencna matrika podobnosti

Dolzina najdaljsega ponavljajocega se vzorca je odvisna od
kriterija podobnosti in obsega iskanja reference. Za iskanje
podobnosti uporabljamo enak postopek kot smo ga opisali
v prej$njem razdelku. S pomocjo matrike podobnosti ter v
prejsnjem razdelku opisanega algoritma lahko tako najdemo
najdaljse zaporedje enic. Odkrijemo, da v enournem refe-
rencne ENF posnetku nastopa najdaljse ponavljajoce zapo-
redje dolzine 94 sekund. 1z tega sklepamo, da bodo imeli vsi
krajsi posnetki vsaj dve ujemanji v referené¢nih podatkih.
Taksno ponavljanje pa seveda ni zazeleno saj onemogoca
tocno napoved Casa posnetka.

Kadar poskus ponovimo na daljSem referen¢nem zaporedju
ugotovimo, da je najdaljse ponavljajoce zaporedje tudi daljse
od tega na manjsih podatkih. Iz tega sklepamo, da vecji kot
bo obseg iskanja daljsi bo najdaljsi podvojen vzorec.

3.1.5 Meja podobnosti 6



Manjsi kot je prag podobnosti krajsi je najdaljsi ponavljajoci
se vzorec. Kot prej omenjeno meja 6 predstavlja numeri¢no
predstavitev vizualnega kriterija ujemanja. Pri naSem te-
stiranju na enournih referen¢nih podatkih lahko odstranimo
ponavljanje vzorca z manjsim 6 . V najboljSem primeru bi
mejo postavil na ni¢ a to v realnosti ni uporabno.

3.1.6 Pregled edinstvenosti

Iz zgornje analize lahko sklepamo, da za edinstvenost vzorca
uporabimo manjsi obseg iskanja ter ozji kriterij ujemanja a
nobenega v realnosti ne moremo izpolniti. Ne moremo se za-
nesti na to, da uporabnik poda dobro oceno ¢as snemanja,
da bi tako pravilno zmanjsali obseg iskanja. Prav tako ne ob-
staja toénega ujemanja med testnim in referenéni ENF-jem
in zato prag ujemanja ne moremo postavit na nic. Name-
sto tega, da poskuSsamo zmanjSat ponavljanje vzorca raje
uporabimo metodo Top-n (n>1) ter preverimo ali je prvi
izmed dobljenih vzorcev edinstven. Ideja pri tem postopku
je, da ce je prvi veliko boljse ocenjen kot drugi to nakazuje
na edinstvenost najdenega vzorca. Kadar sta najboljsi dve
oceni zelo podobni pa ne moremo sklepat na pravilnost na-
povedi. Taksna strategija je enostavna ampak pomembna
za ocenjevanje casa snemanja. Njene prednosti so:

e Zaradi pregleda ni ve¢ potrebna predpostavka edin-
stvenosti vzorca ENF. Predlagan pregled prepozna pod-
vajanje in to posebej oznaci. To nam omogoca, da ne
napovemo Cas za vzorec, ki ne vsebuje ENF.

e Ocenjen rezultat je neposredno odvisen od dolzina po-
snetka. Daljsi posnetki imajo Se vedno vejo verje-
tnost, da so edinstveni. To pa ne pomeni, da so dolgi
posnetki vedno edinstveni ter kratki nikoli.

Zdruzuje avtomaticno iskanje z numericno evalvacijo
ter vizualno primerjavo najboljsih ujemanj. Pri fo-
renzi¢nem dokazu ¢asa snemanja moram oceno podat
strokovnjak. Tako namesto ene ocene dobimo Top-n
primerjav, kar je bolj informativno.

4. EKSPERIMENTI IN ANALIZA

V prejsnjih razdelkih smo preucevali fenomen podvajanja
vzorcev ENF v referenénih podatkih in preverili edinstvenost
za testne ENF posnetke. V tem poglavju eksperimentiramo
z zvo¢nimi podatki v bazi LESS.

4.1 Postavitev eksperimenta

Za podan tesni ENF pois¢éemo optimalno ujemanje v refe-
ren¢ni bazi. Cas pri katerem se niza ujemata se vzame kot
kandidat za napoved Casa snemanja. Ko primerjamo do-
bljene case z realnimi upostevamo toleranco 1 minute, kar je
v povezavi s tem, da ljudje navadno merimo ¢as na minuto
natan¢no. Kot glaven nacin ocenjevanja uporabimo Top-n
napako. Ta mera poda delez pravilnih napovedi, ki niso bili
v Top-n. Za uporabo v forenzi¢nih preiskavah smo dodali
tudi meri preciznost in priklic.

4.2 Rezultati

187 testnih ENF nizov iz LESS baze primerjamo s referenc-
nim nizom dolgim 240 dni. Dolg referen¢ni niz nam omo-
goca, da pokazemo sposobnost algoritma na velikih podat-
kih. Mejo podobnosti § smo nastavili na vrednosti med 0,001

in 0,01. Najmanjsa napaka pri Top-1 je 3,21% in je bila do-
sezena s optimizacije 6 na intervalu [0,005; 0,007].

4.2.1 Primerjava s sodobnimi metodami
Predstavljeno metodo smo poimenovali maksimalen bSim in
jo primerjali s sodobnimi metodami: dynamic matchin algo-
rithem (DMA), minimalen MSE in maksimalen CC. Zaradi
velike ¢asovne zahtevnosti DMA smo iskanje omejili na ozek
pas dolzine 26 ur. To vrednost smo izbrali ob predpostavki,
da za posnetek poznamo dan nastanka ter temu dodamo po
eno uro za prekrivanje s prejSnjim in naslednjim dnevom.
Predlagana metoda je tako natancnejsa kot hitrejsa v pri-
merjavi s ostalimi sodobnimi metodami. Maksimalen CC in
minimalen MSE imata primerljive rezultate a je prvi neko-
liko pocasnejsi. DMA zmanj$a napako za kar 9,53% a se
cas iskanja nekajkrat podaljsa. Minimalni bSim je dosegel
najmanjso napako (86,86% manjso kot DMA) in tudi naj-
hitrejsi ¢as. Ko primerjamo dobljene rezultate s temi, ki
so bili izvedeni na daljsih referen¢nih podatkih opazimo, da
imamo zaradi ozjega iskalnega okna manj ponavljan in je po-
sledi¢no natancnost tudi ve¢ja. Ugotovimo tudi, da se cas
iskanja spreminja linearno glede na Sirino iskalnega okna.

4.3 Pomen preiskave edinstvenosti

Vidimo, da je predlagana metoda uc¢inkovita in natancna a
kljub temu napaka ni enaka ni¢. Precision je zelo visok z
96,79% a ni enak 100%. Najbolje ocenjenemu rezultatu v
povezavi z forenzi¢no analizo zato ne moremo zaupat. Na-
mesto enostavne izbire najboljSe ocenjenega rezultata pripo-
rocamo izbito Top-n rezultatov.
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Slika 2: Vizualizacija Top-3 rezultatov.

Na sliki 2 lahko vidimo primer taksnega Top-3. Ko primer-
jamo (a) s (b) in (c) lahko opazimo tri razlike:



1. Pri Top-1 sta testni in referenéni niz vizualno bolj po-
dobna oziroma imata manj neujemanj.

2. Pri Top-1 je vrednost bSim veliko vecja kot pri ostalih
dveh.

3. Pri Top-1 imata testni in referen¢ni niz najdaljse za-
poredno ujemanje.

Na podlagi teh izjav bi lahko ekspert sklepal, da je Top-1
pravilno izbrano podrocje ujemanja. Ko primerjamo tega z
resni¢nim vidimo, da smo se zmotili zgolj za 2 sekundi. Zgo-
raj napisano lahko definiramo tudi formalno tako, da bSim1,
bSims in bSimg predstavljajo vrednosti bSim za Top-3 re-
zultate. Po drugi tocki mora bit rezultat Top-1 veliko veéji
od ostalih dveh. Tako definiramo pomembnostno odprtino
(significance gap - sg):

sg = 2bSimy — bSima — bSims. (6)

Zanesljiv rezultat mora imet visoko vrednost sg drugace ga
oznac¢imo kot nezanesljivega. Kljub temu, da je preiskava
edinstvenosti izvedena s pomocjo eksperta nam z izbiro ve-
likega sg metoda omogoca odstranit ¢lovecki pristranskost
in nam poda samo zanesljive resitve.

S. POVZETEK

V tem c¢lanku po navdihu vizualne primerjave predlagamo
bSim (bitno podobnost) kot mero podobnosti ENF za na-
men ocenjevanja Casa zapisa. Skozi eksperimentalno delo
smo pokazali, da je bSim tako natanc¢nejsi kot hitrejsi od
klasi¢cnima metodama MSE in CC. Predlagana metoda tudi
presega najsodobnejsi DMA algoritem z znatnim izboljsa-
njem, t.j. relativno napako zmanjsa za 86,86% (z 20,32%
na 2,67%) in za 45x pohiti odgovor iskanja (41,0444 s v
primerjavi s 0,8973 s). Ceprav smo zagotovili veliko bolj
natancno resitev za nalogo ¢asovne ocene, smo poudarili po-
men ¢loveskega preizkusa v forenzi¢nih aplikacijah in predla-
gala novo strategijo preverjanja edinstvenosti vzorcev ENF,
tako da vizualno primerjamo Top-n rezultatov. Ta strate-
gija podaja strokovnjakom podrobnosti prepoznavanje uje-
manju vzorcev in pomaga pri filtriranju neuspehov pri zbi-
ranju vzorcev ENF, t.j. zvo¢no snemanje morda ne bo za-
jelo veljavnega vzorca ENF lokalnega elektricnega omrezje.
Eksperimentalno delo smo izvedli na lastno zbirko signalov
ENF v Singapur, podatkovno zbirko LESS. Pokazali smo,
da predlagani sistem omogoca obravnavo problem prilagaja-
nja vzorcev ENF v kontekstu dolo¢itve ocene ¢asa snemanja
in v nadaljnjih prizadevanjih lahko analiziramo vpliv okolja
pri zbiranju zvoénih posnetkov in nato izboljsamo kakovost
zbranih testnih ENF.
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ABSTRACT

A programmable logic controller in many regards bears re-
semblance to a general-purpose computer or a microcontrol-
ler, but possesses important characteristics that make its
significance in industrial automation much more prominent.
This shows in the fact that most critical infrastructure to-
day heavily relies on PLCs and other industrial control sy-
stems. Regardless of their value, little concern has been
given to the security of said systems in the past. This is
due to the fact that initially many devices used in an indu-
strial automation, along with PLCs, were meant to be used
in isolation — disconnected from other devices in the indu-
strial environment. As industrial control systems evolved,
they have started to rely heavily on the network and use of
internet-based standards to share valuable data within large
corporate networks. Hence, they have become vulnerable
to a completely new set of exploits, that were traditionally
used to target computers in a network. This has changed for
the better over the years in which the industrial automation
has become widespread.

In this work we give a primer on PLCs and their architecture,
an overview of possible vulnerabilities and ways of intrusion
and forensic challenges associated with them. Furthermore,
we characterize a particular PLC and give insights into its
intricacies and inner workings. Additionally, the proprietary
GE-SRTP protocol is presented and evaluated as a means
to obtain data from the device in forensic investigation.

Keywords
forensics, programmable logic controllers, industrial control
systems

1. INTRODUCTION

Programmable Logic Controllers are, and have for years
been an indispensable technology behind automation in the
manufacturing and processing industries. They are ubiqui-
tous in critical infrastructure as they are commonly used
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in controlling physical processes that pertain to power, wa-
ter, gas, transport and other systems that are vital for the
development and prosperity. Today their use is considered
commonplace in these areas, and advancements made throu-
ghout the years immeasurably impacted industrial automa-
tion. Their widespread has given rise to a vast range of devi-
ces and a great number of manufacturers who produce them.
Nevertheless, a fair share of PLCs are commonly program-
med with the same set of tools and programming languages
that have first been used in the wake of their conception.

Due to the potentially serious consequences of a fault or
malfunction, PLCs are of immense strategical significance
and are therefore often a target for computer oriented crimes
and acts of terrorism. Newfangled PLCs have in large been
equipped with various security mechanisms to allow only
legitimate firmware to be uploaded. On the other hand, a
privilege to alter behavioural logic of a PLC can typically be
gained by anyone with a network or a physical access. Since
the injection of exploitative code is, unlike in traditional IT
setting, made trivial, this allows for a variety of hostile and
intrusive software.

When performing a forensic investigation of an industrial
control system it is beneficial to not only inspect the field
devices involved, but to take a closer look at the overall di-
gital control system. These typically include a central server
authority which is decisive of task delegation and performs
data acquisition. More often than not, an omniscient server
will use commodity operating system which enables a foren-
sic investigator to use a standard set of digital tools pertain-
ing to the forensics of computers. On the contrary, devices
closer to industrial machinery and final control elements,
such as temperature sensors and control valves, commonly
rely on proprietary hardware and system software. Thus,
specialized forensic tools and techniques might be required
to carry out the investigation. Since the use of industrial
control system devices does not extend far beyond the indu-
stry, these tools can be very limited in functionality, that is,
if they exist at all.

This paper comprises an overview of PLC vulnerabilities
and ways of intrusion, a description of one particular series
of PLCs and a study of a proprietary network protocol used
in communication with the PLCs from the very series.



2. PRIMER

A programmable logic controller is a computer-like device
used to control equipment most commonly found in an in-
dustrial setting. It plays an important role of connecting,
monitoring and managing physical processes such as smel-
ting, precipitation hardening, comminution and nuclear fis-
sion with the help of centrifuges. Typically many PLCs
along with other devices work in cohesion in what is conside-
red an industrial control system. From a functional standpo-
int an industrial control system can be divided into control
centers and field sites. A run-of-the-mill control center ser-
ves as a human-machine interface to the field sites, but can
often also act as an engineering workstation and as record-
keep. The field sites include sensors and actuators along
with PLCs as a means of controlling them. For instance, a
gas pipeline along with a PLC which monitors and controls
the gas pressure can be considered a field site. The PLC
continuously obtains pressure values of the compressed gas
in the pipe through various sensors in the pipeline. If the
pressure exceeds a certain threshold, it invokes an actua-
tor, in this case a valve, to release some gas which reduces
the pressure in the pipe. A control center that possesses
a capability of an engineering workstation can be used to
configure and program PLCs in the field sites. This is com-
monly done through a PLC vendor-specific software. The
logic that dictates how a PLC should administer a physical
process is ordinarily written in one of the languages defi-
ned in the IEC 61131 standard. To build on the previous
example, a PLC is programmed to maintain pressure in the
pipeline between 0.2 MPa and 0.4 MPa. Based on readings
from the sensor, if the pressure of the gas is more than 0.4
MPa, the PLC opens the valve to release some gas until the
pressure is reduced.

There might be no continuous physical link between con-
trol centers and PLCs in the field sites, but when there is,
these entities form a network and communicate with one
another according to ICS specific protocols such as Modbus
and PROFINET or general-purpose network protocols such
as Ethernet. The data that passes from PLCs to the con-
trol centers is interpreted by the so-called Human Machine
Interface (HMI) and presented to the human operator who,
based on the insights from the information obtained, can
take applicable actions. In this manner, operational decisi-
ons can be made efficiently whilst maintaining safety, should
anything out of misreckon or mechanical issue happen. Since
the decisions made, and more importantly the actions taken
by the operator, are of the highest priority they can override
the behaviour programmed into the PLCs. For example, the
operator might decide to turn on the valve to release some
gas even when the pressure is less than the programmed
threshold value.

Generally a PLC includes nothing short of a CPU one would
find in a desktop computer, input and output interfaces, a
programming interface, possibly an interface to a commu-
nication network, power supply and two types of memory.
In large, this means a volatile RAM and a nonvolatile EE-
PROM memory, of which the latter is used to store firm-
ware or an operating system and the control logic program.
Input and output devices attach to the PLC through the
corresponding interfaces. These devices are, from the PLC
standpoint, most commonly segregated into groups of dis-
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Figure 1: Conventional PLC architecture consisting
of a CPU, memory and I/O modules, communica-
tion interface and other components.

crete and analog modules. Input and output modules are
said to be memory-mapped, which means that the data re-
ceived from input devices and data to be sent to the output
devices is retained in separate areas of RAM memory, rather
than a separate memory entirely. Interfaces to the discrete
or analog input devices convert the signals received to logic
levels comprehensible to the processor. Likewise, the output
module interface converts data received from the processor
to signals capable of driving the attached discrete or analog
output devices. Architectural diagram outlining said com-
ponents is shown in figure 1.

While this might be reminiscent of a computer, some im-
portant characteristics distinguish a PLC from a general-
purpose computer. Foremost, a PLC is designed to wi-
thstand pressures of industrial environment. This means it
can be surrounded by otherwise detrimental impacts, such
as substantial amount of electrical noise, vibration, extreme
temperatures and humidity. PLCs were also conceived with
reliability in mind as the Mean Time Between Failures (MT-
BF') metric is measured in years.

The PLC is often said to have a closed architecture. Con-
trary to an open architecture, found notably in computers
and microcontrollers, a closed architecture is designed in a
manner that makes it hard or impossible to add, upgrade or
swap hardware components. This might mean no expansion
of existing architecture is possible, or only proprietary hard-
ware, which may require a license fee from the manufacturer,
is compatible. This limits the capability of the architecture,
but makes the design less complicated and therefore cost
optimized.

PLCs and other industrial control systems in general were
originally conceived on a premise that any entity operating
within an ecosystem encompasses and executes legitimate
firmware and software and strictly conforms to a protocol.
It is because this assumption is still widely made today, that



many PLCs employ no security measure to prevent direct
exploitation. PLCs do not verify the identity of other com-
ponents with which they interact, they perform no data in-
tegrity checks on received message content, and carry out
no encryption to preserve confidentiality of sensitive infor-
mation [6].

The IEC 61131 was for many years, and in a limited way still
is, the standard upon which many PLCs have been built. It
was first published in 1992 and is considered the most pro-
minent in industrial automation as it helped shape the way
PLCs and other automation systems are produced, interac-
ted with and dispatched. According to the IEC 61131-3 [4],
several programming languages to impose logic and deter-
mine behaviour can be used. Structured Text (ST), Ladder
Diagram (LAD), Instruction List (IL), Sequential Function
Chart (SFC) and Function Block Diagram (FBD) can be
purposed individually or in unison to fashion instructions
for the control system to interpret and execute. Manufac-
turers implement these, otherwise formal languages, to di-
flerent extents, thus cross compatibility is seldom ensured.
Malware written in one of the IEC 61131-3-compatible lan-
guages consists of logic that purposefully alters the normal
behaviour of a PLC. Abnormal behaviour in this case re-
fers to the tampered sensor readings reported by the PLC,
actions performed in stealth, intentional halt and other ir-
regularities.

3. CYBERATTACKS ON PLC

Aggression against a PLC can happen on both the network
and device levels. Malicious deeds that burgeon in the ne-
twork include reconnaissance, man-in-the-middle (MITM)
and denial-of-service (DoS) attacks.

Reconnaissance is not performed with harmful intent per se,
but can be the preliminary step of gathering information in
attack planning. The purpose of reconnaissance is to iden-
tify the make and the model of a PLC, the firmware it is
installed with, the functionality it supports, etc. This infor-
mation can be obtained either passively by eavesdropping
or actively querying the PLC if the adversary has sufficient
privilege to do so. Eavesdropping is in its passiveness hard
to detect and investigate since it rarely leaves any traces in
the network. This is untrue for active reconnaissance. In a
general case, the adversary first looks for assigned PLC ad-
dresses by sending commonly understood request messages
over the network. If a response is received for an address,
this signifies that the address is used by a PLC. However,
this approach leaves a significant number of undelivered mes-
sages and messages containing unknown PLC addresses in
the network traffic log, which can be helpful in a forensic
investigation. In what follows, the attacker might use a si-
milar technique to discover what functionality is supported
by the PLC at a specific address. If the offense exploits a
vulnerability pertaining to a specific PLC make, the aim of
reconnaissance will be to gather information on the make,
model and the firmware version to identify the PLCs eligible
for the attack. This manner of obtaining information will
leave a lot of forensic artifacts in the network. Inspecting
network traffic in time of the attack might spotlight the ir-
regularities in normal operation, such as high message count
with failed delivery, excessive amount of exception response
messages from PLCs and the like. To stealth the aggres-

sion, the adversary will usually only explore a small number
of addresses and only obtain information about a subset of
functionalities that are essential to launch an offense.

The term man in the middle refers quite literally to the ad-
versary positioned between the control center and the PLCs
in the field sites. A mediator, the adversary can eavesdrop
on the conversation between the two components of the in-
dustrial control system, by allowing all the traffic to pass
through either way. At will, the attacker can choose to
modify and manipulate the messages in the communication
channel. The reasoning behind this is to fabricate a message,
falsely assessed on its origin, that instructs a PLC to take
actions out of ordinary or modify the data being reported by
the PLC to the control center. While the former allows for
interference with the device, the latter provides a measure
of stealth that can keep the target of the offense in the dark.
One approach to this technique is the so-called Address Re-
solution Protocol (ARP) spoofing. To establish its position
in the network, the adversary modifies ARP tables, purpo-
sed in the resolution of IP and MAC addresses on the PLC
as well as the computer running the HMI software, by asso-
ciating the IP addresses in use by PLC and the HMI to the
MAC address of the machine used by the adversary. Has this
been achieved, the PLC and the HMI computer, instead of
each other, now address the attacker’s machine in messages
they exchange throughout their communication, unknowin-
gly redirecting the messages to a third party. Poisoning of
ARP tables can be identified by analyzing the network tra-
ffic log for inconsistencies in IP-MAC associations, assuming
the forensic investigator has the correct associations in the
first place.

The intent of a Denial of Service (DoS) attack is to interfere
with regular operation of a PLC and restrain it from exe-
cuting logic and communicating with other devices in the
industrial control system. Most commonly, a DoS attack is
carried out by flooding the network with an excessive amo-
unt of packets, which exhausts the communication channel
bandwidth. Thus a connection between the PLC and the
control center is disrupted and the PLC is made unavailable
to the rest of the system. The superfluous packets sent thro-
ugh the network might originate from one or many different
sources, making it arduous to identify the adversary. Again,
inspecting the network traffic log might give some insight
to the forensic investigator. Another way to disengage and
confine the PLC with a DoS is to directly exploit one of its
vulnerabilities or a normal function in a malicious manner,
such as a malformed packet causing the PLC to crash, in
order to render the device inoperable.

Aggression that does not necessarily germinate in the ne-
twork, but rather targets the PLC device directly includes
attacks such as command injection and memory corruption.
With modification of existing code and addition of unwan-
ted logic into a PLC can grant an adversary an unauthorized
control over the device. The injected code can modify the
intended behaviour in all sorts of ways, such as making the
PLC transition the state of a physical process to an abnor-
mal one and changing the configuration of the PLC entirely,
ultimately causing harm to the industrial equipment. Me-
mory corruption on the other hand goes beyond control logic
injection, and is able to alter parts of memory, not only con-



taining program code, but other data as well. An adversary
can use the leverage to infect PLC’s firmware and causes for
instance, the input and output data to be changed arbitra-
rily.

3.1 Stuxnet

A particularly malicious software targeting industrial con-
trol systems, that serves well as an example of vulnerabili-
ties of PLCs and other equipment in industrial automation,
is Stuxnet. Prior to the discovery of the Stuxnet computer
worm in June 2010, logic based PLC malware and preven-
tion thereof received little attention. Stuxnet is a largely
complex and lethal piece of malware that targets industrial
control systems. It is certainly not the only one, but is
the first one of its kind. A great amount of exploits that
constitute Stuxnet was amassed by its creators in order to
improve their chances of successful intrusion. This inclu-
des zero-day exploits, a Windows rootkit, the first ever PL.C
rootkit, antivirus evasion utilities, process injection and hoo-
king code, network infection routines, peer-to-peer upgrades
and a command and control interface [3]. The ultimate goal
of Stuxnet was likely to sabotage a power plant or gas pipe-
line facility in Iran by reprogramming programmable logic
controllers to operate outside of their specified boundaries.
To infect the intended target, Stuxnet would be introduced
into the target environment through a willing or an unaware
third party. This could be a contractor or any person who
had access to the facility. Once Stuxnet gained access to one
of the computers within the facility it began to spread in se-
arch of programming devices, which are used to program
and directly manage PLCs. Commonly these are Windows
computers disconnected from the rest of the devices in the
facility’s network. For that reason Stuxnet employed LAN
vulnerability to be able to propagate itself over the network
and infected removable drives to be able to bridge the gap
between the computers in the network and computers used
in managing the PLCs.

4. SCADA

Before delving any further into the forensics of industrial
control systems, the concept of SCADA system must be
explicit to the reader. Supervisory control and data acquisi-
tion (SCADA) is a name used in referral to a system archi-
tecture that joins computers used in high-level supervisory
management and PLCs or other peripheral devices used in
immediate or direct management of the machinery into a
single coherent control system. While the computers, which
the operator can take advantage of to issue commands and
monitor the system, take the supervisory role in the system,
the PLCs and other discrete controllers directly connect to
the field sensors and actuators and perform the necessary
control logic based on the inputs received. SCADA sy-
stems bear a functional similarity to the distributed con-
trol systems (DCS), but use multiple means of interfacing
even the geographically more dispersed industrial equipment
(appliances). The centralized data acquisition and distribu-
ted control is crucial to the system operation. As SCADA
systems evolved, they have started to rely heavily on the
network and use of internet-based standards to share valu-
able data within large corporate networks. With evolution,
however, came the ever-increasing risk of deliberate actions
of malicious nature that can alter, disrupt, deceive, degrade

and destroy the system or the information resident or tran-
siting them.

In large, the cyberattacks targeting these systems exploit
a vulnerability, which is an aspect or a defect of a system
that can be used to compromise its intended functionality.
This might be done remotely, from a distant location, or
in close proximity, where the adversary has physical control
over the system or parts of it. Following the exploit, seve-
ral actions may be performed depending on the intentions
behind the attack. Attacks on SCADA systems can be ca-
tegorized into three groups, according to the type of exploit
and the devices of which vulnerabilities are taken advantage
of. Communication attacks occur in the network and include
exploits such as SYN flooding and packet replay. Hardware
attacks occur when an unauthenticated access is gained into
the device and the system is set up for failure. Lastly, buffer
overflow and SQL injections are types of software attacks.

5. RELATED WORK

The problem of detecting attacks in wireless sensor networks
of SCADA systems is investigated in [1]. The authors have,
based on analytical studies performed, fabricated a detai-
led classification of external attacks on sensor networks and
came forth with a report on the impact the attacks have on
various components of SCADA systems with respect to the
contrived classes of attacks. They have compiled a review of
different methods used in detection of wireless system intru-
sions, and have made significant the role of human in inter-
nal security threats. Findings from their study lead to the
conclusion, that the most dangerous threats to information
security are of anthropogenic nature and include unintentio-
nal personnel actions that establish favorable conditions for
external attacks, the lack of qualification and competence of
personnel in the field of information technology and security
and a disregard of the requirements needed to bring about
better security of information technology.

Research done in [6] focuses on the shortcomings of the ne-
twork anomaly detection based on metadata, which inclu-
des message sizes, timing, command sequence and such, and
on the state values of the physical process. Attacks aga-
inst SCADA systems done by the authors and proven un-
detected, show the deficiency in metadata-based anomaly
detection. The stealth was achieved by first hijacking the
communication channels between the HMI and PLC devi-
ces, and then misleading the human operator involved by
presenting fictitious information about the industrial pro-
cess. The deception instills the operator into taking manual
action. Solution to these man-in-the-middle attacks, as con-
ceived by the authors, would be to secure the communication
channel via cryptographic means. Nonetheless, the anomaly
detection presented in the paper has been proven valuable
as the attackers of such systems are restricted to only very
deceptive attacks.

Authors of (the work) [7] suggest a probability risk iden-
tification based intrusion detection system (PRI-IDS) tech-
nique, which is based on network traffic analysis. This would
be well employed in identifying replay attacks, which are a
type of network attacks in which a transmission is repeated
or delayed out of a malicious or fraudulent intent. Such at-
tacks can be easily perpetrated on an unauthenticated and



unencrypted communication channel. The proposed tech-
nique has been shown to be robust and efficient at recogni-
zing them.

Another intrusion detection technique has also been pro-
posed in [5]. The initiative behind this paper is the fact
that while privacy preservation techniques have become ef-
fective in in protecting sensitive information and detect ma-
licious activities, they lack error detection and still disclose
some amount of data considered sensitive or private. Auth-
ors propose a new privacy preservation intrusion detection
technique which has been established on the basis of cor-
relation coefficient and expectation maximisation clustering
mechanisms. Used in unison, said mathematical tools are
helpful in selecting important portions of data and recogni-
zing intrusive events. Experimental results show that the
technique is reliable and effective in recognizing suspicious
activity and can be utilized in current SCADA systems.

To raise awareness about vulnerabilities of industrial control
systems and propose security mechanisms to diminish the
risk of a breach was the intent behind the paper [8]. In the
preliminary part, the authors show how security procedu-
res in existing standard protocols can be circumvented with
little effort. In what follows, a suite of security protocols
specifically designed for SCADA and DCS system is intro-
duced. The proposed protocol incorporates point-to-point
secure channels, authenticated broadcast channels and la-
stly the authenticated emergency channels and a revision
thereof.

6. GE FANUC SERIES 90-30

To better envision what constitutes a vulnerability in a PLC,
it is beneficial to get acquainted with the inner workings of a
PLC. For this purpose the Fanuc Series 90-30 manufactured
by General Electric is examined in this section.

For the most part, a typical PLC consists of several registers
which can be read and written using a so called Human Ma-
chine Interface (HMI) which is typically a piece of computer
software. General purpose data stored or read by the pro-
gram, like other types of information, resides in the dedica-
ted part of memory. The register memory, as it is referred to,
dynamically holds data as dictated by the program. Other
types of data are stored in separate non-overlapping areas of
memory which may be, along with the register memory, re-
ferenced by different prefix types. The memory prefix types
convention is used frequently and is necessary to understand
the written logic.

The prefix %R is used when referring to the general purpose
system registers. Prefixes %AI and %AQ address analog input
and output data from a field device respectively. Discrete
input and output memory sections are referred to by the
prefixes %I and %Q. These sections contain data of all input
modules received during the input and output scans. Prefix
%T stands for temporary references. As the name suggests,
the data referenced by this prefix is temporary, which means
it may be lost during power failure or the transition between
the run and stop modes of the PLC. Internal data is stored
in the discrete momentary memory and is references by the
prefix %M. Part of memory called system memory contains
system status information, such as access timers, scan in-

formation, fault information pertaining to the PLC. Prefix
%S is used to reference the data in this section, and prefixes
%SA, %SB and %SC may be used individually to reference su-
bregions within this part of memory. Lastly, with prefix %G
it is possible to reference global data in the discrete global
memory. Information on contact and coil status inhabits
this region of memory.

6.1 HMI

PLCs in the GE Fanuc Series 90-30 line of devices can be
controlled on the application layer via the DDE protocol.
Operating this high on the abstraction layer stack means
several pieces of software (in this case Excel or Wonderware)
mediate between the programmer and the PLC. This means
limited capability in terms of HMI, as well as performance
penalties due to the indirect way communication is carried
out.

A more direct approach, but from a technical standpoint
more complex, is to use a communication protocol on the
network layer. This allows for greater flexibility and control.
A protocol developed by General Electric called GE-SRTP
serves this purpose well. However, the GE-SRTP is a pro-
prietary protocol which means little to no documentation
is available. Fortunately enough, G. Denton et al. [2] have
successfully reverse engineered the protocol and documen-
ted the process and the results in their preliminary work. As
per [2], the process of reverse engineering was conducted in
an technologically secluded environment. It consisted of the
following components:

e GE Fanuc Series 90-30 (5-Slot Base IC693CHS397C,
CPU 331, 120/ 240VAC Power Supply IC693PWR321X
(includes Serial port), and CMM321 Ethernet Inter-
face).

e Netgear Prosafe 16 port 10/100 Switch including Ca-
tegory 5 cables.

e HP Compaq NC6400 laptop.

e Software: MS Excel, Proficy Machine Edition 6.0, Won-
derware Intouch v9.5, Wireshark, Wonderware 10 ser-
vers for Host Communications version 8.1.101.0.

In the process of reverse engineering the authors employed
Wireshark to capture all the network traffic between the
HMI computer and the PLC device. According to the pa-
per ladder logic for controlling a simple process was written
for this purpose, and the code produced was uploaded to the
PLC. Existing interfacing software operating on the applica-
tion layer was used to interact with the PLC. With the help
of this software, several requests were sent out and were,
along with the responses given by the PLC, captured in the
network. In order to gain comprehensive knowledge about
the GE-SRTP protocol, the captured packets were analyzed,
bit by bit for each outbound request sent to the PLC.

7. GE-SRTP PROTOCOL
The predecessor to the GE-SRTP protocol is the Serial Ne-
twork Protocol (SNP). It serves a similar purpose as its



Table 1: Request message structure

Table 2: Service request codes

Byte offset  Field type Common value

Hex value Service request code

1 type 0x02
2 unknown /reserved 0x00
3 sequence number

4 unknown /reserved 0x00
5-8 text length 0x00
9 unknown /reserved 0x00
10-16 unknown /reserved 0x01
17 unknown /reserved 0x00
18-25 unknown /reserved 0x01
26 unknown /reserved 0x00
27 time (seconds) 0x00
28 time (minutes) 0x00
29 time (hours) 0x00
30 unknown /reserved 0x00
31 sequence number

32-35 message type 0xc0
36-39 mailbox source 0x00 00 00 00

40 mailbox destination 0x10 0Oe 00 00
41 packet number 0x01

42 total packet number 0x01

43-47 service request code

48-55 request type dependent 0x00

successor, but was discontinued in favor of the newer proto-
col. As per [2] the differences between the protocols are har-
dly any. Between the two, the fields of information compri-
sing the message often only differ in the byte offsets. When
interfacing the PLC device through a GE-SRTP protocol,
request packets are sent out to the network for each com-
mand specified by the programmer, and response packets
carrying requested information are returned by the PLC in
exchange. Both request and response packets are composed
of a series of bits in a manner that conforms to the format
specified by the GE-SRTP protocol.

7.1 Request

An overview of the request packet is shown in table 1. The
payload of the request is composed of 55 bytes altogether.
The type field denotes the type of the packet and is present
in the payload of both request and response packets. To di-
fferentiate between the two, values 0x02 and 0x03 are used to
denote the request and response respectfully. The sequence
number field appears twice in the payload structure — byte
offsets 2 and 30. Jointly, these fields are used in identifica-
tion of request and response message pairs. On request, the
HMI — or the master in general case — is responsible for gene-
rating a unique packet number which does not coincide with
any other packet numbers currently in transmission. On re-
sponse, the slave (in this case the PLC) should, according to
the GE-SRTP protocol, copy this sequence number to the
latter sequence number field in order to acknowledge the re-
ceived request. Byte 43 enumerates the service request code,
which varies according to the type of memory that is being
referenced in the request. Of these values, the most impor-
tant might be the 0x06 and 0x09 used to denote reading of
and writing to the program memory requests respectfully.
All other values along with the two are displayed in the ta-
ble 2. The 5 bytes that follow are used to access different
sectors of memory as described in the previous section. First

0x00 PLC short status request

0x03 return control program names
0x04 read system memory

0x05 read task memory

0x06 read program memory

0x07 write system memory

0x08 write task memory

0x09 write program block memory
0x20 programmer logon

0x21 change PLC CPU Privilege Level
0x22 set control ID(CPU ID)

0x23 set PLC (run vs stop)

0x24 set PLC time/date

0x25 return PLC time/date

0x38 return fault table

0x39 clear fault table

0x3f program store (upload from PLC)
0x40 program load (download to PLC)
0x43 return controller type and id information
0x44 toggle force system memory

of the 5 bytes denotes the segment and the amount of data
to be accessed. Depending on the type, some sections of
memory may be addressed in bits or bytes, while other are
exclusively addressable in words. Word-addressable are the
register and analog input and output memory, and among
bit- or byte-addressable are discrete memory types, such as
the discrete input and output memory and the discrete mo-
mentary memory. Complete reference of types of memory
access with respect to the types of memory is shown in 3.
The amount of data and the offset at which the data in me-
mory will be accessed is given in two sets of two successive
bytes. Bytes 44 and 45 hold the memory offset and bytes 46
and 47 specify the data length. In either case the order of
the bytes in the two pairs is little endian.

7.2 Response

The response is structurally and in terms of content similar
to the request. The sequence number is again at the offset
2 and serves the purpose of identifying the request-response
pairs. Bytes 42 and 43 are used in responding with an error.
Along with the message type field at offset 31, these bytes
are used to report insufficient privilege level, a full PLC
service request queue, illegal service request etc. If the PLC
should respond with data, it must be stored in the 6 bytes
following the first byte at offset 44. The length of this section
of the payload may vary in size as it accommodates more
than 6 bytes of data. Lastly, the 5 bytes at the very end
hold the information about the state of the PLC. Byte 50
indicates whether or not the master is authenticated into
the program task. Value 0x00 denotes the fact that the
master is logged into the task, and the value 0xFF denotes
the opposite. The privilege level at which the PLC operates
is given by the current privilege level byte at offset 51.
Two bytes that follow, convey information about the time
it took to execute a program task most recently. This is
referred to as the last sweep time. Constituent bits of bytes
54 and 55 report a status or a fault of different components
of the PLC individually. For example, bit 2 reports if the



Table 3: Segment selection codes

Memory type Bit-selector Byte-selector ~Word-selector
Discrete Inputs (%I) 0x46 0x10

Discrete Outputs (%Q) 0x48 0x12

Discrete Internals (%M) Ox4c 0x16

Discrete Temporaries (%T) Ox4a 0x14

%SA Discrete Ox4e 0x18

%SB Discrete 0x50 Oxla

%SC Discrete 0x52 Ox1lc

%S Discrete 0x54 Oxle

Genius Global Data (%G)  0x56 0x38

Analog Inputs (%AI) 0x0a
Analog Outputs (%AQ) 0x0c
Registers (%R) 0x08

I/0O fault table has changed since it was last read.

7.3 Tool

Beyond the purpose of the paper [2], the knowledge gained
was condensed into a tool that is capable of communication
with the PLC over the network. This tools allows for di-
rect connection without intermediary software or hardware
— apart from the network hub. The intent behind the re-
ason the tool was built is to read data from PLC-internal
memory and identify possible attacks and exploits. From a
forensic standpoint this is sufficient. Should a need to write

Table 4: Response message structure and/or modify data in memory arise however, the tool is
Byte offset Field type Common value easily extended beyond its basic capabilities.
0 type 0x03
1 unknown /reserved 0x00 The tool has the following features [2]:
2 sequence number
3 unknown,/reserved 0x00 1. Reading the name of the program task currently run-
4 text length 0x00 . the PLC
5-16 unknown/reserved 0x00 ung on the ‘
17 unknown /reserved 0x01 2. Reading and writing values of all registers on the PLC
18-25 unknown/reserved 0x00 device.
26 time (seconds)
27 time (minutes) 3. Reading PLC fault tables, I/O fault tables and CPU
28 time (hours) controller ID. The fault tables log all PLC and I/O
29 unknown /reserved 0x00 modules abnormal operations such as low battery in
30 unknown/reserved value varies PLC CPU or constant sweep exceeded.
31 message type 0xd4
3235 mailbox source 0x10 Oe 00 00 4. Master logging into and out of the program task.
36-39 mailbox destination  0x20 5a 00 00 5. Changing the non-password protected privilege level of
40 packet number 0x01 the master prior to a PLC service request
41 total packet number 0x01 P q '
42 status code 6. Enabling/disabling I/O modules operation. I/O mo-
43 minor status code dules are used by the PLC to interface with a field
44-49 return data devices or instruments. They are inserted in the PLC
50-55 PLC status backplane slots and wired to instruments using ma-

nufacturer wiring diagram. We did not use an I/O
module in our experiment because the headgate posi-
tion movements were simulated using scripts built into
the Wonderware application. If we had a ‘real’ head-
gate for experimenting, a position transmitter (instru-
ment) would be physically connected to the gate. Once
the gate starts to move either upward or downward, a
proportional 4e20 milliamp (ma) signal would be tran-
smitted on wires to an analog input I/O module. The
signal would then be scanned by an analog input regi-
ster memory (%AI03) in the PLC and then converted



(ma to feet) to engineering units for displaying the gate
position on the HMI and/or in the PLC program task.

7. Changing the PLC state (RUN/STOP).

8. DISCUSSION

In the emergence of industrial automation and throughout
its infancy, little to no emphasis was put on how to detect,
prevent or keep at bay the malignant interactions with the
industrial system, should any occur. This has changed for
the better, due to the widespread use and the significance
these industrial control systems bear by running critical in-
frastructure (such as water, air, gas ...).

Related work section contains many works of authors who
strive towards better security and impermeability of indu-
strial control systems. As it has been reported by several re-
lated works, and has also been shown by our research, PLCs
and industrial control systems in general are becoming incre-
asingly more attractive for adversaries. Exempting contem-
porary and state-of-the-art devices, it has been shown that
gaining access to a PLC is rather straightforward. With key
properties of the system configuration in mind, it is possible
to start and stop the ladder logic execution, download and
upload software, and send arbitrary commands to the PLC,
without raising suspicion. Throughout the papers mentio-
ned, various techniques to improve security of the industrial
control systems have been proposed. Authors of [2] suggest
better upkeep of existing devices, which includes activation
of privilege levels, and careful planning and evaluation in de-
signing protocols and firmware for devices to be released to
the market. Should a breach happen however, reliable and
featureful tools for forensic analysis are desired. Research
done in [1] suggests that human error and maliciousness gre-
atly impacts security. Often overlooked, these factors must
not be underestimated. Intrusion detection techniques are
proposed in [7, 5|. In [7] authors suggest network traffic
analysis as a preliminary step to intrusion detection. Thus,
out of ordinary activity can be detected and onslaughts like
replay attack recognized. The idea behind intrusion detec-
tion technique in [5] is clustering and categorization of data
considered private to selectively protect sensitive informa-
tion and identify intrusive events when such information is
queried from an unauthorized source.

9. CONCLUSIONS

Information given suffices for a fundamental understanding
of the role PLCs play in industrial control systems, how they
interact with other devices, and what challenges is a foren-
sic investigator faced with when performing an analysis of
said devices. Introduced have also been basic mechanisms
by which various incursions into industrial control systems
can be detected, analyzed and ultimately countermeasured.
The integral part of this paper however, is an illustration
of how only some ingenuity and knowledge about the PLCs
is required to fully obtain the control of a, now outdated,
device. Aside from that, the importance of freely availa-
ble tools that are of great value in forensic investigation, is
shown.

The consequence of transition from industrial control sy-
stems being deployed in isolation to large inhomogeneous
networks is the increased probability of IT vulnerabilities

giving way to directly control and manipulate devices con-
stituting the system. The field of computer forensics is abun-
dant with techniques and methods to investigate devices wi-
despread in domestic as well as industrial use. However,
PLCs and other industrial control systems have only gained
traction in the forensic community in recent years, due to
the increased amounts of malware released and vulnerabili-
ties exposed. This shows in lack of proper forensic tools to
analyze them, constraints posed on their resources and the
proprietary nature of most of the hardware and software
used to program and maintain them.
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Povzetek

Pametni zvo¢nik Amazon Echo je zelo pomemben za in-
teligentno virtualno pomocnico Alexo, ki je bila razvita
s strani Amazon Lab126. Amazon Echo posreduje
glasovne ukaze do Alexe, katera se sporazumeva z obil-
ico zdruzljivih naprav interneta stvari (angl. Internet-
of-Things - IoT) in aplikacij drugih razvijalcev. IoT
naprave, kot je Amazon Echo, ki so stalno vklopljene
in povsod navzoce, so lahko zelo dober vir potencialnih
digitalnih dokazov. Za podporo digitalnim preiskavam je
pomembno razumevanje kompleksnega oblacnega eko-
sistema, ki omogoca uporabo Alexe. V ¢lanku so obrav-
navane metode digitalne forenzike, ki se nanaSajo na
ekosistem Amazon Alexa. Glavni del ¢lanka je namenjen
novemu pristopu digitalne preiskave, ki zdruZuje cloud-
native forenziko in forenziko na strani odjemalca. Pred-
stavljeno je tudi orodje CIFT (Cloud-based IoT Forensic
Toolkit), ki omogoca identifikacijo, pridobitev in analizo
tako cloud-native artefaktov v oblaku, kot odjemalsko-
centri¢nih podatkov na lokalnih napravah.

1 Uvod

Internet stvari (angl. Internet-of-Things - IoT) se sku-
paj s tehnologijo vgrajene komunikacije hitro razvija in
analitiki v letu 2020 napovedujejo rast trga IoT na 1,7
bilijjona [1]. Povsod navzoce pametne naprave bodo ust-
varile veliko koli¢ino digitalnih podatkov, ki se jih lahko
uporabi kot digitalne dokaze. V zadnjem €asu so preisko-
valci in strokovnjaki veckrat poskuSali uporabiti vedno
vklopljene” IoT naprave kot vir forenzi¢nih artefaktov.
V ¢lanku je naveden primer iz leta 2015, ko je bil James
Bates obtoZen umora prve stopnje in je policija zasegla
pametni zvocnik Echo z omogoceno Alexo [2]. Ko je
policija zaprosila Amazon, da jim posreduje koristne po-
datke glede komunikacije naprave z Alexo, so na Ama-
zonu zavrnili pro$njo, zaradi pomankanja zakonsko ob-
vezujocih zahtev.

Nejc Smole;j
Fakulteta za racunalnistvo in informatiko
nsl024 @student.uni-lj.si

Za bolj ucinkovito preiskavo podobnih primerov je
pomembno razumevanje forenzi¢nih znacilnosti ekosis-
tema Amazon Alexa. Oblacna storitev Alexa se spo-
razumeva z razlicnimi napravami z omogoceno Alexo
(kot je Amazon Echo), zdruzljvimi IoT napravami in ap-
likacijami drugih razvijalcev, ter prevaja glasovne ukaze
v protokol, ki ga ostale storitve razumejo. Nastavitve
okolja Alexa lahko uporabniki upravljajo preko spreml-
jevalnih odjemalcev, kot so mobilne aplikacije in spletni
brskalniki. Opisan ekosistem povezanih naprav je v
¢lanku poimenovan ekosistem Amazon Alexa.

V ¢lanku predlagajo nov forenzi¢ni pristop za ekosis-
tem Amazon Alexa, ki zdruzuje forenziko v oblaku in na
odjemalcih. Ceprav je pridobitev cloud-native artefak-
tov zelo pomembna, ima ta dve oviri. Prva ovira je, da
je za dostop do podatkov potreben veljaven uporabniski
racun in teh ni vedno mogoce pridobiti. Drugo oviro pa
predstavljajo izbrisani podatki iz oblaka. V ta namen je
pomembno preiskati tudi spremljevalne odjemalce, saj
lahko vsebujejo pomembne artefakte.

V Clanku so predstavili na podlagi analiz razvito
orodje za okolja, ki temeljijo na oblac¢nih storitvah.
Orodje imenovano CIFT: Cloud-based IoT Forensic
Toolkit lahko pridobi artefakte iz oblaka Alexa s
pomocjo neuradnih API klicev in na odjemalcih analizira
artefakte povezane s spletnimi aplikacijami. Poskusili
so tudi normalizirati podatke v podatkovni bazi in jih
vizualno predstaviti. V nadaljevanju je ¢lanek razdel-
jen na poglavja: Amazon Alexa in digitalna forenzika —
kjer je predstavljen ciljni sistem; Sorodna dela — kjer so
omenjena pretekla dela na tem podrocju; Artefakti foren-
zike na ekosistemu Amazon Alexa — kjer so predstavl-
jene ugotovitve; Oblikovanje in implementacija — kjer
je predstavljena implementacija; Vizualizacija in vred-
notenje — kjer so rezultati ovrednoteni s pomocjo vizual-
izacije in na koncu Zakljucek in nadaljna dela.



Slika 1: Sestavni deli ekosistema Amazon Alexa.
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2 Amazon Alexa in digitalna forenzika

V svetu interneta stvari (Internet of Things - IoT) je spod-
bujano, da si uporabniki sami razvijajo IoT naprave, ven-
dar ker je to zapleteno, si uporabniki naprave kot so: luci,
senzorji, pametni pomocniki in podobne, raje kupijo.

éeprav je na trzis¢u mnogo podobnih produktov, se v
tem Clanku osredoto¢amo na Amazon Echo. Pametne
naprave iz druZine Amazon Echo (Echo, Tap in Dot)
so povezane s storitvijo v oblaku Alexa Voice Ser-
vice (AVS). S pomocjo glasovno upravljane osebne
pomocnice Alexa lahko Echo po¢ne mnogo stvari, kot
so: predvajanje glasbe, iskanje informacij, upravljanje
z narocili in podobno. Med letoma 2015 in 2016 je
bilo prodanih ve¢ kot 11 milijonov naprav druzine Ama-
zon Echo. Poleg tega je bilo razglaseno povezovanje
Alexe z razli¢nimi napravami, kot so povezani avtomo-
bili, pametni hladilniki in roboti, kar pomeni, da bi lahko
okolje povezano z Amazon Alexo postalo pomemben vir
potencialnih digitalnih dokazov.

2.1 Ekosistem Amazon Alexa

Storitev v oblaku Alexa in Echo, ki upravlja z vmes-
nikom za komunikacijo, predstavljata splosSno metodo
delovanja IoT produktov, saj jih vecina sloni na storitvah
v oblaku pri povezovanju s spremljevalnimi odjemalci in
zdruZljivimi napravami.

Kot je prikazano na sliki 1, je ekosistem Amazon
Alexa sestavljen iz storitve v oblaku Alexa, ostalih
oblakov, naprav z omogoceno Alexo, spremljevalnih
naprav, zdruZljivih naprav in aplikacij zunanjih razvi-
jalcev. Za komunikacijo s storitvijo v oblaku Alexa
so potrebne naprave z omogoceno Alexo, med kater-
imi se Clanek osredotoca na naprave Echo. Oblacna
platforma Alexa predstavlja vse storitve oziroma op-

eracije, ki jih podpira ekosistem. Med njih spadajo tudi
glasovna storitev Alexa, avtentikacija in upravljanje s po-
datki. Spremljevalne naprave se uporabljajo za dostop
do streZnika v oblaku. Storitve v oblaku Alexa se lahko
povezujejo tudi z drugimi zdruZljivimi IoT napravami,
aplikacijami in storitvami v oblaku.

V nadaljevanju je zaradi omenjenih znacilnosti ekosis-
tema Amazon Alexa predstavljen vec nivojski forenzi¢ni
pristop.

2.2 Strojna oprema: naprave zZ omogoceno
Alexo

Za analizo na strojnem nivoju je potrebno napravo razs-
taviti. V clanku je omenjena raziskava, ki analizira
Amazon Echo na strojnem nivoju, kjer avtorji obnovijo
poskuse za vzratno izdelavstvo (angl. reverse engineer-
ing) s pomocjo eMMC Root, JTAG in razhroscevalnih
vrat. Vendar avtorji ne omenjajo podrobnosti o podatkih
shranjenih na napravi.

2.3 Omrezje: komunikacijski protokol

Naprave z omogoceno Alexo in spremljevalne naprave
naj bi komunicirale z Alexo preko interneta, zato so v
¢lanku s pomodjo namestnika za spletno razhro$c¢evanje
Charles analizirali promet v omreZju. Ugotovili so, da se
po ustvarjeni seji z veljavnim identifikatorjem in geslom,
veCina prometa pomembnega za forenzicno raziskavo
prenasa preko kriptirane povezav. Z omenjeno analizo so
uspeli identificirati cloud-native in odjemalsko-centri¢ne
artefakte.

2.4 Oblak: storitve v oblaku Alexa

Alexa je glavna komponenta omenjenega ekosistema in
komunicira preko vnaprej dolo¢enih API klicev. Ker API
klici niso javno objavljeni, so v ¢lanku izvedli analizo,
da bi odkrili neuradne API klice in pridobili cloud-native
artefakte.

2.5 Odjemalec:
Alexe

spremljevalni odjemalci

Za vzpostavitev naprav z omogoceno Alexo je potreben
vsaj en spremljevalni odjemalec, s katerim lahko uporab-
niki urejajo nastavitve okolja, pregledujejo pretekle
pogovore in vklopijo/izklopijo razlicne moZnosti, s
pomocjo mobilnih aplikacij ali spletnih brskalnikov.
Pri tem se na odjemalce shranijo velike koli¢ine po-
datkov, tako da je izjemno pomembno zajeti odjemalsko-
centri¢ne artefakte skupaj s cloud-native artefakti, kar so
tudi poskusili storiti v nadaljevanju ¢lanka.



3 Sorodna dela

3.1 Internet stvari in digitalna forenzika

V ¢lanku omenjajo razli¢ne raziskave, med katerimi sta
predstavitev scenarijev, kjer je osumljenec uporabljal ra-
zli¢ne IoT naprave pri kriminalnih dejanjih, in razprava o
potencialnih virih digitalnih dokazov. Omenjene so tudi
Stiri glavne faze pri digitalni forenziki (identifikacija,
ohranjanje, analiza in predstavitev), delitev IoT foren-
zike na forenziko naprav, omreZja in forenziko v oblaku,
ter predstavitev ogrodja, ki je sestavljeno iz proaktivnih
procesov, IoT forenzike in odzivnih procesov.

3.2 Forenzika v oblaku

Forenzika v oblaku igra klju¢no vlogo pri uporabi eko-
sistema Amazon Alexa v digitalni forenziki in obstojece
raziskave jo delijo na dve podro¢ji. Prvo podrocje je
forenzika v oblaku, ki temelji na odjemalcih, kjer se pri-
dobi in analizira podatke na odjemalcih, ki jih shranijo
aplikacije ali spletni strezniki.

Naslednje podrocje je cloud-native forenzika, ki pri-
dobiva in analizira podatke iz storitev v oblaku, kot so
Dropbox, Google drive in podobni. Omenjen je tudi
Clanek [4] v katerem je avtor razvil orodje za pridobi-
vanje podatkov iz oblaka.

3.3 Predhodne raziskave forenzike Ama-
zon Alexa

V Clanku so omenjene raziskave, kjer so nasli artefakte,
shranjene pri uporabi razli¢nih Androidnih mobilnih ap-
likacij v povezavi z IoT. Pri aplikacijah, ki se ti¢ejo Ama-
zon Echo, so nasli SQLite podatkovno bazo in datoteke
spletnega predpomnilnika, ki vsebujejo pomembne in-
formacije raunov in interakcije z Alexo. V c¢lanku je
omenjena Bensonova python skripta, ki pridobi podatke
v seznamih iz SQLite podatkovne baze za iOS aplikacijo
Amazon Alexa, shranjeno na iTunes.

3.4 Vpliv sorodnih dela na smer raziskave

V ¢lanku so se na podlagi pregledane literature odlodili,
da zdruZijo obe podro¢ji forenzike v oblaku. éeprav
je cloud-native forenzika klju¢nega pomena pri anal-
izi vedenja uporabnika, ima ta dve omejitvi, in sicer,
da je potrebno veljavno uporabnisko ime in geslo, ter
je prakticno nemogoce obnoviti izbrisane podatke iz
oblaka. V ta namen je potrebno poiskati odjemalsko-
centri¢ne artefakte, shranjene v spremljevalnih odjemal-
cih, in z njimi izboljSati cloud-native forenziko. Po-
leg tega, je pomembno razumeti neobdelane podatke v
oblaku.

4 Artefakti forenzike na ekosistemu Ama-
zon Alexa

4.1 Testno okolje

Za potrebe testiranja so vzpostavili testno okolje, ki
je vkljuCevalo dva Amazonova produkta Echo Dot
in razlicne odjemalce. Na strani odjemalca sta bili
uporabljeni mobilni napravi Android in iOS, ki sta s
pomocjo mobilne aplikacije dostopali do storitev, ki jih je
ponujala Amazon Alexa. Za testiranje spletne aplikacije
je bil uporabljen priljubljeni spletni brskalnik Chrome na
operacijskem sistemu Windows in OS X.

4.2 Cloud-native artefakti

Klju¢ k razumevanju delovanja ekosistema je prepoz-
navanje podatkov, shranjenih v oblaku. V c¢lanku so
s pomocjo analiz prometa podatkov identificirali, da je
veCina prometa prenesenega preko Sifriranih povezav,
medtem ko so podatki vrnjeni v JSON (JavaScript Ob-
ject Notation) formatu. Naslednji korak je bil pridobiti
podatke s pomocjo veljavnega uporabniskega imena in
gesla.

Tako kot tudi ostale storitve v oblaku, ima tudi Ama-
zon Alexa svoj API, ki pa ni javen. Avtorji ¢lanka so s
pomocjo druge literature pridobili uporabne informacije,
s katerimi so lahko odkrili dostopno tocko, ki je ponujala
konfiguracije in aktivnosti uporabnika.

Rezultati analize podatkov so pokazali, da lahko
vsakega izmed API-jev kategoriziramo v sedem razli¢nih
skupin in sicer:

e uporabniski racun

e nastavitve uporabnika

e naprava z Alexa sistemom
e zdruZljive naprave

e spretnosti

e aktivnosti uporabnika

e ostalo

Ena izmed zanimivejSih ugotovitev, navedenih v
¢lanku je dejstvo, da je velik del podatkov vseboval polje
s Casovnim zigom v formatu UNIX. To nam pove, da je
mogoca rekonstrukcija aktivnosti uporabnika s pomocjo
Casovnega pasu, pridobljenega z API-jem, ki ponuja
preference naprave. Prav tako pa so nekateri odgov-
ori streZnika ponujali zadnji del URL-ja, ki je vseboval
glasovno datoteko uporabnika v oblaku. To pomeni, da je
mogoce Zeljeno datoteko pridobiti na enem izmed API-
jev, ki jih ponuja streznik.



4.3 Odjemalsko-centric¢ni artefakti
4.3.1 Podatkovna baza mobilne aplikacije Alexa

S pomocjo mobilne aplikacije in pametnih mobilnih
naprav Android in iOS uporabnik lahko dostopa do Alex-
inega ekosistema. Na Androidovih napravah aplikacija
uporablja dve SQLite datoteki: map_data_storage.db,
katera vsebuje informacije o Zetonih trenutno prijavl-
jenega uporabnika in DataStore.db, v kateri je moc najti
shranjene nakupovalne listke in sezname opravil uporab-
nika. Pri sistemih iOS aplikacija upravlja z eno da-
toteko poimenovano LocalStorage.sqlite, ki pa vsebuje
zgolj nakupovalne listke in sezname opravil. Pri tem v
¢lanku poudarjajo, da so pri pridobivanju datotek prisli
do dolocenih omejitev saj so bile analizirane izklju¢no
datoteke, pridobljene iz varnostne kopije iTunesa.

Rezultati preiskave podatkovnih baz so pokazali, da
se ne da veliko pridobiti iz podatkov, ki so shranjeni
lokalno.

4.3.2 Andoridov WebView predpomnilnik

Amazon Alexa je prakticno spletna aplikacija, kar
pomeni, da uporablja WebView razred za prikaz spletne
vsebine na Androidnih mobilnih napravah. Tako obstaja
moZznost, da se obla¢ni artefakti nahajajo v predpomniku
shranjenem s strani WebView razreda.

Vsaka predpomnilniSka datoteka znotraj Cache
imenika je sestavljena iz niza, ki predstavlja URL in
podatkovnega toka. Na podlagi prejSnjih raziskav je bilo
mogoce ugotoviti, da WebView predpomnilni format
vsebuje zaglavje in nogo veliko 8 bajtov kot tudi 4 bajtno
polje za shranjevanje velikosti niza.

Podatki znotraj podatkovnega toka so bili stisnjeni, kar
je pomenilo, da je bilo podatke potrebno razsiriti. Ko-
maj takrat so bili podatki pridobljeni v berljivem formatu
JSON.

4.3.3 Chrome spletni predpomnilnik

Poleg mobilne aplikacije lahko uporabniki dostopajo do
Alexinih storitev na spletni strani. Podatki so tam shran-
jeni znotraj majhnih blo¢nih datotek (data_), kar pomeni
da je bil potreben pregled prav vseh vnosov predpom-
nilnika. Vsak vnos je vseboval dva podatkovna tokova,
enega za HTTP zaglavje in drugi za shranjene podatke.
Podatki pridobljeni iz Android WebView razreda in
Chrome predpomnilnika lahko sluZijo kot dober digitalni
dokaz. Ceprav so podatki iz predpomnilnika lahko zelo
koristni, posebno ko nimamo veljavnih podatkov za vpis
ali pa ko so bili izbrisani nekateri pomembni artefakti
pa ima ta pristop nekaj omejitev. Namre¢ predpomnil-
nik se zapolni s podatki zgolj ko uporabnik Zeli dostopati
do izbrane vsebine preko Alexinega API-ja. Prav tako

Slika 2: Pretok.
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pa so podatki lahko izbrisani ali prepisani ob katerikoli
priloZnosti.

4.4 Oblikovanje in implementacija
4.4.1 Oblikovanje CIFT orodja

Tako imenovani CIFT (Cloud-based IoT Forensic
Toolkit) je orodje, ki je zasnovan na podlagi resitve pred-
lagane v povzetem c¢lanku. Orodje ponuja vmesnik za
lazje forenzi¢no preiskovanje IoT izdelkov. ReSitev je
prikazana na sliki 2 in je sestavljena iz 4-ih komponent:

e UIM - user interface module
e CNM - cloud-native module
e CCM - companion client module

e DPM - data-parsing module

UIM ali modul uporabniskega vmesnika nudi vmes-
nik za nastavljanje okolja, kot tudi procesiranje vnosa
uporabnika. Vsak vnos uporabnika je praviloma ses-
tavljen iz operacije in podanih argumentov. V primeru,
da se tip operacije nanasa na cloud-native arhitek-
turo uporabniski vmesnik zahteva isto imenovani cloud-
native modul. Nasprotno pa zahteva CCM ali modul za
odjemalca.

Za zaCetek komunikacije z cloud-native modulom je
potrebna kreacija spletne seje z izbranim obla¢nim sis-
temom. V primeru povzetega Clanka je bil to oblacni
sistem Alexa. Po uspes$ni prijavi modul poskusSa prenesti
podatke s pomocjo neuradnih API-jev. Vrnjeni podatki
podani v JSON formatu so nato posredovani modulu za
raz€lenjevanje podatkov DPM, ki skrbi za shranjevanje
podatkov v podatkovno bazo.

4.4.2 Implementacija

V sklopu povzetega ¢lanka je bil razvit Python paket, ki
vsebuje vse module povzete v prejSnjem poglavju. Kot je
vidno na sliki 3 modul uporabniSkega vmesnika ponuja
tri primarne metode za postavitev okolja in procesiranje
vnosov uporabnika.



Slika 3: Primer izvajanja Alexa modulov v CIFT orodju.

Step Sample codes
FJLML‘f’ amazon_alexa = AmazonAlexaInterface()
mslance
, amazon_alexa.basic_config(
Setup P T
environments path_base_QJr ~!c1FT-Re5u_Lf
browser_driver=CIFTBrowserDrive.PHANTOMIS)
amazon_alexa.add_input(
CIFTOperation.CLOUD,
"HEpth**@*nail.com”, "my@l234#tpassword”)
amazon_alexa.add input(
CIFTOperation.COMPANION_APP_ANDROID,
“~fAlexa/Android/com.amazon.dee.app/")
amazon_alexa.add_input(
Add inputs CIFTOperation.COMPANION_APP_IOS,

"~fAlexafi05fcom, amazon, echo/")
amazon_alexa.add_input(

CIFTOperation.COMPANION_BROWSER_CHROME,

"mfAlexafWindows 1f/chrome_cache/f")
amazon_alexa.add_input(

CIFTOperat ion LCOMPANTON_BROWSER_CHROME ,

"~fAlexa/Windows 2fchrome_cache/")
amazon_alexa.start(}

Process inputs

4.5 Vizualizacija in vrednotenje

Za iskanje, analizo in vizualizacijo podatkov so avtorji
¢lanka uporabili Elastic Stack. To je skupina produktov,
ki vkljucuje 3 znane komponente in sicer Elasticsearch,
Logstash in Kibana. Slika 4 prikazuje dve nadzorni
plosci za lazjo analizo podatkov. Prva nadzorna plosca
vkljucuje vse tabele razen tabele s ¢asovnico dogodkov.
Na levi sta prikazani dve Stevilki, ki prikazujeta Stevilo
shranjenih datotek in Stevilo vklju€enih spretnosti. Na
drugi strani tortni diagram prikazuje razvrs€enost ra-
zli¢nih virov dokazov v knjiznici dokazov. Nadzorna
plosc¢a prav tako vkljucuje prikaz podrobnosti razli¢nih
tabel kot so Wi-Fi nastavitve, uporabniski racuni in
zdruzljive naprave.

Druga nadzorna plos¢a je namenjena zgolj tabli s
¢asovnico. Tako je mogoce videti kronoloski potek
dogodkov, ki se lahko navezujejo na cloud-native
(oznaceni s kvadratom) ali odjemalsko-centri¢ne arte-
fakte (oznaceni s krizem). Dogodki oznaceni z trikot-
nikom oznacujejo artefakte, ki so bili morda izbrisani.
Prav tako pa vsebuje tudi tabele z podatkovnimi zapisi,
kot tudi prikaz seznama opravil in nakupovalnih listkov.

5 Zakljucek in nadaljnje delo

V vsakdanjem svetu se IoT naprave uporabljajo vse
pogosteje. Z njihovo uporabo se kopici Stevilo podatkov
tako na oblacnih kot na lokalnih sistemih. Zato je toliko
bolj pomembna analiza podatkov v sistemih na katere je
povezana preiskana naprava. Forenzic¢na reSitev predla-
gana v ¢lanku je ena izmed prvih, ki vklju¢uje Amazonov
produkt Echo in njegov ekosistem. ReSitev zdruZuje
cloud-native in odjemalsko-centrine forenzi¢ne arte-
fakte. Poleg reSitve je bilo tudi implementirano orodje
CIFT, ki uporabniku omogoca pridobitev artefaktov iz

Slika 4: Primer izvajanja Alexa modulov v CIFT orodju.
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sistema Alexa in analizo lokalnih artefaktov prejetih od
odjemalcev sistema.

Avtorji povzetega ¢lanka imajo Zeljo raz§iriti moZnost
uporabe na ostale IoT produkte in se tako znebiti ome-
jitve delovanja sistema zgolj na produktih z Alexa siste-
mom. Njihov cilj je prav tako razvoj novih komponent
orodja CIFT, ki bi omogocale boljse in lazje delo.
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ABSTRACT

V sklopu tega dela smo analizirali clanek DROP (DRone
Open source Parser) your drone: Forensic analysis of the
DJI Phantom III avtorjev Clark et al.[3].

Brezpilotno letalo DJI Phantom III je bilo v letih 2016 in
2017 ze uporabljeno pri zlonamernih dejavnostih. V casu
pisanja analiziranega Clanka je bilo podjetje DJI proizva-
jalec z najvecjim trznim delezem na podrocju brezpilotnih
letal. Avtorji Clark et al. so predstavili forenzi¢no analizo
modela DJI Phantom III ter implementirali raz¢lenjevalnik
za strukture datotek, ki jih hrani preiskovano brezpilotno
letalo.

V obravnavanem ¢lanku so avtorji predstavili odprtokodno
orodje DRone Open source Parser (DROP), ki je namenjeno
lastniskim datotekam DAT pridobljenih iz notranjega po-
mnilnika brezpilotnega letala. Analizirani ¢lanek vsebuje
predhodne ugotovitve o datotekah TXT, ki se nahajajo na
mobilni napravi, ki upravlja in nadzoruje brezpilotno letalo.
7 izlocanjem podatkov iz nadzorovalne mobilne naprave in
brezpilotnega letala so avtorji Clark et al. korelirali podatke
ter na podlagi pridobljenih podatkov povezali uporabnika
z dolo¢eno napravo. Poleg tega so rezultati analiziranega
clanka pokazali, da je najboljsi mehanizem za forenzi¢no
pridobivanje podatkov iz brezpilotnega letala, roéna odstra-
nitev kartice SD.

Ugotovitve avtorjev so pokazale, da brezpilotno letalo ne
sme biti ponovno vklopljeno, saj ponovni prizig letala spre-
meni podatke z ustvarjanjem nove datoteke DAT in lahko
izbriSe shranjene podatke, ¢e je notranji pomnilnik brezpi-
lotnega letala poln.
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1. UVOD

Brezpilotna letala (angl. Unmanned Aerial Vehicle - UAV),
imenovana tudi droni, so v zadnjih letih postala vse bolj pri-
ljubljena. Glavne razloge za povecanje priljubljenosti lahko
iS¢emo predvsem v hitrem povecanju dostopnosti za pov-
precnega uporabnika. Letala UAV niso ve¢ drage naprave
in jih je pogosto mogoce enostavno upravljati, na primer z
uporabo aplikacije na pametnem telefonu, ki omogoca ali
neposreden nadzor ali prikazovanje povratnih informacij.

Kitajsko podjetje Da-Jiang Innovations Science and Techno-
logy (DJI) je danes eden najvecjih proizvajalcev letal UAV.
Clanek na spletni platformi dronelife[1] poroca, da so se le-
tni prihodki podjetja DJI med letoma 2011 in 2013 povecali
iz 4,2 milijona na 130 milijonov dolarjev. Od zacetka proi-
zvodnje do konca leta 2014 je bilo prodanih ve¢ kot 500.000
brezpilotnih UAV. Podjetje DJI proizvaja dva primarna mo-
dela letala, in sicer serijo Phantom in serijo Inspire. Pred-
met obravnavane raziskave je bila forenzi¢na analiza modela
Phantom III Standard, ki je bil lansiran aprila 2015.

S povecanjem priljubljenosti letal UAV se je povecala tudi
potreba po zakonih o uporabi letal. Zvezna uprava za letal-
stvo Ministrstva za promet Zdruzenih drzav Amerike (Fe-
deral Aviation Administration - FAA) je od avgusta 2015
do januarja 2016 porocala o 583 nesrecah v katerih so bila
vpletena letala UAV. Ti incidenti so po navadi vkljucevali
nedovoljene polete v omejen zra¢ni prostor. Ameriski Zvezni
preiskovalni urad (Federal Bureau of Investigation - FBI) je
bil zadolzen za preiskavo neprijatelskih letal UAV, pri ce-
mer je za najzahtevnejSo naloga veljalo predvsem sledenje
krivde pilota[2]. Da bi sledili tehnologiji, si administracija
FAA prizadeva razviti zakone, ki bi omejili rabo rekreativnih
letal UAV. Ti zakoni ve¢inoma omejujejo najvisjo nadmor-
sko viSino in uvajajo obmocja omejenega zracnega prostora
za letala UAV, kot so na primer letalis¢a ali vecji dogodki.

Letala UAV so vplivala tudi na terorizem in z njim pove-
zane dejavnosti. Islamska drzava Iraka in Levanta (ISIL)
na primer Ze nekaj casa uporablja letala UAV za videonad-
zor[4]. Nadalje so bili zabelezeni trije incidenti drzave ISIL,
ko so bila letala UAV opremljena z eksplozivi. Teroristi¢ne
skupine pri svojih aktivnostih ne uporabljajo vojaskih le-
tal UAV, temveC se zatecejo k komercialno razpolozljivim
brezpilotnim letalom, ki vklju¢ujejo tudi serijo DJI Phan-



tom. Zaradi narasc¢ajocCe priljubljenosti komercialnih letal
UAV in vzpona kriminalnih dejavnosti, ki vklju¢ujejo upo-
rabo le-teh, je potrebno razviti zadovoljive forenzi¢ne teh-
nike za letala UAV. Predpostavimo lahko, da se bo potreba
po forenziki letal UAV Se naprej povecevala, ko bodo letala
UAV postala dostopnejsa in uporabljena tudi v drugih kri-
minalnih dejavnostih.

V okviru te raziskave smo analizirali ¢lanek DROP (DRone
Open source Parser) your drone: Forensic analysis of the
DJI Phantom III avtorjev Clark et al.[3], ki predstvlja prvo
celovito delo, ki zajema forenzi¢no analizo brezpilotnega le-
tala DJI Phantom III Standard. Njihovo delo je zajemalo
naslednje sklope:

e predstavili so niz postopkov, ki jih lahko preiskovalci
uporabijo med postopkom preiskave primera, ki vklju-
cuje brezpilotno letalo DJI Phantom III Standard,

e predstavili so javno dostopen racun za strukturo bi-
narne datoteke, ki jo ustvari letalo UAV in shrani na
svojo kartico SD,

e njihove ugotovitve so zdruzili v odprtokodno orodje
imenovano DRone Open source Parser (DROP), ki
omogoca forenzi¢no ustrezno razclenjevanje zgoraj ome-
njene binarne datoteke,

e zagotovili so racun, orodje in metodo za koreliranje
podatkov, pridobljenih iz notranjega pomnilnika letala
UAV in mobilne naprave, ki omogoca njegovo nadzo-
rovanje.

1.1 Obseg raziskave

Potrebno je omeniti, da je bil obseg raziskave avtorjev ¢lanka
omejen na brezpilotno letalo DJI Phantom III Standard.
Idealno bi bilo preizkusSanje ve¢ razli¢nih modelov UAV, ven-
dar je bilo delo po poroc¢anju avtorjev precej dolgoc¢asno in
je zahtevalo veliko obratnega inzenirstva. Prav tako je po
mnenju avtorjev ¢lanka potrebno opozoriti, da bi bila imple-
mentacija splosne resitve, ki bi omogocala forenzi¢no analizo
vseh letal UAV, ki so na voljo na potrosniskem trgu, precej
zahtevna ali celo nemogoca naloga, saj je vsako letalo UAV
razlicno glede na operacijski sistem, shranjevanje podatkov
in protokole za upravljanje. Avtorji so izbiro modela za
preiskavo upravicili z visokim delezem podjetja DJI na trgu
brezpilotnih letal in dejstvo, da so njihova letala ze upora-
bljale teroristi¢ne skupine, kot je ISIL.

2. METODOLOGIJA

Avtorji so raziskavo izpeljali v naslednjih korakih:

Ponastavitev tovarniSske opreme: Da so avtorji zago-
tovili, da nobena zunanja spremenljivka ni vplivala na re-
zultate, je bila najprej izvedena tovarniska ponastavitev in
formatiranje vseh naprav in kartic.

Oblikovanje scenarija: Po vklopu letala UAV sta bila
opravljena dva poleta do lo¢enih geografskih lokacij, nato so
avtorji letalo izklopili.

Zbiranje podatkov: Postopek zbiranja podatkov je bil
razdeljen na tri dele, in sicer na zbiranje podatkov iz brezpi-

lotnega letala, iz krmilnika in iz pametnega telefona oziroma
tablice.

Analiza podatkov: Pridobljeni podatki so bili analizi-
rani. Pridobljeni sta bili dve Se posebej zanimivi datoteki,
ki sta vsebovali podatke o letu. Nato je bila izvedena poglo-
bljena analiza zgornjih datotek in njunih struktur.

Implementacija orodja: Ko so bili podatki analizirani in
definirane strukture datotek, je bilo implementirano orodje,
ki omogoca preiskovalcem razclenitev dokaznih datotek.

Testiranje: Na koncu so avtorji ¢lanka izvedli Stevilne
teste, s katerimi so potrdili konstruirano orodji in izsledke
raziskave.

2.1 TovarniSka ponastavitev

Prvi korak v procesu je bila tovarniska ponastavitev letala
UAV in tabli¢nega rac¢unalnika Nezus 7. Tabli¢ni racunalnik
je bil tovarnisko ponastavljen s pomoc¢jo menija za obnovitev
naprave. Nato je bil tabli¢ni racunalnik posodobljen na (v
casu raziskave) najnovejsi operacijski sistem Android (6.0.1).

Zatem je bilo tovarnisko ponastavljeno Se brezpilotno letalo s
pomodcjo druge naprave Android z names¢eno aplikacijo DJI
GO. Aplikacija DJI GO je aplikacija za operacijski sistem
Android, ki jo je razvilo podjetje DJI in sluzi za upravljanje
in nadzor brezpilotnega letala Phantom III. Aplikacija upo-
rabniku prav tako omogoca, da iz notranjega pomnilnika
brezpilotnega letala izbrise podatke o letu in predpomnilnik
videa.

Dodatno je bila formatirana zunanja kartica SD, ki je bila
namescena na snemalni napravi na brezpilotnem letalu.

2.2 Oblikovanje scenarija

V drugem koraku je bila najprej namescena aplikacija DJI
GO na primarni tabli¢ni ra¢unalnik in izvedena sta bila dva
testna leta. Oba leta sta bila dokumentirana; avtorji so spre-
mljali datum in Cas ter vzorce leta. Podatki so bili zabelezeni
z uporabo brezpilotnega letala in ro¢no s strani raziskoval-
cev, da so bili upostevani vsi dogodki v letu.

2.3 Zbiranje podatkov

2.3.1 Pretvarjanje zunanje kartice SD v slikovno da-

toteko

Ko sta bila zaklju¢ena preizkusna leta, so avtorji priceli s
pridobivanjem podatkov. Zaceli so s fizi¢no sliko kartice
SD, ki jo uporablja kamera Gimbal za shranjevanje slik in
videoposnetkov. Kartico SD so avtorji odstranili iz kamere
ugasnjenega brezpilotnega letala in jo vstavili v blokator pi-
sanja Cellebrite. Nato so izracunali in shranili zgos¢evalno
vrednost funkcije MD5 in s pomodjo ukaza disk dump (dd)
pretvorili celotni disk v slikovno datoteko. Nazadnje so vre-
dnost zgoscevalne funkcije MD5 izracunali Se nad slikovno
datoteko in obe vrednosti primerjali ter datoteki verificirali.
Kasneje je bila slikovna datoteka odprta v orodju FTKIma-
ger 8. 1. 1, kjer je bila vsebina pregledana in izvle¢ena v
drug direktorij. Izvlecene datoteke so vkljucevale slike in vi-
deoposnetke, ki so bili posneti med leti ter nekatere datoteke
z metapodatki o videoposnetkih.



2.3.2  Varnostna kopija sistema Android

Nato so avtorji priceli z delom na tablicnem ra¢unalniku Ne-
zus 7, ki je deloval kot kontrolna postaja in nadzorna plosca
za brezpilotno letalo. Aplikacija DJI GO, ki je bila name-
S¢ena na tabli¢ni racunalnik je omogocala prikaz zive ka-
mere, podatkov o bateriji, GPS in omogocala uporabniku iz-
dajanje ukazov, kot sta avtomatsko vzletanje in pristajanje.
Varnostne kopije v operacijskem sistemu Android vsebujejo
predvsem aplikacijske artefakte in tipi¢no zagotavljajo po-
datke o lastnistvu in uporabi aplikacij (tudi aplikacije DJI
GO). Logi¢na varnostna kopija je bila izvedena z uporabo
orodja adb backup-all. Orodje Android Backup Extractor je
bilo uporabljeno za pretvorbo varnostne kopije v datoteko
.tar. Nazadnje so avtorji s pomocjo orodja 7zip datoteko
.tar dekompresirali v nov imenik. Datoteke vsebovane v
tem imeniku so se nanaSale na vsako aplikacijo, ki je bila
namescena na tabli¢nem racunalniku vkljuéno z datotekami
aplikacije DJI GO. Avtorji so prav tako izpostavili, da bi
bilo kreiranje fizi¢ne slike naprave Android nepotrebno, saj
so zeleli iz naprave pridobiti le logi¢ne podatke.

2.3.3 Pomnilnik sistema Android

Medtem ko je bila varnostna kopija sistema Android upo-
rabna pri pridobivanju podatkov o aplikacijah, je bilo po-
trebno uporabniske podatke pridobiti iz notranjega pomnil-
nika mobilne naprave. To so avtorji naredili tako, da so na-
pravo povezali s forenziéno delovno postajo in vse datoteke
shranjene v notranjem pomnilniku prekopirali na delovno
postajo. Notranji pomnilnik je vseboval vec¢ direktorijev, ki
so se nanasali na aplikacijo DJI in so bili kasneje analizirani.

2.3.4  Pridobivanje podatkov brezpilotnega letala
Zadnja stopnja pridobivanja podatkov je bilo pridobivanje
zapisov letov iz notranjega pomnilnika brezpilotnega letala.
To so avtorji izvedli z uporabo treh razlicnih metod:

1. S pripenjanjem notranjega pomnilnika brezpilotnega
letala na forenzi¢no delovno postajo preko aplikacije
DJI GO in nato z ro¢nim kopiranjem datotek na foren-
zi¢no delovno postajo. Avtorji so opazili, da je bil no-
tranji pomnilnik pripet na nacin, ki je omogocal samo
pravice za branje. Testiranje je pokazalo, da ta metoda
morda ne bi bila forenzi¢no ustrezna, saj je moralo biti
brezpilotno letalo med postopkom vklopljeno.

2. Druga metoda je bila enaka prvi z razliko, da tu pri-
dobimo fizi¢no sliko notranjega pomnilnika s pomocjo
ukaza dd. Pri tem je potrebno upostevati, da veljajo
enake omejitve kot pri prvi metodi.

3. V sklopu zadnje metode je bil dejanski medij notra-
njega pomnilnika izvlecen iz brezpilotnega letala. To
je vkljucevalo razstavitev brezpilotnega letala, odklop
vec zic in odstranitev lepila, ki je bilo namenjeno traj-
nemu fiksiranju notranje kartice SD. Preizkusi avtorjev
so pokazali, da je to forenzi¢no najustreznejsa metoda
za pridobivanje podatkov notranjega pomnilnika brez-
pilotnega letala.

3. ANALIZA PODATKOV

Na dronu DJI Phantom IIT najdemo dva primarna vira, ki
hranita podatke o letenju. Datoteko TXT ustvarjeno z mo-
bilno aplikacijo (datoteka je shranjena na mobilni napravi)

in datoteko DAT ustvarjeno na dronu. DAT datoteko naj-
demo na dronu na notranjem pomnilniku.

Obe datoteki sta Sifrirani in kodirani z uporabo dveh razlic-
nih formatov. Z dekodiranjem teh dveh datotek lahko pri-
dobimo podatke o GPS, motorjih, daljinskem upravljalniku,
statusu letenja in Se nekaj ostalih informacij. Te datoteke
sluzijo kot elektronski zapisovalnik o poletih drona.
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Figure 1: IzvleCena notranja SD kartica brezpilo-
tnega letala Phantom IIT s spodnjega dela mati¢ne
plosce.

3.1 Aplikacija DJI GO - zapisi o letenju drona
iz datoteke TXT

Na Android napravi na kateri smo upravljali brezpilotno le-
talo preko aplikacije DJI GO lahko najdemo ve¢ datotek
TXT, ki vsebujejo podatke o letih. Te datoteke lahko naj-
demo v InternalStorage/DJI/ dji.pilot/FlightRecord/. Dato-
teke so poimenovane kot YYYY-MM-DD_[HH-MM-SS].tzt
pri cemer datum in ¢as datoteke predstavlja datum in cas
zacetka leta. Te datoteke vsebujejo podatke o lokaciji, sta-
tusu letenja, bateriji in drugo. Podatki so shranjeni v obliki
paketov. Ti paketi morajo biti dekodirani in deSifrirani.

3.2 Aplikacija DJI GO - struktura datoteke
TXT

Avtorji ¢élanka so s pomocjo obratnega inZenirstva aplikacije
DJI GO, ki ji bila names¢ena na mobilni napravi z operacij-
skim sistemom Android, poskusili ugotoviti strukturo dato-
teke TXT. Aplikacijo DJI GO so prenesli iz uradne spletne
strani ter jo povratno prevedli z uporabo graficnega pro-
grama za povratno prevajanje datotek Java, JD-GUI. S tem
so pridobili to, da so vsi razredi aplikacije postali vidni. Ce-
prav je veliko spremenljivk, funkcij in imen razredov bilo
zapletenih, so iskali po klju¢nih besedah. Iskanje po kljuéni
besedi "FlightRecord” (ime direktorija, kjer so shranjene da-
toteke TXT) jih je naslovilo na razred k.class, ki se nahaja
znotraj paketa dji.pilot.fpv.model , ki je del classes2.jar. Ra-
zred k.class je zadolzen za pisanje zapisov o letu. Z ro¢nim



pregledom postopka pisanja datotek TXT v Android aplika-
cijo so s pomocjo urejevalnika hex editor ugotovili, da dato-
teka sledi neki strukturi. Strukturo datoteke prikazuje slika
2. Pomembno je vedeti, da so podatki v teji datoteki za-
pisani po pravilu tankega konca (angl. little endian rule).
Zadnjih 190 bajtov datoteke vsebuje splosne informacije o
zratnem plovilu in letu. Prvi del informacij je opcijska in-
formacija z imenom geotag, ki je shranjena kot golo besedilo
npr. “New Haven, Connecticut.”. Naslednji bit prepozna-
nih podatkov pride nekaj bajtov kasneje in predstavlja ime
v golem besedilu kot je prikazano tukaj:

Yuhe’s Phantom3
03Z0600080
CL03021337
05LD102XHR
1153516293

To je ime skupaj z imenom modela, ki ga je uporabnik na-
vedel med nastavljanjem nastavitvenega postopka, pri ce-
mer ”Yuhe”’predstavlja ime lastnika tega brezpilotnega le-
tala. Imenu sledijo Stirje nizi, ki predstavljajo identifika-
torje. Iste Stiri identifikatorje lahko najdemo tudi v tabeli
dji_pilot_publics_model_DJIDevicelInfoStatModel, ki se nahaja
v podatkovni zbiriki dji.db. Avtorji so s pomocjo programske
opreme JD-GUI ugotovili, da ti identifikatorji predstavljajo
serijske stevilke, ki jih lahko povezemo s strojnimi napra-
vami.

Prva serijska Stevilka pripada inercialno merilni enoti (angl.
Inertial Measurement Unit - IMU), ki jo najdemo znotraj
brezpilotnega letala. Druga serijska stevilka CL03021337”
predstavlja kamero. Tretja serijska Stevilka pa pripada pri-
marnemu vezju, ki se nahaja znotraj daljinskega upravljal-
nika katerega glavna naloga je nadzor drona. Ta del je od-
govoren za prenos podatkov na zaslon mobilne naprave. Za-
dnja serijska stevilka ”1153516293”pa pripada bateriji.

3.3 Struktura paketa TXT

Zapisi o letenju drona se v obliki paketov hranijo v datoteki
TXT, katerega strukturo prikazuje slika 3. Vsebina paketa je
sifrirana in kriptirana. V zacetni fazi nastanka ¢lanka (citat)
Se ni bilo objavljenega postopka dekriptiranja te vsebine.

V procesu povratnega prevajanja Android aplikacije DJI
GO pa so avtorji nasli knjiznico DJI GO_v2.9.1_apkpure.com
2/lib/armeabi-v7a/libFREncry pt.so, ki se uporablja za §i-
friranje in desifriranje podatkov o letenju, ki so shranjeni v
datoteki TXT. Avtorjem ¢lanka je s pomocjo orodja IDA-
Pro uspelo izolirati funkciji za sifriranje in desifriranje. Ra-
zumevanje vhodnih parametrov funckij pa je trenutno se v
delu.

3.4 DJI - datoteke DAT

Datoteke DAT najdemo v notranjem pomnilniku drona. Vse
datoteke DAT so poimenovane kot FLY###.DAT pri Ce-
mer “#H##” predstavlja zaporedno Stevilko. Ta vrsta da-
toteke vsebuje veliko podatkov povezanih z letom (lokacija
drona, status letenja in odg¢itki iz razliénih senzorjev).

3.5 DJI - struktura datoteke DAT

dolZina Razli€ica datoteke - Podatki o letu -
datoteke (N)  privzeta vrednost je 0x80 0x01 0x08  vsebuje GPS, baterijo, status letenja in ostalo.

oo [ reoror | onsor——| oovre
‘ ‘

Y
Vse vrednosti Vse vrednosti
0x0 0x0

Osnovne informacije o imenu
brezpilotnega letala, serijska &t

Figure 2: Struktura datoteke TXT.

Glavna vsebina -

Tip paketa Sifrirano, vsebuje GPS, baterijo, status letenjda, ...

4 bajt 4 bajt| ____________Lbajtov __________bajt]

Dolzina vsebine (L) Zadnji bajt - vedno 0xFF

Figure 3: Struktura paketa TXT.

Po ekstrahiranju datotek iz SD katice brezpilotnega letala
(datotecni sistem FAT32), so avtorji ¢lanka poskusili pre-
brati datoteko DAT. Hitro je bilo jasno, da je datoteka kodi-
rana in posledicno zahteva dekodiranje. Pri raziskovanju je
bila odkrita kratka uradna dokumentacija v povezavi z DJI-
jevimi datotekami DAT. A vseeno obstaja veliko pogovorov
ter orodij iz strani ljubiteljev, ki poskusajo dekodirati dato-
teke DAT. Najbolj zadovoljiv izhod iz datoteke daje orodje z
imenom DatCon, vendar vsa polja Se vseeno niso dekodirana.
Orodje DatCon omogoca razclenjevanje podatkov iz binarne
datoteke DAT in izvoz teh podatkov v ¢loveku bolj prijazno
berljivo datoteko CSV. DatCon program je bil prenesen kot
izvrsljiva datoteka jar. Z povratnim prevajanjem datoteke
jar je bilo mogoce pridobiti bolj celovito razumevanje struk-
ture datotek DAT. Strukturo datoteke DAT prikazuje slika
4. Struktura datoteke je preprosta. Prvih 128 bajtov dato-
teke predstavlja glavo podatkov. Bajti od 16-20 vsebujejo
besedo "BUILD?”, sledi datum in ¢as izdelave datoteke. To-
¢en pomen polja datum izdelave ni polnoma znan, povsem
verjetno naj bi se nanasal na datum zadnje spremembe nad
datoteko. Orodje za razélanjevanje podatkov, ki ga bomo
pojasnili v naslednjem poglavju uporablja besedo "BUILD”,
kot indikator, saj naj bi se na ta nacin resni¢no prepricali,
da je datoteka, ki jo beremo DJI datoteka DAT. Bajt 128
predstavlja zacetek podatkovnih paketov. Podatkovni pa-
keti so v datoteki zapisani v obliki binarne strukture, ki so
v lastnistvu DJI. Vec¢ino datoteke vsebuje pakete te vrste.
Konec datoteke pa oznacuje niz bajtov, ki vsebujejo nicle.

3.6 DJI - struktura paketa

Podatkovni paketi so strukture razliénih dolzin odvisno od
tipa podatkov, ki so vpisani. Ceprav so razli¢ne dolzine sle-
dijo skupni strukturi Slika 5 prikazuje osnovno strukturo
podatkovnega paketa. Dolzina paketa predtavlja dolzino
celotnega paketa vkljuéno z zacetnim in ko¢nim bajtom v
uporabni vsebini. Stirje bajti, ki jih najdemo po sporocil-
nem bajtu predstavljajo notranjo uro vodila. Glavni podatki
pa so lahko kjerkoli in so lahko veliki od 14 do 245 bajtov.
Prav na ta nacin lahko med sabo razlikujemo pakete ter na
ta nacin razberemo tip in podtip paketa.

3.7 Stuktura paketa glavnih podatkov



Paket glavnih podatkov je del paketa, ki vsebuje podatke
o aktualnih senzorjih ter podatke o telemetriji. Glavni po-
datke lahko najdemo kjerkoli, dolgi pa so lahko od 14-245
bajtov, lo¢imo pa jih glede na tip podatkov. Kot prikazuje
slika poznamo devet razliénih tipov paketa (GPS, motor, do-
magca tocka, daljinski upravljalnik, lokacija mobilne naprave,
baterija, polozaj, status letenja in napredni podatki o bate-
riji). Podatki o GPS-u vsebujejo podatke o lokaciji brezpi-
lotnega letala, nadmorski visini, 3-osni pospesek, ziroskop,
hitrost, magnetometer in druge. Na koncu najdemo Stiri
bajte podatkov za katere avtorji niso znali dolo¢iti namena.
Na osnovi kode DatCon, podatki o motorju vsebujejo tako
podatke o hitrosti kot tudi podatke o obremenitvi vseh stirih
motorjev na letalu. Model brezpilotnega letala Phantom III
Standard teh podatkov ne vsebuje v svojih paketih. Lokacija
mobilne naprave je posredovana samo v naginu Sledi me”.
To je nacin avtomatskega pilota, ki ga lahko omogocimo v
aplikaciji DJI GO. S tem dosezemo, da nas bo letalo sle-
dilo. Domaco tocko ponavadi nastavimo avtomatsko preko
aplikacije DJI GO vendar lahko to tocko uporabnik nastavi
tudi ro¢no. Koordinate o domaci tocki najdemo v glavnih
podatkih z imenom "home point”. Stanje daljinskega upra-
vljalnika, kot so plin, krmilo in dvigalo se belezijo v glavnih
podatkih z imenom ”remote control”. Poznamo dva tipa pa-
ketov, ki sluzita informaciji o bateriji (baterija in napredna
baterija). Prvi vsebuje informacije o ravni baterije medtem
ko drugi vsebuje bolj podrobne informacije o bateriji kot so
kapaciteta, temperatura, tok in napetost posamezne celice.

Zadnja dva tipa glavnih podatkov pa vsebujeta podatke o
poziciji kameri in stanju celotnega leta. Stanje leta opisuje
podatke o stanju leta (avtopilot, vzlet, pot domov, itd.) ter
napakah GPS. Ta paket vsebuje tudi ¢as leta v milisekundah
(od zacetka leta).

Glava datoteke - DolZine 128 bajtov.

Paketi spremenljive dolzine

|_128 bajtov__Xbajtov Y bajtov_|Z bajtov| Whajtov _____..___|

Zacetek datoteke Konec datoteke

Figure 4: Osnovna struktura datoteke DAT.

4. IZDELAVA ORODJA: DRONE OPEN SO-
URCE PARSER (DROP)

DROP, oziroma DRone Open source Parser je orodje izde-
lano z Python 3.4, ki obdela DAT datoteko iz spominske
kartice brezpilotnega letala DJI Phantom III. Orodje je do-
bro testirano za obravnavan model, torej DJI Phantom III
Standard, vendar deluje tudi pri veé¢ini ostalih Phantom mo-
delov tega proizvajalca.

Orodje ima dve osnovni funkciji:

e Raclenitev podatkov iz DJI DAT datotek

e Korelacija DAT datotek z TXT datotekam na Android
krmilni napravi

Obdelani podatki se zapisejo v datoteko CSV formata. Koda

Glava O‘ﬁ‘S
msg_start
1 bajt
Dolzina paketa
1 bajt GPS
P 0xCF
mil
Motor
vedno 0x00
GPS 1 baijt OxDA
0x01 Home Point
'g'ogr Tip paketa 0xCé
L 1 bajt Remote Control
Home Point 0x98
0x0D -
i Tablet Location
Remote Control Podip 0xC1
0x00 i Battery
Tablet Location . Ox1E
0x28 Seppotito Attitude
Battery 0x2C
0>f12 Flight Status
Attitude Tick Number 0x2A
0x34 1 byte
Flight Status 0x00
0x0C
Glavni podatki
14 - 24£bajtov

Figure 5: Struktura datoteke DAT.

programa je na voljo javnosti preko Github repozitorija na
https://github.com/unhcfreg/DROP.

4.1 Razclenjevanje DAT datoteke

Orodje zacne s pregledovanjem metapodatkov DAT dato-
teke, predvsem, da pridobi velikosti datoteke. Sledi z izlo-
c¢anjem prvih 128 bajtov glave in med bajti 16 in 20 poisce
niz BUILD. Preko vrednosti niza in metapodatkov dolo¢i,
da gre za ustrezno DJI DAT datoteko ter nadaljuje z zaje-
mom paketov po 128 bajtov do konca datoteke. Z instanco
Message prebere glavo in telo datoteke, ki predstavlja raz-
licne podatke o stanju brezpilotnega letala ob zapisu paketa.
Znacilnost vsakega paketa je casovni zapis dogodka (t.i. tick
number).

Mnogo paketov ima enak ¢asovni zapis, torej so bili paketi
zajeti ob istem Casu, vendar imajo razli¢no vsebino. Paketi
so posodobljeni v razliénih ¢asovnih intervalih kar pomeni,
da za vsak ¢asovni zapis ne pridobi vseh moznih tipov po-
datkov, ki se belezijo.

Telo paketa je potrebno tudi desifrirati, kot bo podrobneje
opisano v naslednjem poglavju. Paketov ni nujno vedno mo-
zno razcleniti, saj so lahko delno ali popolnoma uniceni ozi-
roma ne sledijo formatu DJI DAT datoteke. Stanja paketov
in nekatere statisticne podatke program DROP shrani v za-
pisniku processlog.tzt. Psevdo koda glavne funkcionalnosti
orodja DROP je prikazana na Algoritmu 1.

4.2 Desifriranje in razclenitev paketov

Desifriranje in razléenitev je z obratnim inziniringom pov-
zeta po DatCon algoritmu in prikazana v Algoritmu 2. Ge-
nerira klju¢ za desifriranje, ki je zgolj izracun ¢asovnega za-
pisa (tick number) po modulu 256. Vsak bajt je XOR-an
s klju¢em in dodan desifriranemu sporocilu preko instance
Message. Opaziti je, da je deSifrirni algoritem pri Phantom
DJI modelih zelo preprost in ni jasno zakaj so se proizva-
jalci odloéili za taksno shemo. Po konc¢anem desifriranju so
podatki predstavljeni po ustrezni strukturi. Poleg osnovnih



Algorithm 1 DAT packet parsing algorithm

procedure DROP(inputFile, outputFile)

I:

P meta « inputFile metadata

3 in_file < open inputFile in read binary mode

4 file_header « read bytes 0 to 127 of in_file

5 build «— unpack file_header[16:21] to string

6: if build '= “BUILD" then

7. exit()

8: out_file « open outputFile in write mode

9:

10: byte « read next byte from in_file

Il message « new Message()

12: while byre length !'= 0 do

13: if byte != 0x55 then

14: byte « read next byte from in_file

15: else

16: packetLength « read next byte from in_file

17: padding « read next byte from in_file

18: if padding == 0x00 & packetLength >0 then
19: header « read next 7 bytes from in_file

20 pavioad — read packerLengih - 10 bytes from in_file
21: thisPacketTickNo < unpack header[3:7] to integer
22: if message.tickNo == NULL then

23: message.tickNo « thisPackerTickNo
24: if thisPacketTickNo |= message.tickNo then
25: if message.addedData == TRUE then
26: out_file «— message.getRow()

27: message.addedData +— FALSE

28: message.addPacket(packetLength, header, pavioad)
29: byre « read next byte from in_file

30: else

31: byte « padding

32: out_file «— message.getRow{)

33: in_file.close()
34 out file.close()
35: return

Figure 6: Algoritem 1: Obdelava DJI DAT datotek

Algorithm 2 DAT payload decrypt algorithm

1: procedure pecrypT(payload, tickNo)

2 xorKey « tickNo MOD 256

3 decryptPld « []

4 for byte in payload do

5 append (byte XOR xorKey) to decryptPld
return decryptPld

Figure 7: Algoritem 2: DeSifriranje in razclenitev

Algorithm 3 DAT to TXT file correlation

: procedure correLATION(dat_data, csv_data)
fianatches « 0
gps_matches «— 0
for ft in dat_data do
if ft in csv_data then
ftomatches « ft_matches + |
if dat_data[fi]{lat] matches csv_data[ft[{lat] then
if dat_dara(ft[flon] matches csv_datafft][lon] them
gps_matches « gps_matches + 1

10: if fr_matches > 0 then return (gps_matches/ft_matches) * 100
return ()

B e

oh o

P oo ;i

Figure 8: Algoritem 3: Korelacija DJI DAT in TXT
datoteke iz mobilne naprave

podatkov kot na primer GPS lokacija ob zajemu, vsebuje
tudi informacije, ki niso direktno povezane z prvotnim name-
nom paketa. Nekaj primerov taksnih podatkov so napetost
in tok, vrednosti pospeska na vseh treh oseh in podobno.

4.3 Korelacija s TXT datoteko

Dodatna funkcionalnost orodja je korelacija z TXT dato-
tekmi najdenimi na Android mobilni napravi, ki letalo kr-
mili. Prikaza je na algoritmu 3. Preverja ujemanje podatkov
o GPS lokaciji (longitude, latitude, na 5 decimalk natanéno),
pri zapisih, ki imajo enak ¢asovni zapis. Izkazalo se je da je
ujemanje skoraj popolno.

4.4 Integriteta datotek in robustnost orodja
Pravila digitalnih forenzi¢nih postopkov zahtevajo, da se
DAT datoteke niso nikakor spremenile. V ta namen je nad
datotekami izracunanih ve¢ zgoscevalne vrednosti (MD5, SHA-
1, SHA-256) pred in po obdelavi z orodjem DROP in tudi
DatCon.

Forenzi¢na orodja morajo biti dokazano zanesljiva. Robu-
stnost so preizkusali s seti pokvarjenih DAT datotek, prido-
bljenih s naértno predelavo dejanskih zajetih datotek. Po-
kvarjene datoteke so vsebovale na primer odstranjene bajte
iz glave ali vsebine, spremenjene zacetne bajte in podobno.
DatCon se je izkazal za precej manj zanesljivo kar se tice za-
jema podatkov in pridobitve ustrezne vsebine. Preverjena
je tudi pravilnost korelacije med DatCon TXT datotekami
in DAT datoteki na napravi.

Tudi nad dejansko SD kartico je bilo izvedenih nekaj pre-
izkusov. Raziskali so predvsem ucinke ob dosegu najvecje
kapacitete kartice in kaj se takrat dogaja z zajemanjem po-
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Figure 9: Diagram zajema podatkov iz DJI Phantom III drona

datkov. Datotecni sistem kartice je FAT32 in vsebuje pribli-
7zno 1182.13 MB prostora ter 39 DAT datotek. Izkazalo se
je da se DAT datoteke izbrisejo od najstarejSe naprej, ko je
SD kartica zasedena. Predhodno jih tudi prepiSe z ni¢lami
in torej obnovitev ni mozna.

Preizkus nad napravo je bilo tudi upravljanje brezpilotnega
letala kjer so notranjo SD kartico odstranili. Pri samem
letenju to ne predstavlja nobene ovire, je pa lahko kar velik
problem za foreniz¢no raziskavo.

5. RELEVANTNI FORENZI¢NI DOKAZI

Diagram poteka preiskave in zajema dokaznega gradiva je
prikazana na sliki 8. Zajeti so bili pomebni forenzi¢ni po-
datki kot so GPS lokacija, WIFI povezave, informacije o
uporabniku, ¢asovni zapisi ipd., kot je povzeto v tabeli na
sliki 9.

6. ZAKLJUCEK IN NADALJNO DELO

V obravnavanem c¢lanku je raziskava osredotocena zgolj na
model drona DJI Phantom III. Ne povzema celotnega ra-
zumevanja forenzi¢nih raziskav nad Siroko paleto razli¢nih
proizvajalcev brezpilotnih letal, kljub temu pa predstavlja
dobro izhodis¢e. Trenutno je nemogoce raziskati celoten trg.
Podobne raziskave je potrebno Se naprej izvajati in posku-
Sati doseci tudi standardizacijo zapisa podatkov o aktivno-
stih dronov.

Precej dela je ze bilo opravljenega nad varnostjo in zasebno-
stjo pri uporabi dronov ter postavljenih kar nekaj zakonom,
ki omejujejo uporabo. Zelo malo pa nad forenzi¢no ana-
lizo naprave kadar je z njo storjen zlo¢in. Zmogljivost in
uporaba dronov vedno bolj narasca in potrebno je pripraviti
znanstveno metodologijo za ustrezno forenzi¢no raziskavo.

V canku je bilo prikazano kaksni podatki se lahko iz podob-
nih naprav pridobijo in so lahko kljué¢ni pri reSevanju zlocina.
Vidna je tudi povezava med serijsko Stevilko dronov in mo-
bilne naprave, ki jo kontrolira. Se vedno je potrebno raziskti
ve¢ informacij okoli strojno-programske opreme (angl. fir-
mware) same naprave in kako ta deluje, saj zanaSanje na
notranji pomnilnik pogosto ne bo dovolj.
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Figure 10: Povzetek forenzi¢no relevantnih podatkov



