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1 Uvod / Introduction

Digital forensics is a branch of forensic science that covers the recovery and investigation of material found in digital
devices and is often associated with computer crime. The term digital forensics was originally used as a synonym for
computer forensics, but has expanded to include the investigation of all devices, which can store digital data. The roots
can be traced to the personal computer revolution of late the seventies and early eighties. In the 1990s, the development
of the discipline took place without real organization until national guidelines emerged in the 21st century.

Digital forensic investigations have different tasks. The most common are to support or refute the hypothesis before
criminal or civil courts. Criminal cases involve an alleged violation of the laws it establishes legislation such as murder,
theft and assault on the person. Civil cases deal with the protection of rights and property of individuals (often related
to family disputes), but they can also deal with contractual ones disputes between economic entities, in which a form of
digital forensics, which is called electronic, is involved discovery.

The collection contains the seminar papers of master’s students at the Faculty of Computer Science and Information,
University of Ljubljana 2021/2022. Within the Digital Forensics course, each group of students chose one article, which
served as a starting point for the seminar work. The articles were selected from five research areas: malware, digital
forensics of images and sound, network and service forensics, memory forensics, forensics tools and process, and followed
by five articles that do not fall into any of the aforementioned categories.

In the field of malware, the group worked on the detection of adversarial attacking malware while the second dealt
with the same idea but using neural network.

Since manipulation of images and sound has increased those last years, the assignment of digital forensics on this topic
speaks about DeepFakes and Media forensics.

In network and service forensics, the seminar explains us how to make digital investigation using WhatsApp since this
platform is widely used because of its encryption.

Memory forensics is becoming more and more relevant, as more and more methods are appearing that are able to
obtain data from computer memory. The seminar assignments in this set cover on one hand the USB Device attacks and
on the other hand the recovery of the master key from RAM to break Android’s file-based encryption.

The tools are really important to improve the accuracy of digital forensics and spread its use. That’s why the seminar
deals with Generating digital forensic test images.

Finally, the miscellaneous section, there are seminar assignments that do not fall under any of the mentioned sections
: they dealt with the Analysis of the car camera system using metadata, Review of An Enhanced Blockchain-Based IoT
Digital Forensics Architecture Using Fuzzy Hash, and Challenges of education and standardization in the field of mobile
forensics. That shows that Digital Forensics is an increasing field of search.

This collection brings together all the final seminar assignments that were prepared in the academic year 2021,/2022.
It is intended for everyone who is interested in the field of digital forensics or just one or more areas presented.

Ljubljana, 2022 Tom Fiette



2 Povzetki / Summaries

2.1 Detecting Adversarial Attacking Malware

The number of smartphone users has been growing exponentially in the past decade and with them the volume and variety
of malware. Currently malware detection engines are having trouble catching up to all the different malware. Because of
that researchers have started to use machine learning and deep learning to develop malware detection models. Because
machine learning and deep learning models are vulnerable to adversarial attacks, a group of researchers has proposed a
framework to construct malware detection models against such adversarial attacks. First they constructed twelve different
malware detection models and attacked them with a GAAN based attack, which modifies malware samples to fool the
malware detection models. The attack was very successful in fooling the malware detection models so the researchers
proposed three defense strategies, which were very effective against a GAAN based attack. They also identified a list of
Android permissions and intents, which were used most of the time to force misclassifications in detection models.

Kljuéne besede / Keywords : Malware detection, Android, machine learning

2.2 Detekcija zlonamerne programske opreme z uporabo konvolucijskih nevronskih mrez
na podlagi kratkih binarnih segmentov

Nobena programska oprema ni popolnoma varna. V praksi se pogosto srecamo z novimi napadi, ki poskusSajo izkoriscati
ranljivost taréne programske opreme. V delu bomo raziskali podrocje detektiranja zlonamernih programskih oprem Se
preden te skodujejo sistemu. Osredotocili smo se na prepoznavanje takih programov na podlagi kratkih binarnih segmen-
tov s pomocjo nevronskih mrez. Clanek predstavlja model strojnega ucenja, ki na simulacijah realnih primerov dosega do
86,92% tocnost pri zaznavanju tovrstnih virusov.

Kljuéne besede / Keywords : detekcija zlonamerne programske opreme, detekcija segmentov zlonamerne programske
opreme, napadi ni¢tega dne, konvolucijske neuronske mreze

2.3 Media Forensics and DeepFakes: An Overview

In recent years, techniques of generating and manipulating visual media have developed to a point where forged images
are often indistinguishable from real ones. There is significant potential for abuse and conventional methods of detecting
manipulation are no longer powerful enough. For that reason, more advanced methods based on deep learning have been
developed to tackle the problem of detecting deepfakes.

Kljuéne besede / Keywords : media forensics, deepfakes, deep learning, image analysis

2.4 Analiza sistema avto kamer s pomoc¢jo metapodatkov

Glavna tema dela so avto kamere. Avto kamera je lahko uporaben vir za dokazovanja resnice pri prometnih nesrecah na
sodis¢u, prav tako pa lahko posnetek tudi zajame kaksno kriminalno dejanje na ulici. Zajema veliko uporabnih podatkov,
ki se jih pri forenzi¢ni analizi lahko uporabi, na primer, cas, lokacija, hitrost in podobno. V delu se dotaknemo osnov
delovanja avto kamer, njihove uporabe, obdelave posnetkov in forenzi¢ne analize posnetkov, Se posebej s pomoc¢jo metapo-
datkov, ki jih kamere med svojim delovanjem generirajo. Dotaknemo se tudi legalnosti uporabe avto kamer v Zdruzenih
drzavah Amerike in v Sloveniji. Poleg tega se tudi sami lotimo pridobivanja meta podatkov iz posnetka avto kamere,
pridobljenega iz interneta. Analiziramo tudi posnetek, ki ga pridobimo iz mobilne aplikacije DroidDashcam, ki deluje kot
avto kamera. Iz posnetka katerega pridobimo iz interneta uspesno pridobimo meta podatke s pomocjo orodja exiftools,
medtem ko smo pri pridobivanju podatkov iz posnetka, katerega je generirala aplikacija DroidDascham neuspesni. Iz
raziskovanega clanka pridemo do zakljuckov, da se meta podatki glede na razlicne modele avto kamer precej razlikujejo,
hkrati pa so zelo uporabni za rekonstrukcijo dogodkov na primer ob prometni nesreci.

Kljuéne besede / Keywords : Avto kamere, videoposnetki, analiza, pridobivanje podatkov



2.5 Review of An Enhanced Blockchain-Based IoT Digital Forensics Architecture Using
Fuzzy Hash

A recently proposed way to achieve better IoT security using blockchain technology includes using an immutable ledger, a
decentralization architecture and a well-established low-level cryptographic algorithm. An issue that presents itself is that
not all IoT devices are compatible with existing implementations of this idea, as some of them use conventional hash, which
is useless for comparing similar files (as even the smallest change causes the hash to be completely different). The authors
of the reviewed paper [5] propose an approach using fuzzy hash (in addition to conventional hash for authentication) to
construct the Blockchain’s Merkle tree, which allows the discovery of altered files by comparing its hash to the one in the
Blockchain network. We propose and implement an improved approach, which could be beneficial to all types of digital
forensics.

Kljuéne besede / Keywords : Blockchain, Internet of Things, Fuzzy hash, IoT forensics, digital examination

2.6 Izzivi izobrazevanja in standardizacije na podroc¢ju mobilne forenzike

Usposabljanja na podro¢ju mobilne forenzike so v danasnjih¢asih vedno bolj pomembna. Seminarska naloga predstavlja
nekatere izmed izzivov s katerimi se zaradi pomanjkanja leteh sreCujejo udelezenci forenzi¢ne preiskave. To podrocje
se vedno bolj razvija, tudi kriminalci vedno bolj izkoris¢ajo mobilne naprave za izvajanje raznih zlo¢inov. 7Z namenom
zagotavljanja boljSega usposabljanja je bilo narejenih tudi ze veliko raziskav. V ¢lanku, ki sva ga uporabili za zgled, je
predstavljenih tudi nekaj rezultatov glede kategorizacije usposabljanj ter mnenj o pridobivanju posameznih spretnosti oz.
pomanjkljivostih. Naredili sva Se kratko analizo predmetnikov na slovenskih fakultetah, ki vsaj delno pokrivajo podrocje
povezano z mobilno forenziko.

Kljuéne besede / Keywords : mobilna forenzika, standardizacija

2.7 Digital investigation using WhatsApp

WhatsApp is a messaging app used worldwide by more than a billion people and has become part of everyday life for
many as a free alternative to SMS. Therefore, it could potentially give investigators useful information. However, obtain-
ing those information does not come without hurdles because WhatsApp started to have end-to-end encryption in 2016,
making real-time insight much harder to obtain. Before 2016, WhatsApp was in plain text XMPP and was not nearly
as problematic for digital investigators and analysts. WhatsApp is a double-edged sword for digital forensics: it could
be a great source of information (text messages, audio ones, calls, photos files, etc.) but many elements can hinder the
access to them due to deletion and end-to-end encryption. This report gives an overview of the challenges specific of
WhatsApp now that it is end-to-end encrypted and explains methods of how one can go about getting real-time as well
as non real-time information through WhatsApp. As each approach to get information has both benefits and drawbacks,
we will discuss their use and provide conditions that would make some techniques more relevant.

Kljuéne besede / Keywords : WhatsApp forensics, Mobile forensics, Investigation, Encryption

2.8 Forenzika pomnilnika napadov z USB napravami

USB naprave ne predstavljajo le fizi¢ne shrambe datotek, ki jo lahko imamo vedno pri roki in jo brez tezav priklapljamo
v razliéne operacijske sisteme, ampak predstavljajo tudi vektor napada, ¢e ima napadalec fizicni dostop do racunalnika
oz. sistema, ki ga zeli napasti. V ¢lanku se bomo osredotocili predvsem na forenziko pomnilnika, ki je posledica napada
naprave Hak5 Rubber Ducky in Bash Bunny [6]. Napad je bil izveden na racunalnik Windows 10, osredotocili pa se bomo
na artefakte slik iz sistemskega pomnilnika, ki so bile izveéene s pomocjo orodij usbhunt in dhcphunt. Za potrebe forenzike
je bilo potrebno preveriti tudi DHCP izpise, ki so omogocili vpogled v dejavnost omrezja.

Kljuéne besede / Keywords : Digitalna forenzika, pomnilnik, USB naprave, Rubber Ducky, Bash Bunny

2.9 Recovering the master key from RAM to break Android’s file-based encryption

One of the major challenges in today’s digital forensics is how to acquire data from an encrypted storage device without
knowing the right decryption key. One possible way to acquire the key, without breaking the cypher, is by extracting a
key from the systems memory which might be possible if we have physical access to a powered on device and we are able



to make a copy of the memory’s content. In this essay, we review and discuss how it might be possible to acquire a master
key from a modern Android system that uses File-based encryption.

Kljuéne besede / Keywords : Digital forensics, Computer security, Mobile phone security, Cold boot attack

2.10 Generating digital forensic test images

With the increasingly diverse landscape of digital evidence, both the experts and tools of digital forensics must be properly
certified to deal with it effectively. In order to achieve this goal, quality datasets of digital data must be made available.
Manual generation of test images can be very time consuming, and usage of second-hand drives presents privacy concerns.
As such, emulating user and system actions presents itself as a valid solution. Several tools have been developed to address
this need. In this seminar paper, we present a few existing approaches for generating synthetic digital forensic datasets,
with focus on TraceGen. TraceGen is a novel framework for automating user-generated stories through virtualization
technologies. Through the use of Python scripts, it can reproduce various user behaviour. Additionally, we cover select
mobile and network forensic dataset generation approaches. We find that each approach has its advantages and drawbacks,
and that a unified overview of the field would be of great benefit.

Kljuéne besede / Keywords : data generation, user emulation, forensic images



Ustvarjanje
novih svetov

Univerza v Ljubljani
Fakulteta za racunalnisivo
|

in informatiko

3 - Slabogramje / Malware




Detecting Adversarial Attacking Malware

Jurij Kolenik
Faculty of Computer and
Information Science
University of Ljubljana

jk8120@student.uni-lj.si

ABSTRACT

The number of smartphone users has been growing expo-
nentially in the past decade and with them the volume and
variety of malware. Currently malware detection engines are
having trouble catching up to all the different malware. Be-
cause of that researchers have started to use machine learn-
ing and deep learning to develop malware detection mod-
els. Because machine learning and deep learning models
are vulnerable to adversarial attacks, a group of researchers
has proposed a framework to construct malware detection
models against such adversarial attacks. [6] First they con-
structed twelve different malware detection models and at-
tacked them with a GAAN based attack, which modifies
malware samples to fool the malware detection models. The
attack was very successful in fooling the malware detection
models so the researchers proposed three defense strategies,
which were very effective against a GAAN based attack.
They also identified a list of Android permissions and in-
tents, which were used most of the time to force misclassifi-
cations in detection models.

Keywords

Malware detection, Android, machine learning

1. INTRODUCTION

Smartphones have become an integral part of our modern
way of living. They store various user information like videos,
photos, social media, e-mail, bank accounts, etc. Android
applications themselves also store certain amount of data
on the device. All this information has become a lucrative
target for malware designers who wish to exploit it for mon-
etary gain. Android has the biggest market share (71.6%) in
terms of mobile communication devices. The application can
also be installed directly on the device without using stores,
meaning checks designed to prevent malicious software dis-
tribution from Google, Samsung and other store providers
are not made.

Robert Modic
Faculty of Computer and
Information Science
University of Ljubljana
rm1052@student.uni-lj.si

Bine Stancic¢
Faculty of Computer and
Information Science
University of Ljubljana

bs1690@student.uni-lj.si

1.1 Article structure

In this article we study a proposed approach of Android
malware detection by training models using an adversarial
attacking malware. In section 2 we discuss why malware
detection on Android devices is important and challenging.
In section 3 we discuss the proposed model for training the
malware detection model, the way data was collected and
features extracted. We then look at the effectiveness of the
12 basic models followed by the improvements of 3 models
trained on the adversarial attacking malware in section 4.

2. BACKGROUND

The primary defenses against malware attacks are designed
and developed by anti-malware community and anti-virus
companies. These solutions depend upon signature heuris-
tics and behaviour based detection engines to tackle the
problem of detecting new and old malware. These mech-
anisms are considered to be slow, un-scalable and in many
cases reactive driven, meaning they detect the infection af-
ter it has already occurred. This is why another approach
using machine or deep learning might be worth looking at.

2]

The building of a malware detection model is a two stage
process: (1) Feature extraction and (2) Classification. Ex-
tracted features from Android applications consist of ex-
tracting application permissions and based on them build
a model that would detect malware. However research in
other machine learning domains, such as image classifica-
tion show that these models can be easily fooled [4]. This
is achieved by slightly modifying an image in such a way
that humans cannot see the difference and similar approach
might be used to fool a malware detection model.

Threat modeling of adversarial attacks is defined based on
adversary’s goal, knowledge and capabilities for the target
system. In this work we present the process of modeling
where authors of original work first performed feature ex-
traction from Android applications (malware and benign)
and built several baseline malware detection models. Next
they acted as an attacker and performed evasion attack on
these baseline models. They proposed Gradient Adversar-
ial Attack Network (GAAN) to perform these attacks and
find vulnerabilities and reduce the performance of before-
mentioned models. This attack network is designed to per-
form minimal modifications on malware samples. The au-
thors also ensured that they did not break application’s func-
tionality and behavioural aspects.



Authors performed GAAN based attacks on two feature vec-
tors, one based on permissions and one based on intent.
This way they tried to validate the generalisability of the
solution against different detection models. Later on they
proposed three defenses, Adversarial Retraining, GAN and
Hybrid Distillation. Next they compared the performance
of newly acquired knowledge and fed it back into detection
models.

3. METHODS
3.1 Problem definition

The authors define problem as where dataset (D) can be
represented as:

D= {{(ajjvyj)}’vj S (1729 7”)} € (Xv Y) (1)

Dataset (D) contains sets of benign (B) and malicious (M)
Android applications. X represents Android applications
and Y their designation (malware/benign). The applica-
tions X can be represented with features like permissions,
intent, system call. The authors represent these as binary
feature vectors, meaning that using this notation they can be
used in construction of many different kinds of classification
models. The performance of said models can be evaluated
using different success metrics, such as accuracy, precision,
recall, AUC, etc.

The attack on malware detection models aims to force of
fool them into misclassifying samples. The defence strategy
aims to improve the robustness of malware detection. This
is achieved by learning from successful attacks on malware
detection models.

3.2 Framework

Figure 1 shows the framework architecture. The first step is
data collection (gathering of malicious and benign samples),
the second step consists of feature extraction and building
feature vectors. The authors extracted permissions and in-
tent to build two separate feature vectors representing An-
droid applications. Using these vectors in third step au-
thors build twelve malware detection models using different
classification methods. In fourth step they validate the per-
formance using GAAN-based attack and then use what they
learned in fifth and final step by using three different defence
mechanisms to improve malware detection models and make
them more robust.

Benign Befors Adversarial Defence

Dataset

Sud

b4 ®
B

% After Adversarial Defence

x
Disassemble

e
w v
Dataset  } Fealure Adversarial

B
Vector Sample

Data Feature Malware Adversarial Adversarial
Collection Extraction Detection Models| Attack Defense

Figure 1: Proposed framework for constructing robust mal-
ware detection models.

3.3 Attack strategy

The attack strategy is designed for compromising and re-
ducing the performance of detection models. The authors
propose GAAN based attack for grey-box scenario, where at-
tacker has knowledge about feature vectors and dataset used
to construct malware detection models, but no knowledge
about algorithms and methods used to train them. This
strategy aims to modify malware samples to force detection
models to misclassify them as benign.

The proposed GAAN is a deep neural network consisting of
three hidden layers. First GAAN is trained on D. It then cal-
culates whitch features from feature vectors are most likely
to increase the loss. Using this the feature vectors are then
modified so that the malware detection models misclassify
them. The algorithm used to modify these vectors takes as
an input GAAN model, malware sample to be converted into
adversarial sample, targeted malware detection model and a
maximum number of features to be modified. The algorithm
then determines the features in the sample to modify based
on GAAN model and its input and returns an adversarial
sample and list of features added to it. The pseudo-code of
this algorithm can be seen in Figure 2.

Algorithm 1 Algorithm for GAAN based attack

Input:

GAAN: a deep neural network trained on original dataset

m: malware sample to be converted into adversarial sample
target_model: targeted malware detection model

max_mod: maximum number of modifications allowed in m
Function:

predict: prediction function of target_model

get_feature: returns list of features not used by m
gradient_sort: performs sorting on the list (descending order)
modify: add the feature in malware sample m
get_name: get the name of the feature

Output: (m/, modified_list)

1: pred < predict(target_model, m)

2: if (pred == 1) then

: features < get_features(m)
for i in len(features) do
feature_gradient + feature_gradient U ({afd&}, %)

eatures[i]

3
4
5
6: end for

7 feature_gradient < gradient_sort(feature_gradient)
8: for i < max_mod do

9 m' + modify(feature_gradientli][1], m)
0

modi fied_list = modi fied_list u
get_name( feature_gradient|i][1])
11: if (predict(target-model, m’) == 0) then
12: break
13: end if
14: end for
15: end if

16: return (m’, modi fied_list)

Figure 2: Pseudo-code of attack strategy algorithm.

3.4 Defence strategy
The authors propose three defence strategies to counter GAAN
based attack.

The first strategy they describe is Adversarial Training. They
retrain all 12 models using original samples and samples
from GAAN attack that managed to fool them. Doing so
helps newly trained models to learn new patterns and make
them more robust in the future.



The second defensive strategy involves retraining malware
detection models using GAN (Generative Adversarial Net-
work). Using this neural network they construct adversarial
samples and use them in training. Their proposed solution
consists of two neural networks, Generator G and Discrimi-
nator D. They try to optimize their actions by undermining
each other and minimizing each others loss. During training
the generator adds noise to a malware sample to produce an
adversarial sample that could fool the discriminator. There
is also no restrictions on the number of features that genera-
tor is allowed to modify. The set of this adversarial samples
is later added to original dataset for the purpose of retrain-
ing.

The third strategy is Hybrid Distillation, which is an up-
dated version of distillation. Distillation is a compression
method where knowledge is transferred from a larger to
a smaller model. Authors used this method as a defence
against adversarial attacks. On the first step they train de-
tection model to learn the class probability distribution of
dataset D. Later the second model is trained on the same
dataset D but mapped to the class probabilities of the first
model (rather than to the classification labels). This method
is used to construct larger dataset containing adversarial
samples and samples from original dataset.

3.5 Data and feature extraction

Google Play Store is home to 3.48 million apps. Google uses
a built in application Google Play Protect to check the safety
of these apps, but it is unable to detect all unsafe apps. An-
other security measure in Android devices is the permission
system, where the user must grant each application permis-
sion for certain tasks such as sending SMS, accessing the
camera, managing documents etc. However this was shown
to be ineffective at preventing malware. [3]

The group took 5,560 malicious applications from the DREBIN

dataset [1]. The DREBIN dataset was made by combining
applications from GooglePlay Store, applications from alter-
native Chinese and Russian markets as well as applications
from different Android websites. All the applications were
then run through 10 anti-virus scanners from VirusTotal, in
order to classify as malware at least 2 of the 10 scanners had
to classify them as malware. These 5,560 malicious applica-
tions were combined with 5,721 safe applications from the
Google Play Store, which were confirmed to be safe by all
of 50 antivirus scanners in VirusTotal.

In order to build a feature set for the classification mod-
els the group extracted permissions and intents from every
one of the applications. Android applications need permis-
sions to use different features and resources of the device
and intents to launch different activities. [5] These were ob-
tained from the manifest file (AndroidManifest.xml) which
must be present in every Android application. Two fea-
ture vectors were constructed for 195 permissions and 273
intents for every one of the applications. The result being
a less complex version of the feature set constructed in the
DREBIN paper [1] where they looked at both the mani-
fest file as well as disassembled bytecode to get additional
features such as restricted API calls which surpass the per-
mission system, suspicious API calls for accessing sensitive
data (getDeviceId(), getSubscriberId()), communicat-

ing over network (setWifiEnabled(), execHttpRequest()),
SMS messaging (sendTextMessage()) as well as API calls
used for hiding actions ( Cipher.getInstance()). They
also looked at all IP addresses, hostnames and URLs found
in the dissasembled code which could have been used by
malware to retreive commands or data from the device. All
these features were then combined into a joint vector space,
to give a geometric representation of the apps features.

3.6 Classification Models

The group decided to go for a broad approach by building 12
different classification algorithms: Decision Tree (DT), Sup-
port Vector Classifier (SVC), Random Forest (RF), Extra
Trees Classifier (ET), Bagging based SVC (Bagged SVC),
Gradient Boosting (GB), Adaptive Boosting (AB), eXtreme
Gradient Boosting (XGB) and DNN with (1,3,4,5) hidden

layer(s).

We are unsure why the group decided to test 12 different
algorithms instead on focusing on a handful. We also can-
not find any information on the ’weak learner’ algorithms
resulting in high variance or bias that would call for the use
of ensemble methods. At the same time using DNN on a
relatively small dataset of 11,281 applications with already
defined features is also inefficient. A better use of these
algorithms would be to take the entire DREBIN dataset
with 123,453 benign applications and 5,560 malware sam-
ples. And from each application extract the disassembled
code and let the DNN identify the important features. How-
ever that would be a much more computationally demand-
ing task. We also cannot find any reason for the different
numbers of hidden layers used in the DNN.

Instead of just focusing on binary classification of applica-
tions the DREBIN paper [1] decided to combine all 545,000
features in a vector space. Just by using a linear SVM
they were able to train the model to determine a hyperplane
which separates benign applications from malware with max-
imal margin. By looking at how changing a particular fea-
ture of and app changes the position of that app with rela-
tion to the hyperplane, they were able to get insight on why
an app was classified one way or the other. It gives user
a detection score on how how confident the classification is
along with explanations on what API calls or permissions
caused the result. Once the SMV model is trained it can
be transferred onto mobile devices where each application
can then be categorised as malware or safe. However an is-
sue with this method is that with such a large number of
features the model can suffer from curse of dimensionality.

4. EXPERIMENTAL RESULTS
4.1 Baseline performance of malware detec-

tion models
With the acquired dataset of applications, the authors con-
structed the twelve models, where 70% of the dataset is used
for training and 30% for testing. Each detection model is
evaluated based on accuracy, precision, recall and AUC.

The first set of experiments tested the performance of mal-
ware detection models using Android permissions. The aver-
age malware detection accuracy was 93.35%, with ET being
the highest with 95.27% and DNN-1L being the lowest with



89.74%. Overall the ensemble-based models were the most
accurate. When measuring the AUC score, similar results
are observed where again ET-based model has the highest
score and DNN-1L has the lowest.

The second set of experiments tested the performance of de-
tection models using Android intents. RF and DT based
detection models were the most accurate with 81.97% ac-
curacy and DNN-1L the least with 77.99% accuracy. Com-
pared to permission-based models, the intent-based models
were less accurate.

4.2 Adversarial attack on malware detection

models

After constructing and testing the baseline malware detec-
tion models, the authors performed GAAN based adversarial
attacks on them. The GAAN based attack takes the mal-
ware samples used previously and makes a small change to
each of them, where the goal is that the changes will make
the detection models misclassify the samples and so increase
the fooling rate. However, the modified malware sample still
needs to be functional, so the modification of the samples
was restricted to addition only. Two GAAN models were
made, one for intents and one for permissions.

4.2.1 Fooling rate against baseline detection models

The fooling rate was defined as the percentage of malicious
samples successfully modified for misclassification. The strat-
egy of testing the fooling rate was to minimize the number
of modifications required in each malicious sample for mis-
classification while maximizing the total number of success-
fully modified malicious samples in the dataset. The attacks
ranged from 1-bit to 10-bit, meaning 1-bit attacks made 1
change to the malware sample and 10-bits made 10 changes
to the malware sample.

The fooling rate achieved by the GAAN attack against the
twelve permission-based baseline malware detection models
can be seen on Figure 3.
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Figure 3: Performance of permission-based malware detec-
tion models against GAAN attack.

The 1-bit attack reached an average of fooling rate of 21.86%
and subsequent 2-bit and 3-bit achieved the average fooling
rate of 49.70% and 71.53% respectively, meaning that the
first few modifications have the biggest impact in malware
being misclassified.

Figure 4 shows the fooling rate of GAAN attacks on intent-
based malware detection models. The initial 1-bit and 2-
bit attacks achieved the average fooling rate of 32.82% and
53.91% respectively, which is higher than the initial fooling
rate in permission-based malware detection models. How-
ever, the 10-bit attack reached an average fooling rate of

90.71% which is lower than the average of 99% that he
permission-based models achieved. Overall the GAAN based
attack was successful, because even a 10-bit change in both
cases achieved an average fooling rate higher than 90%.
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Figure 4: Performance of intent-based malware detection
models against GAAN attack.

4.2.2  Vulnerability list

When performing the GAAN based adversarial attack, the
authors monitored which permissions and intents were added
and created a list of most frequent characteristics changed
in 1-bit and 10-bit attacks. In the permission based attack,
both the 1-bit and 10-bit attack had the same 5 permissions,
that were used for modification the most. The permissions
were:

e android.permission.SYSTEM_ALERT_WINDOW
e android.permission.READ_CONTACTS

e android.permission. READ_CALL_LOG

e android.permission.USE_CREDENTIALS

e android.permission. CALL_PHONE

In the intents based attacks, the top four most used intents
were the sam for 1-bit and 10-bit attacks. The intents were:

e android.intent.action.SEND
e android.intent.action. DEFAULT
e android.intent.action.VIEW

e android.intent.action. PACKAGE_REPLACED

4.3 Defensive strategies for malware detection

models
To defend against GAAN based attacks the authors pro-
posed three defensive strategies for detection models, ad-
versarial retraining, GAN retraining and hybrid distillation.
The adversarial retraining uses a balanced dataset, which
includes the modified malware samples generated by GAAN
attack, to retrain the detection models. The GAN defense
strategy uses GAN (generative adversarial network) to gen-
erate adversarial samples which are then added to the dataset
with their correct labels. The dataset is then used to retrain
the detection models. Hybrid distillation combines both
methods, where distillation is applied on the augmented
dataset with adversarial samples rather then training on the
original dataset.

_ s ®  BaggedSVC



4.3.1 10-bit adversarial attack on defense strategies
The authors performed the GAAN-based attack on malware
detection models that were trained with three defense strate-
gies. Figure 5 shows the accuracy of the permission-based
models after a 10-bit attack. Malware detection models us-
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Figure 5: Performance of baseline and upgraded permission-
based malware detection models against GAAN attack.

ing the defense strategies outperformed the baseline mod-
els with RF and ET based models with adversarial retrain-
ing reaching 95% accuracy on the 10-bit attack. On aver-
age adversarial retraining strategy had 55.86% accuracy im-
provement, hybrid distillation 54.21% and GAN retraining
36.87%.

Figure 6 shows the accuracy of the intent-based models after
a 10-bit attack. The three defense strategies show improve-
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Figure 6: Performance of baseline and upgraded intent-based
malware detection models against GAAN attack.

ment after 10-bit attack compared to the baseline models.
Adversarial retraining achieved an average increase in ac-
curacy of 58.18% GAN based defense 17.62% and hybrid
distillation 59.14%. Overall adversarial retraining and hy-
brid distillation defense strategies are most effective while
GAN based retraining is less efective on improving accuracy
of the models.

5. CONCLUSIONS

The group proposed the GAAN model which was very ef-
fective at fooling the 12 malware detection models both
for permission-based and intent-based. The 10-bit attack
achieved an average of 98.68% fooling rate and a 90.71%
fooling rate for the permission and intent based models. The
group then proposed three new defence strategies for detect-
ing GAAN attacks. All three models were more accurate at
detecting GAAN attacks improving the accuracy by 55.86%
for adversarial retraining strategy, 54.21% for hybrid dis-
tillation and 36.87% for GAN retraining. We assume this
increase in accuracy is due to the models having more data
used for their training.

An interesting addition would be for the GAAN model to
not have any information on the data used to train the 12
detection models, as this is a more real world representation.
As well as finding a way for the models to be retrained once
a new application is released.
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POVZETEK

Nobena programska oprema ni popolnoma varna. V praksi
se pogosto sre¢amo z novimi napadi, ki poskusajo izkoriscati
ranljivost taréne programske opreme. V delu bomo raziskali
podrocje detektiranja zlonamernih programskih oprem Se
preden te Skodujejo sistemu. Osredotocili smo se na pre-
poznavanje takih programov na podlagi kratkih binarnih
segmentov s pomocjo nevronskih mrez. Clanek predstavlja
model strojnega ucenja, ki na simulacijah realnih primerov
dosega do 86,92% tocnost pri zaznavanju tovrstnih virusov.

Kljucne besede

detekcija zlonamerne programske opreme, detekcija segmen-
tov zlonamerne programske opreme, napadi nictega dne,
konvolucijske neuronske mreze

1. UVOD

7 izrazom zlonamerna programska oprema opredeljujemo

kakrsno koli programsko opremo, razvito z namenom skodovanja

racunalniku ali njegovi vsebini. Z razvojem tehnologije, Se
posebej spletnih tehnologij, se je Stevilo zlonamerne pro-
gramske opreme drasti¢no povecalo. Ustvarjalci programske
opreme so tako primorani k iskanju vedno novih varnostnih
resitev, kljub temu pa se bodo vedno nasli zlonamerni iz-
najdljivei, ki so sposobni najti Se tako majhno varnostno
luknjo. Zaradi same kompleksnosti, razsirjenosti in seveda
finan¢nih nevarnosti ter varovanja osebnih podatkov, se po-

javlja velika potreba po prepoznavanju take programske opreme,

Se preden lahko ta skoduje uporabniku. Metod za prepozna-
vanje zlonamernih programov je ogromno, med najuspesne-
jSimi pa se pogosto znajdejo tiste, ki znajo izkoristiti moc
globokega ucenja, kot so na primer konvolucijske nevronske
mreze, katere bomo tudi podrobneje spoznali.

V zatetku bomo spoznali lastnosti napadov nictega dne.
Opisali bomo razli¢ne pristope odkrivanja tovrstnih napadov,
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s poudarkom na metodah razli¢nih raziskovalcev, ki temeljijo
na strojnem ucenju. Jedro clanka obsega resevanje danega
problema s pomocjo konvolucijskih mrez. V tem delu bomo

predstavili metodologijo, s katero so avtorji originalnega ¢lanka

[14] skusali ¢im natanéneje posnemati dejanske napade, in
arhitekturo konvolucijske mreze, ki je bila oblikovana za
reSevanje tovrstne problematike. Na koncu pa bomo podali
in analizirali rezultate uporabljenega modela.

2. SORODNA DELA

2.1 Ranljivost ni¢tega dne

S terminom ranljivost nictega dne (angl. zero-day vulnerabil-
ity) imenujemo $e neodkrito ranljivost v programski opremi,
ki jo lahko vdiralci izkoristijo. Taki napadi so Se posebej
nevarni, saj izkoris¢ajo novo ranljivost, ki se je niti avtor
programske opreme najverjetneje ne zaveda [12].

Vpliv napadov nic¢tega dne je zelo odvisen od samega nacina
detekcije takih programov, narave napadenega programa,
kako hitro se odkrita ranljivost Siri med drugimi napadalci,
kako hitro ter u¢inkovito je ranljivost odpravljena ter mnogi
drugi faktorji. Za izkoris¢anje ranljivosti nekega programskega
sistema je potrebno podrobno znanje o samem sistemu. Prva
stopnja izdelovanja take zlonamerne programske opreme je
odkrivanje ranljivih elementov v tarénem programu. Skoraj
vsaka programska oprema nosi kaksno napako ali poman-
jkljivost, za katere lahko uporabljamo avtomatska ogrodja za
detekcijo, kot na primer fuzzers [6], vendar nobeno ogrodje
ni tako dovrSeno, da lahko zazna varnostne napake, kot
strokovno, ro¢no pregledovanje kode. S tem razlogom se
mnoga ve¢ja podjetja posluzujejo tako imenovanim ”bug

bounty” programom, ki ponujajo posameznikom izven pod-
jetja nagrado za odkritja ranljivosti in varnostnim luknjam.

13].

Za zascito pred napadi nic¢tega dne se uporabljajo trije pro-
tiukrepi, preventiva, ki nastopi pred napadom, detekcija,
med oziroma tik pred napadom, in ublazitev po napadu. V
nadaljevanju se bomo osredotocili na detekcijo zlonamernih
programskih oprem.



2.2 Detekcija

Tradicionalno, antivirusni programi uporabljajo metode na

osnovi podpisov za detekcijo zlonamerne programske opreme[3].

Podpisi so v tem primeru kakrsne koli sledi, ki so jih zlon-
amerne programske opreme v preteklosti pustile. Hranjenje
teh sledi, ki lahko predstavljajo same odseke zlonamernega
programa ali pa tudi dejavnosti tovrstnih programov, nam
lahko sluzijo za detekcijo podobnih programov v prihod-
nosti. Te metode pa so zaradi njihove narave predvsem

neucinkovite za detekcijo napadov ni¢tega dne, saj niso zmozne

prepoznati programa, ki je za njih ne poznan. Novejse metode
detekcije s tem razlogom uporabljajo strojno ucenje, ki se
je izkazalo za ucinkovito pri odkrivanju zlonamerne pro-
gramske opreme.

Poznamo razli¢ne nacine premagovanja virusov. Eden izmed
njih je dinamiéni naéin, ki poskusa klasificirati neznano pro-
gramsko opremo tako, da opazuje obnaSanje programa v
kontroliranem okolju. Ena od studij na tem podrocCju se
je odlocila za podobno metodologijo in poskuSala prepoznati
tip programske opreme (skodljiva ali neskodljiva) na podlagi
osnovnih algoritmov strojnega ucenja [2]. Za zbiranje po-
datkov o obnaSanju tarCnega programa med izvajanjem, se
uporabljajo storitve, kot na primer Anubis [1], ki nudijo av-
tomatsko analizo ter belezenje pomembnih metrik in znacilk
na podlagi katerih se bo model strojnega ucenja ucil. Za na-
jbolj uspesna so se v Studiji izkazala odlocitvena drevesa, s
klasifikacijsko to¢nostjo 96,8%. Ostale uporabljene metode
so bile: metoda podpornih vektorjev z 92,9% tocnostjo, k-
najblizjih sosedov s prav tako 92,9% tocnostjo ter naivni
Bayes z 92,3% tocnostjo.

Ceprav se zdi dinamicen pristop obetaven glede na same
rezultate, je zanj potrebno veliko rezije z uporabo virtual-
nih okolij in ogrodij, kjer se sam program izvaja, hkrati pa
nekateri pametnejsi programi uporabljajo vzorce normalnih,
neskodljivih programov, da zamaskirajo obnasanje. Povrh
vsega pa je dinamicen pristop zaradi same izvedbe programa
velikokrat ¢asovno potraten in porablja veliko virov.

Drug nacin detekcije je uporaba stati¢nih metod. To so tiste,
ki poskusajo klasificirati neznano programsko opremo na
podlagi njene kode. Ponavljajoce se nevronske mreze (angl.
recurrent neural networks oz. RNN) se pogosto uporabl-
jajo za naravno procesiranje jezika, zato se je pojavila ideja,
da bi na podoben nacin, s takimi mrezami poskusali pre-
poznati jezik zlonamerne programske opreme. Zaradi raz-
like med programskim jezikom in ¢loveskim jezikom so pri-
lagodili arhitekturo nevronske mreze za dani problem. Tako
sama arhitektura mreze uporablja elemente, ki ucinkovito
zaznavajo vzorce, tudi ¢e so ti razli¢no razvrsceni, s pomocjo
oken za zdruzevanje maksimalnih vrednosti (angl. maz-
pooling). V kodi, bolj pogosto kot v naravnem jeziku, opaz-
imo primere zelo povezanih besed, ki so lokacijsko med seboj
zelo oddaljene, kar so v $tudiji naslovili tako, da je model
sposoben dolgoro¢nega spomina s pomocjo prepustnih enot
(angl. leaky-units) in uporabo dvosmerne arhitekture mod-
ela (angl. Bi-Directional model). Te vrste mrez so se v
studiji izkazale za precej uspesne z resni¢no pozitivno stop-
njo 98,3% in lazno pozitivno stopnjo 0,1% [7].

Zlonamerno programsko opremo pa lahko prepoznamo tudi
brez same kode, ki se izvaja. Prenosno izvedljivi format

(angl. Portable Executable format oz. PE) je datotecni for-
mat, ki nosi kodo, dinamiéne knjiznice in ostale podatke
potrebne za izvedbo programa na ra¢unalniku. Samo z zgla-
vnim delom formata in ostalimi znacilkami izven same kode
programa pa lahko izvemo s precej veliko verjetnostjo, ¢e
je program zlonameren. Primer koristnih informacij, ki jih
lahko najdemo so uporabljene dinami¢ne knjiznice (koncnica
.dll), kot sta na primer WINSOCK.DLL in WSOCK.DLL,
ki opravljata aktivnosti povezane z mrezo. Ceprav jih na-
jdemo tudi v neskodljivih programih, se te knjiznice pogosto
pojavljajo v razli¢nih virusih, ki poskusajo dostopati do vi-
rov na mrezi. Z odlo¢itvenimi drevesi, ki so se ucili na po-
datkovni zbirki pridobljenih znagcilk, je v okviru studije iz
leta 2009 [10] uspelo z 99% tocnostjo predvideti zlonamerno
programsko opremo.

Zlonamerno programsko opremo pa lahko zaznamo tudi na
podlagi njene zbirne kode. V studiji leta 2019 [4] so poskusali
razstaviti izvedljive programe v zbirno kodo in grupirati
ukaze glede na njihovo funkcionalnost. Produkt pred- proce-
siranja programa je torej sekvenca znacilk, ki predstavljajo
matriko na podlagi katere se konvolucijska nevronska mreza
uci. Model se je sicer izkazal za malo manj uspesnega, z 95%
tocnostjo detekcije, vendar je precej hitrejsi pri ekstrakeiji
znacilk in ucenju.

Ena izmed naivnih metod za detekcijo je uporaba surovih
bitov izvedljive kode in pustiti modelu, da sam izlusci zanj
pomembne znacilke. Skupini znanstvenikom je leta 2017 [8]
uspelo sestaviti model z ve¢ kot 90% tocnostjo odkrivanja
zlonamerne programske opreme. Kasneje istega leta [9] jim
je uspelo izboljsati rezultat z uporabo surovih bitov samo
iz glave PE. Obstajajo torej uspesne metode prepoznavanja
zlonamerne programske opreme z minimalnim poznavanjem
domene, hkrati pa nacin s surovimi biti predstavlja manjse
racunsko breme, kot na primer z uporabo n-gramov.

3. MODELNA ARHITEKTURA

Za doseganje veCje natancnosti in zados¢anjem razli¢nim
scenarijem med digitalno preiskavo zelimo, da zastavljeni
model vkljuc¢uje znacilnosti fragmentov zlonamernih program-
skih oprem. To dosezemo na naslednji nacin:

1. Cilj odkrivanja so manjsi fragmenti zlonamerne pro-
gramske opreme, torej mora model imeti boljSo uni-
verzalnost in lahko zazna fragmente poljubnih dolzin.

2. Ker je binarni del zlonamerne kode redko ¢asovno za-
poredje, morajo biti razmerja med vsakima bajtoma
ucinkovito obdelana.

3.1 Pridobitev Baze Podatkov

Za bazo zlonamerne programske opreme potrebujemo tako

opremo, ki je noben antivirusni program ne more ucinkovito

zaznati. Najprej nalozimo antivirusna orodja, ki jih ne posod-
abljamo. Hkrati pridobimo zlonamerno programsko opremo,

ki je bila zaznana pred mesecem, v katerem smo nalozili

antivirusna orodja. Cez nekaj mesecev ponovno pridobimo

zlonamerno programsko opremo, kjer ne vzamemo zlonamer-

ne programske opreme, ki je bila zaznana predno smo nalozili

antivirusno orodje in jih dodamo v bazo kot vzorce za us-

posabljanje.



3.2 Model Izbire

V splosnem metode, ki temeljijo na RNN boljse resujejo
probleme, ki vsebujejo ¢asovne vrste. Pogosto v obic¢ajnih
besedilih ¢asovnih vrst vsaka beseda nosi svoj pomen in

RNN lahko izve pomen povedi skozi asociacije razli¢nih besed.

To pomeni, da izvaja procese kot klasifikacije in napovedi.
Za razliko od normalne ¢asovne vrste je numeri¢na porazde-
litev dvojiske zlonamerne kode razmeroma redka. Ampak
RNN ne deluje najboljse, ko ji podamo preveé redek vhod.
To je prvi razlog, zakaj se je ne uporablja. Zaradi struk-
ture RNN metode vegja kot je dolzina zaporedja vecja je
¢asovna in prostorska zahtevnost za treniranje. Zlonamerno
dvojisko zaporedje ima pogosto vhodno zaporedje dolzine
ve¢ milijonov bajtov. Kljub temu, da je cilj zaznati ma-
jhne zlonamerne fragmente, lahko dobimo fragmente z veliko
koli¢ino bajtov. Ce zelimo zadostiti vsestranskosti modela in
karakteristiki ujemanja binarne redkosti, vzamemo na CNN
bazirano metodo za treniranje modelov.

Ce zelimo zaznati daljse segmente, ki so blizje PE datotekam,
mora biti upostevana celostna karakteristika PE datotek. V
PE datotekah veliko delov lahko premaknemo ne da bi to
vplivalo na njihovo izvrsljivost. Na primer PE-header hrani
kazalnike na ostale vsebine, medtem ko je njegova lokacija
poljubna in shranjena v konstanti MS-DOS Header. Ta
prostorska lastnost ni enostavno resljiva z uporabo trenut-
nih metod. Kljub temu je translacijska invarianca CNN-ja
boljsi nacin reSevanja tega problema.

3.3 Nastavljanje Parametrov

Karen Simonyan in Andrew Zisserman sta leta 2015 v ¢lanku
objavila VGG strukturo [11]. Ta pravi, da je za dano recep-
tivno polje uporaba zlozenih majhnih konvolucijskih jeder
boljsa od uporabe velikih konvolucijskih jeder, ker lahko ve¢
nelinearnih plasti poveca globino omrezja. To zagotavlja,
da se bolj zapletene vzorce nau¢imo z nizjimi stroski (manj
parametrov). Torej z uporabo manjsih jeder in relativno
vecjim Stevilom plasti kot pri prejsnji metodi z globokim
ucenjem. Na zacetku se nastavi jedro na velikost 3, ker
je to najmanjsa velikost, ki zajame levi, desni in sredinski
koncept. Med eksperimentiranjem so ugotovili, da je model
bolj nagnjen k preobremenitvi, Se posebej, ¢e je fragment,
ki so ga izlocili, zelo kratek. Torej s povecavo jeder v zadnji
plasti na velikost 5, tako da neprekinjeno izvajamo primer-
jalne eksperimente in dodajamo izpade. Pri vecini eksper-
imentov so izpadi dodani popolnoma povezanim plastem.
Med eksperimentiranjem so ugotovili, da so taka dodajanja
imela le majhen vpliv na rezultat. Prostorski izpad je iz-
padna metoda, ki jo je predlagal Tompson na podrocju slik
leta 2015. Navaden izpad naklju¢no nastavi neke elemente
na 0, medtem, ko bo prostorski izpad nakljué¢no nastavil del
obmocja na 0. Zadnja metoda se je izkazala za ucinkovito
na podroc¢ju prepoznavanja slik. Pri poskusu metode pros-
torski izpad in dodajanju le-te za konvolucijsko plastjo so
ucinkovito izboljsali natan¢nost in stabilnost modela. V zad-
nji plasti so izbrali sigmoidovo funkcijo namesto softmax,
ker ta zavzema vrednosti med 0 in 1, da resuje problem od-
krivanja nesosednjih neurejenih fragmentov zlonamerne pro-
gramske opreme.

4. MODEL IZBIRE
4.1 Baza Podatkov

Treniranje podatkov z metodami globokega ucenja pogosto
zahteva veliko Stevilo pozitivnih in negativnih vzorcev. Ne
obstaja standardna baza, kar je tudi razlog, da razlicna an-
tivirusna podjetja ali instituti ne morejo doseci enotnosti pri
obmocju zaznavanja zlonamerne programske opreme. Da bi
zagotovili vsestranskost eksperimenta, za pozitivne vzorce
uporabimo znano bazo vzorcev zlonamerne programske opre-
me VirusShare. Negativne vzorce so nalozili iz Microsoft-
ove spletne trgovine, kot so igrice, glasba, socialna omrezja
ipd. Da bi zagotovili uravnotezenost pozitivnih in nega-
tivnih vzorcev, so jih pregledali in jih dosledno razdelili po
velikosti. Na koncu so dobili 5241 pozitivnih vzorcev in 5211
negativnih vzorcev. Nato so z 1 oznacili pozitivne vzorce
in z 0 negativne. Kot receno v poglavju 3.1. so pridobili
tudi 10000 vzorcev zlonamerne programske opreme, ki so
jih dodali med 20 primerov antivirusnih orodij. Na koncu
so dobili 107 nictih vzorcev zlonamerne programske opreme.
Povprecna velikost vzorcev je 769.47KB.

4.2 Postopek Eksperimentiranja

Najprej moramo pridobiti binarne vrednosti vseh vzorcev.
Nato z dvema razli¢nima metodama, ki so ju implementirali
za Clanek, vzor¢imo. Prvi je nenehno vzorcenje, pri tem
razdelku raziskujemo tudi razmerje med zaznanim rezul-
tatom in dolzino oziroma pozicijo neprekinjenih fragmen-
tov. Drugi nacin je naklju¢no vzorcenje PE datotek, da
ugotovimo uc¢inek nekontinuirane dolzine vzorca in vrstnega
reda vzorcenja na odkrivanje rezultata. 7 analiziranjem
eksperimentalnih rezultatov poskusimo pridobiti nekaj mod-
elov pri razlicnih dolzinah. Rezultati analize so zapisani v
poglavju 5.

4.3 Metode Vzorcenja
4.3.1 Nenehno Vzorcenje

Cilj tega dela je simuliranje situacije, kjer lahko pridobimo
neprekinjen del PE datoteke, ker je le del datoteke unicen.
Za treniranje nakljuéno ekstrahiramo razlicne dele PE da-
toteke za vsako dolzino, ki jo zelimo primerjati. Ker ze-
limo imeti najvec vzorcev, kot jih lahko imamo, upamo, da
lahko nekatere dolge datoteke vzorc¢imo veckrat ne da bi
jih dali nazaj. Prav tako, ¢e zelimo zagotoviti naklju¢nost
vzorcenja, ko potrebujemo, da je neka datoteka veckrat vzor-
cena, upamo da je nevzorcen del datoteke veliko vecji od
ciljne dolzine. Zato mora Stevilo vzorcenj za vsako datoteko
ustrezati formuli slicenum = [file_len/frag_-len/k|, kjer
file_len predstavlja dolzino datoteke, frag_len prestavlja
dolzino vsakega fragmenta, ki ga zelimo trenirati, slice_num
je konéno stevilo fragmentov, ki jih pridobimo iz datoteke in
k je konstanta nastavljena na 50. Po vzorcenju premesSamo
vse fragmente, da oblikujemo naso bazo podatkov. Dodatno
Se poskusimo ugotoviti u¢inek pozicije zaporednih fragmen-
tov na eksperimentalni rezultat.

4.3.2 Nekontinuirano Vzorcenje

Obstaja situacija, kjer ne obstaja dolg neprekinjen fragment,
ampak ve¢ majhnih fragmentov PE datotek. Zasnovali smo
dva scenarija, prvi je urejen in drugi je neurejen. Urejen sce-
narij pomeni, da po vzorcenju vsake PE datoteke je vrstni
red konénega vzorCenja konsistenten z relativno ureditvijo



fragmentov v prvotni datoteki. Nasprotno, neurejen sce-
narij bo motil vrstni res vzorcev. Razlog za to je, da Zelimo
simulirati situacijo, da kar dobimo ni nujno urejeno.

Kon¢no za eksperiment izberemo majhne fragmente velike
1024 bajtov. Dedupliciramo podatke zbrane pri zgornjih
dveh primerih, da bi se izognili vplivu na rezultate testov.
Razlog za to, da smo izbrali 1024 bajtov bomo pokazali v
poglavju 5.

5. REZULTATI

V sledecem razdelku predstavimo rezultate testiranja mod-
ela, ki so jih pripravili v €lanku [14]. S testom so se poskusali
¢imbolj priblizati realnemu primeru, kjer nimamo na voljo
celotnega zlonamernega programa. Bodisi je zlonamerni pro-
gram Ze izbrisal svojo kodo, bodisi je na racunalniku le delno
nalozen, in mora preostanek svoje kode prenesti z inter-
neta. Prenos kode preko interneta poteka po kosih, ki lahko
na racunalnik prihajajo v pomeSanem vrstnem redu. Pro-
tivirusni program te kose prestreza, vendar mu lahko kaksen
kos vmes uide. S serijo razli¢nih testov so v ¢lanku ugotavl-
jali, kako se model obnasa v razli¢nih scenarijih.

5.1 Obnasanje modela na neprekinjenem kosu
datoteke

Ta scenarij predpostavlja, da je protivirusni program uspel
pridobiti en neprekinjen kos kode. Zanima nas, kako us-
pesno model zazna zlonamerno programsko opremo glede
na dolzino pridobljenega kosa in kje v datoteki se ta kos na-
haja. Avtorji so model preizkusili na kosih dolzine 32 bajtov
pa vse do 200 kilobajtov.

Tabela 1 prikazuje uspesnost modela pri ugotavljanju ali je
dan program virus ali ne, ko so mu bili podani neprekinjeni
kosi izvrsljivih datotek.

Najprej osredoto¢imo na najbolj realen scenarij, tj. kos se
nahaja na nakljucni lokaciji v datoteki. Razvidno je, da z ve-
likostjo kosa narasca tudi toénost modela, dokler ne doseze
vrhunca pri 60KB, nato to¢nost pada. Torej je 60KB opti-
malna velikost paketa. Vendar pa imamo zaradi dane pred-
postavke, da se kosi prenasajo po internetu, dodatno ome-
jitev. Obicajno je velikost internetnega paketa 1500B, zato
nas zanimajo velikosti manjse od 1500B. S tem v mislih se
model najboljse odreze pri 1024 bajtih z 76,75% tocnostjo.

Zanimivi so tudi rezultati pri 32 bajtov velikih kosih. Kljub
majhnim Stevilom bajtov zna model z 64,39% tocnostjo lo¢iti
med virusi in neskodljivimi programi. Ce predpostavljamo,
da je PE datoteka sestavljena vecinoma iz zbirnih ukazov
in je program napisan za x86 arhitekturo, kjer je povprecéni
ukaz dolg priblizno 4 bajte [5], je v takem kosu kode pri-
blizno 8 zbirnih ukazov. Roc¢no ugotavljanje ali 8 ukazov
predstavlja zlonamerno kodo je skoraj nemogoce.

Iz tabele lahko vidimo tudi, da model v vecini primerov z
vecjo toc¢nostjo zna identificirati virus, ¢e se kos nahaja na
zaCetku datoteke. Razlog je najverjetneje v tem, da se na
zacetku datoteke nahaja zaglavje iz katerega znajo klasi¢ni
protivirusni programi, ki uporabljajo stati¢no analizo, z vi-
soko tocnostjo zaznati virus.

Lokacija kosa
Velikost kosa [B] | Nakljuéna [%] | Konec [%)] | Zacetek [%]

32 64,39 67,82 62,96
128 67,85 75,68 66,28
512 70,65 80,02 71,36
1024 76,75 82,81 72,00
4096 78,59 83,63 73,31
0K 80,78 86,75 76,18
30K 80,13 87,99 80,71
60K 86,92 85,67 77,07
100K 82,79 85,98 81,33
200K 79,47 82,29 78,73

Table 1: Rezultati modela na neprekinjenem kosu kode ra-
zliénih dolzin in na razli¢nih lokacijah v datoteki.

Vrstni red kosov
Skupna velikost kosov[B] | Naklju€en [%] | Urejen [%)]
2%1024 78,29 81,17
3%1024 79,48 83,12
4*1024 83,14 82,71
5%1024 81,66 82,68
6%1024 81,60 85,27
71024 83,59 82,88

Table 2: Rezultati modela na ve¢ manjsih kosih v nakljuénem
ali urejenem vrstnem redu.

5.2 Obnasanje modela na ve¢ manjsih kosih
datoteke

Ta scenarij predpostavlja, da je protivirusni program us-
pel zajeti ve¢ kosov kode, med katerimi kaksen kos man-
jka, lahko pa so tudi v pomeSanem vrstnem redu. Podobno
kot v razdelku 5.1 imamo omejitev, najvecjo velikost paketa
1500B. Velikost enega kosa naj bo 1024B.

Ker imamo ve¢ kosov z razli¢nih lokacij v datoteki, se nam
pojavi problem, kako n kosov kot celoto podamo modelu.
Tukaj avtorji predlagajo dve resitvi. Prva je, da kose enos-
tavno staknemo skupaj. Druga pa da vsak kos posebej po-
damo modelu in izracunamo neko utezeno povprecje. Utez
so avtorji doloc¢ili empiriéno. Pri kosih, ki so v urejenem
vrstnem redu, sta obe reSitve enakovredni. Razlika se po-
javi pri kosih, ki so v pomesanem vrstnem redu, kjer se boljse
izkaze druga resitev.

Iz tabele 2 je razvidno, da ima model v veéini vi§jo to¢nost
pri urejenih kosih datoteke. Pri urejenih kosih datoteke se
z veCanjem Stevila kosov to¢nost modela ne spreminja ve-
liko. Pri nakljuéno urejenih kosih lahko vidimo minimalno
zviSanje tocnosti do velikosti 4¥1024B, nato ostaja priblizno
enaka.

Ce primerjamo to¢nost pri neprekinjenem kosu in pri vec¢
kosih pri isti velikosti (4096B), vidimo da se model boljse ob-
nese pri neprekinjenih kosih. Razlog za to bi lahko bil v tem,
da z vzorcenjem ve¢ manjsih kosov dobimo bolj reprezenta-
tivno oz. bolj splosno sliko datoteke, kot ¢e vzamemo le en
veéji kos.



Velikost kosa [B] | Avtorjev model (%] | LSTM [%] | CNN[%] | DNN[%] | HMM|%]
32 64,39 60,47 57,89 59,28 60,32
128 67,85 68,16 64,01 66,51 66,76
512 70,65 69,87 68,29 68,09 65,01
1024 76,75 71,62 70,34 69,34 68,27

4096 78,59 73,59 73,01 70,26 69,56
T0K 80,78 79,48 77,95 74,29 72,84
30K 80,13 75,61 75,37 72,54 71,92
60K 86,92 76,69 75,20 70,43 69,34
T00K 82,79 72,77 73,94 72,21 73,60
200K 70,47 70,56 69,42 76,23 74,07
>200K 77,78 71,32 68,30 74,06 72,58

Table 3: Rezultati modela na neprekinjenem kosu kode razli¢nih dolzin v primerjavi z drugimi modeli strojnega ucenja.

Skupna velikost kosov[B] | Avtorjev model [%] | LSTM [%] | CNN [%)]
2*1024 78,29 78,69 78,84
3%1024 79,48 78,17 78,80
4*¥1024 83,14 80,61 82,71
5%1024 81,66 75,57 80,04
6%1024 81,60 74,47 74,68
71024 83,50 71,24 71,08

Table 4: Rezultati razlicnih modelov na ve¢ manjsih kosih v nakljuénem vrstnem redu.

5.3 Primerjava z nekaterimi drugimi modeli
strojnega ucenja

V sklopu ¢lanka so bili narejeni tudi eksperimenti zazna-

vanja virusov z drugimi metodami strojnega ucenja. Avtorji

so naucili in optimizirali modele konvolucijske nevronske

mreze (CNN), Long-Short Term Memory(LSTM), Globoke

nevronske mreze (DNN) in skrite modele Markova (HMM).

Tabela 3 prikazuje rezultate razli¢nih modelov strojnega ucenja

na neprekinjenih kosih. Model avtorjev je v vecini najbolj
tocen izmed vseh predstavljenih. Lahko vidimo tudi, da
avtorjev model, LSTM in CNN dosezejo vrhunec pri sred-
nje velikih kosih (60KB in 10KB), nato pa to¢nost pada.
Natancnosti DNN in HMM modelov pa do srednje velikih
kosov narasca, nato pa stagnira.

V tabeli 4 so prikazani rezultati avtorjevega modela, LSTM
in CNN na ve¢ manjsih kosih v nakljuénem vrstnem redu.
Vidimo, da pri avtorjevem modelu tocnost narasca do ve-
likosti 4*1024B, nato stagnira. Modela LSTM in CNN pa
pri 4%1024B dosezeta vrhunec, nato to¢nost zacne padati.
Avtorji niso podrobno opisali implementacij ostalih mode-
lov strojnega ucenja. Vendar menimo, da je vzrok za padec
tocnosti pri vecjih velikostih v na¢inu zdruzevanja kosov v
celoto, kot opisano v razdelku 5.2. Pri lastnem modelu av-
torji v model posredujejo posamezne kose, nato izracunajo
utezeno vsoto. Pri ostalih dveh modelih pa menimo, da
enostavno zdruzijo vse kose v enega in ga podajo v model.

6. ZAKLJUCEK

V ¢lanku smo predstavili podro¢je zlonamerne programske
opreme. Opisali smo, kaj je ranljivost ni¢tega dne, kateri
so ze uveljavljeni prijemi za detekcijo in kako metode stro-
jnega ucenja pomagajo pri detekciji. Predstavili smo model
strojnega ucenja za detekcijo tovrstnih virusov, ki so ga za-
snovali v ¢lanku [14]. Predstavili smo, kako uspesno model

zazna virus v situacijah, ki poskusajo simulirati realne sce-
narije. Na koncu predstavimo Se kako se rezultati modela
primerjajo z rezultati nekaterih drugih modelov strojnega
ucenja.

V opravljenih testih se model izkaze kot najbolj tocen v
veCini primerov v primerjavi z ostalimi modeli strojnega
ucenja. Na tem mestu pa si moramo postaviti vprasanje,
ce bi lahko ostale predstavljene modele strojnega ucenja op-
timizirali §e bolj. Kaksni bi bili v tem primeru rezultati?
Bi lahko zasnovali Se kakSen drugacen realen scenarij, na
katerem se model morda ne bi odrezal tako dobro?

Metode strojnega ucenja na podro¢ju zaznave virusov so
poleg dinami¢ne analize klju¢ni pri zaznavanju izkoriSce-
vanja ranljivosti nictega dne. Pricakujemo, da bo njihova
uporaba na tem podrocju le rastla. Ceprav se tradicionalno
in v praksi Se vedno pogosto uporabljajo nacini, na primer
metoda s preverjanjem podpisa, ki so preprosti, zelo hitri
in precej ucinkoviti, so velikokrat neprimerni, Se posebej, ko
pride do napadov nic¢tega dne. Ravno tu pa se pokaze poten-
cial nevronskih mrez, ki so kljub kompleksnosti in relativne
pocasnosti izvajanja Se vedno precej uc¢inkovite pri resevanju
te problematike.
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ABSTRACT

In recent years, techniques of generating and manipulating
visual media have developed to a point where forged im-
ages are often indistinguishable from real ones. There is
significant potential for abuse and conventional methods of
detecting manipulation are no longer powerful enough. For
that reason, more advanced methods based on deep learn-
ing have been developed to tackle the problem of detecting
deepfakes.
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1. INTRODUCTION

Image manipulation is a phenomenon that has accompanied
photography and other types of visual media since their in-
ception. It can be used for legitimate purposes such as en-
tertainment. However, malicious actors may also use image
manipulation to fabricate evidence, blackmail people, etc.

Following the advent of digital image editing software, preva-
lence of image manipulation increased substantially. Vari-
ous methods have been developed to detect traces of forgery
with a good success rate.

The recent rapid development of deep-learning-based image
manipulation methods has brought new challenges upon the
media forensics field. When faced with deepfakes (visual
media altered using deep learning), conventional methods
struggle with detecting falsification. To keep up with the
state of the art of image manipulation, media forensics ex-
perts have invented new detection methods that are also
based on deep learning.

Chapter 2 provides the background knowledge needed for
understanding deepfake detection by giving an overview of
the conventional methods. Chapter 3 describes the modern
deep-learning-based methods. Finally, Chapter 4 discusses
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deepfake detection in practice.

2. CONVENTIONAL METHODS

Conventional methods of image manipulation detection rely
on information inherent to the in-camera processing chain
(e.g., camera artifacts) and the subsequent out-camera pro-
cessing chain (e.g., image processing). Potential irregulari-
ties and deviations from the norm in the data can serve as
evidence of image tampering.

2.1 Blind Methods

These detection methods do not require any prior knowl-
edge about the image in question, hence their name — blind
methods. They rely exclusively on the image data.

Lens Distortion. Each camera contains a set of optical appa-
ratus that causes various amounts of lens distortion, unique
for a given kind of camera. It can be utilized forensically by
exploiting chromatic aberrations, radial distortions of wide-
angle lenses [13], etc.

CFA Artifacts. Most digital cameras utilize a color filter ar-
ray (CFA), which allows sensors to only record three wave-
lengths (red, green, blue). To obtain the full color image,
a demosaicing algorithm is used to interpolate the missing
color information. This process introduces an underlying
periodic pattern to the image data, which can be exploited
through Fourier analysis to detect spliced regions in an im-
age and expose computer-generated images [23].

Noise Residual Artifacts. Analysis of the noise residual of
an image allows for the discovery of possible manipulations.
In addition to comparing noise levels throughout an image,
we can utilize a more complex method of finding deviations
in noise patterns [26]. Both methods may also be used to
detect inter-frame manipulations in videos.

Compression Artifacts. The exploitation of compression ar-
tifacts has been used in digital image forensics for a long
time. The paper focuses on artifacts associated with the
JPEG compression algorithm. An early popular approach
is to detect discontinuities in the block artifact grid that is
present due to JPEG’s block-wise compression process [11].
Discrepancies in the grid typically indicate splicing or copy-
move manipulations. The presence of double compression
artifacts is another hint of image tampering. Some methods
focus on exploiting the subtle differences between various
implementations of the JPEG standard [3].



(a) Manipulated photo

(b) Detected manipulations

(c) Suggested “undo” (d) Original photo

Figure 1: The process of detecting manipulation, and an attempt to return the image to the original state [30].

Editing Artifacts. The editing of an image often leaves be-
hind a set of traces which can be utilized in image forensics.
Duplicating or moving objects in images is a very common
manipulation. The presence of identical regions is strong ev-
idence of tampering. Clones are sometimes disguised using
rotation, scaling or geometric distortion to prevent detec-
tion. However, resampling is always performed when scal-
ing or rotating an object, which produces detectable periodic
artifacts [24].

2.2 One-Class Methods

Due to manufacturing imperfections, different cameras pro-
duce photographs with slightly different noise profiles, called
photo-response non-uniformity (PRNU) noise. To detect
forgery using PRNU noise, two steps need to be performed
[17]. First, the camera’s noise profile is extracted from a
large number of photographs taken using that camera. Sec-
ond, an estimation of the target image’s PRNU is obtained.
We can then calculate the level of similarity between the im-
age’s PRNU and the reference noise model. The described
method is extremely powerful as it can detect all kinds of
image forgery. However, the PRNU of an individual camera
is a relatively weak signal. To tackle this problem, an alter-
native method is proposed in [28] in which a reference noise
profile is obtained from many cameras of the same model
instead of one individual camera.

2.3 Supervised Methods

These methods are based on machine learning of specific
handcrafted features of an image. They belong to the con-
ventional class of methods because they rely on a thorough
technical understanding of a specific image feature (e.g.,
double compression artifacts, noise residual artifacts, etc.).

2.4 Shortcomings

In ideal conditions, the conventional methods described work
equally well as deep-learning based methods. However, when
compression and resizing are introduced, the accuracy of
conventional methods falls below that of deep-learning based
methods [27]. As both compression and resizing are used

routinely in real-life scenarios, it is desirable to use deep-
learning based methods instead of conventional ones.

3. DEEP LEARNING BASED METHODS

Deep learning methods have been implemented in a number
of different fields, with great success. In recent years, we
have seen them applied in the multimedia forensics field as
well. Which architectures and techniques will be the most
useful depends on the type of manipulation. Convolutional
neural networks (CNNs) have been proposed for generic im-
age and video manipulations. A CNN is essentially a deep
learning algorithm which takes input, assigns importance to
different elements of the input and can then differentiate
them from each other. This paper presents three different
techniques based on CNNs and supervised learning: CNN
looking for specific clues, generic CNN and one-class train-
ing. On the other hand, GAN-generated media require a
different approach which is discussed in the later chapterA
GAN is a neural network made up of two parts - a generator
and discriminator. Generator learns to generate data while
discriminator learns to distinguish generated content from
the real content. The discriminator “rates” how plausible
generator’s content is.s.

3.1 Searching for Specific Artifacts Using Su-
pervised CNNs

3.1.1 Double Compression

CNNs can be used to detect traces of double compression in
images and videos. These methods rely on discrete cosine
transform (DCT) histograms, features and noise residuals.
Q. Wang and R. Zhang proposed an algorithm capable of
detection and localization by using DCT coefficients as in-
put. DCT presents an image as a sum of sinusoids. It is used
in compression of JPEG images. An input image is divided
into 8x8 blocks and the DCT is computed for each block. Af-
ter double JPEG compression, histograms are missing values
and no longer follow a Gaussian distribution. A CNN was
designed to learn features of these histograms and classify
them by single and double compression. The output is a
probability pair, showing how likely it is that a block has



been doubly compressed [29]. Park et al propose a method
that can handle mixed JPEG quality, which is more suitable
for real life application [22]. When it comes to videos, au-
thors in [5] analyze the intra-coding process to detect traces
of double compression within frames.

3.1.2  Composition, Copy-Move and Inpainting
Composition, copy-move and inpainting are some of the
most common forgeries. Their detection by CNNs simu-
lates the steps of conventional methods, but there are clear
advantages. Learning based approaches are capable of per-
forming these steps on a larger scale, more easily adapt to
different scenarios and have better performance on low qual-
ity images than traditional techniques. Furthermore, CNN
models can even be designed to detect specific artifacts left
by individual tools in Photoshop, demonstrated in [30] (see
Figure 1).

3.1.3 Generic CNN Detectors

In contrast to the previous solutions, these algorithms do
not look for specific artifacts. They are based on filter-
ing, feature extraction and noise residuals. Some authors
implement an SVM for decision making [25], while others
rely solely on CNNs. Zhou et al implement a two stream
network, combining the detection of visual manipulation ar-
tifacts and irregularities in noise features [6], significantly
improving performance compared to other modern methods.
Still, limited resources and computational power means deep
learning models can only accept small images as input. For
this reason images are usually resized, which can destroy ev-
idence of manipulation. A possible solution is presented in
[20], with the use of gradient checkpointing and joint opti-
mization.

3.2 One-Class Training

This approach attempts to minimize the training set and
detect all types of manipulations. This can be done by ex-
traction of expressive features and iterative feature labeling
[10]. A different method includes the use of generative ad-
versarial networks in the learning phase [32]. Some methods
use camera model dependent features, metadata and even
noiseprint in order to detect differences between pristine and
spliced areas of an image.

4. DEEPFAKE DETECTION

Detection of deepfakes depends on which method was used
to generate them. This paper describes techniques for fake
images created by GANs and video-face manipulations. A
GAN is a neural network made up of two parts - a generator
and a discriminator. The generator learns to generate data
while the discriminator learns to distinguish generated con-
tent from the real content. The discriminator “rates” how
plausible the generator’s content is.

4.1 GAN-Generated Images

Fake images can have artifacts seen by the naked eye. Some
examples include different eye color, different ears, badly
modeled teeth or asymmetry (see Figure 2). Artifacts can
also come in the form of color disparities or underexposed
pixels. A different method involves GAN specific finger-
prints. The work of Marra et al. [19] suggests every GAN
leaves a unique fingerprint in the image it created, much

like traditional cameras. This is a fast developing branch
of research. Authors in [4] have tried to reverse the gen-
eration process using a whitebox scenario, while [14] man-
aged to correctly attribute high quality generated images
to their network. However, certain issues exist. Perfor-
mance is decreased when using compressed images and most
of the current models overfit the training set. New solu-
tions should strive for good generalization through the use of
multiple sets of data and varied types of image alterations.
There are a couple of possible solutions currently: use of
an autoencoder-based architecture, deeper networks and in-
cremental learning. It is also possible to improve results
by removing low level artifacts via pre- and post-processing
steps.

Figure 2: GANSs often struggle with generating earrings [1].

4.2 Video-Face Manipulation

Because of the value of non verbal communication and iden-
tity, recent developments in Al powered face manipulation
tools have caused great concern. However, older research
on detecting CGI created faces helps us to build a frame-
work for deep fake detection. Currently there are two main
strategies being implemented in the field: handcrafted solu-
tions and deep learning solutions. We will first review the
information on handcrafted solutions.

4.2.1 Handcrafted Solutions

Since GANs produce visible artifacts, it is possible to use
these errors as means of determining if a sequence has been
manipulated. Normal biological functions produce minis-
cule variations, which are hard to replicate. For example,
one method found proposed in [16] uses eye blinking pat-
terns and frequency. It is also possible to use heartbeats,
as suggested in [8] and [12]. Another strategy relies on de-
tecting traces of warping, as all generated faces need to be
altered to match the source video. This can be done us-
ing inconsistent head poses [31]. In the future, these visual
imperfections may become obsolete and the proposed hand-
crafted solutions won’t be useful.
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Figure 3: Overview of generating a training sample using Face X-ray [15].

4.2.2 Deep Learning Solutions

There are two options when implementing learning networks
for detection of deepfakes. One is the use of simple architec-
tures with a small number of levels. Afchar et al [2] created
Meso-4 with only four layers of convolution and pooling.
The other option is to use very deep networks. The lat-
ter has proven to be more effective for videos than shallow
CNNs and handcrafted solutions. To optimize generaliza-
tion, robustness and adaptability to new forms of manipula-
tion novel techniques are emerging. One such is presented in
the work of Li et al. It uses a completely new image repre-
sentation model called face X-ray. This method relies on the
fact that most current ways of creating a fake image contain
a blending step, to help merge the fake parts of an image
into the real background. Face X-ray reveals the blending
boundary, which should not be present in pristine images.
The pros of this method are immense, as it does not rely on
finding specific artifacts. Furthermore, the training phase
can be done without fake images, significantly improving
detection, as shown in Figure 3.

4.3 Issues and Counterforensics

Another important aspect of the field right now is keeping
up with attackers and remedying shortcomings of previously
described methods. Conventional detection strategies can
easily be overcome, as it is possible to remove and alter cam-
era device fingerprints. Deep learning methods are proving
to be more robust in this regard, giving investigators a new
way to fight back. They are not without issues however.
First and foremost is the lack of adequate datasets that pro-
vide enough useful information. This is especially true for
videos. Similarly, in order for alterations to be recognized,
they need to be represented in the training set. This is obvi-
ously not possible with new forms of GAN generated media.
One-class methods provide a possible solution but then we
have the problem of detecting normal image editing opera-
tions as malicious. Furthermore, it is possible to fool a CNN
into wrongly classifying an image simply by injecting the tar-

get image with a noise pattern [7]. One defense CNNs have
against these types of attacks is compression. Authors of [18]
proved strong lossy compression massively reduces strengths
of noise attacks. But more complex attacks have come to
experts’ attention in recent years. Neves et al [21] describe
a method which can entirely remove GAN fingerprints from
an image, while in [9] that is combined with injecting fake
traces of real cameras to further fool classifiers. The result
is a GAN generated image which is no longer recognized as
such.

5. CONCLUSION

The importance of media forensics is rapidly increasing due
to the quick development of deepfake technology and its po-
tential for abuse. Conventional approaches to detecting im-
age manipulation are no longer effective enough. New detec-
tion methods based on deep learning are necessary to keep
up with the pace of progress. These new methods often
build upon the conventional approaches while broadening
their scope of utility. The various methods differ in the
amount of prior knowledge required to use them, their ef-
fectiveness with regard to different kinds of images, etc. To
improve the chances of successfully detecting forgery, it is es-
sential to identify the right method for a particular image or
video. There is a constant tug-of-war between new forgery
detection methods and refinement of concealment practices
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POVZETEK

Glavna tema dela so avto kamere. Avto kamera je lahko
uporaben vir za dokazovanja resnice pri prometnih nesrecah
na sodiscu, prav tako pa lahko posnetek tudi zajame kaksno
kriminalno dejanje na ulici. Zajema veliko uporabnih podat-
kov, ki se jih pri forenzi¢ni analizi lahko uporabi, na primer,
cas, lokacija, hitrost in podobno. V delu se dotaknemo osnov
delovanja avto kamer, njihove uporabe, obdelave posnetkov
in forenzi¢ne analize posnetkov, Se posebej s pomocjo meta-
podatkov, ki jih kamere med svojim delovanjem generirajo.
Dotaknemo se tudi legalnosti uporabe avto kamer v Zdru-
zenih drzavah Amerike in v Sloveniji. Poleg tega se tudi
sami lotimo pridobivanja meta podatkov iz posnetka avto
kamere, pridobljenega iz interneta. Analiziramo tudi posne-
tek, ki ga pridobimo iz mobilne aplikacije DroidDashcam [1],
ki deluje kot avto kamera. Iz posnetka katerega pridobimo iz
interneta uspesno pridobimo meta podatke s pomocjo orodja
exiftools, medtem ko smo pri pridobivanju podatkov iz po-
snetka, katerega je generirala aplikacija DroidDascham ne-
uspesni. Iz raziskovanega ¢lanka pridemo do zakljuckov, da
se meta podatki glede na razlicne modele avto kamer pre-
cej razlikujejo, hkrati pa so zelo uporabni za rekonstrukcijo
dogodkov na primer ob prometni nesreci.

Klju¢ne besede: Avto kamere, videoposnetki, analiza, prido-
bivanje podatkov

1. UVOD

Avto kamere so dandanes zelo dostopne in se vse ve¢ upo-
rabljajo. Svetovna industrija avto kamer raste iz dneva v
dan. Za obdobje med 2019 in 2024 je napovedana 15.4 od-
stotna rast. Zacelo se je tako, da so se uporabljale razli¢ne
serije kamer v avtih, na primer, serija GoPro kamer, ki je
bila prvotno namenjena akcijskemu snemanju. Avto kamere
so uporabljene v razlicne namene. Novejsi avtomobili imajo
ponavadi razlicne kamere tako spredaj in zadaj, ki se upo-
rabljajo predvsem za asistenco pri parkiranju in kot pomoc¢
pri voznikovem zaznavanju okolice. Te kamere ponavadi niso
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ucinkovite kot dokazno gradivo pri prometnih nesrecah ali
kriminalu. Kamere, ki nas zanimajo so tako imenovane angl.
Dashcams. Osnovni namen tovrstnih kamer je dokazovanje
v primeru prometnih nesre¢. V nekaterih drzavah, na pri-
mer, v ZdruZzenih drzavah Amerike, je uporaba taksnih avto
kamer celo obvezna za dolo¢ena vozila. To so, na primer,
policijski avtomobili, avtobusi in taksiji. V nekaterih indu-
strijah se avto kamere uporabljajo tudi za varovanje dela-
vskih pravic, hkrati pa tudi kot dokaz za njihova ravnanja,
da svoje odgovornosti za dejanja ne morejo zanikati pred
nadrejenimi. V primeru, da snemamo “za zabavo“ in zelimo
zgolj deliti zanimiv posnetek na socialnih omrezjih, je po-
trebno paziti na varovanje osebnih podatkov. Avto kamera
je po navadi namescena na armaturno plosco vozila. Lahko
je obrnjena naprej ali nazaj. V primeru taksistov je naj-
veckrat obrnjena nazaj, da lahko snema dejanja potnikov,
medtem ko ima policija avto kamere obrnjene naprej za sne-
manje dogajanja na cesti pred njimi in v okolici [2]. Vse
pogosteje uporabljene so tudi t. i. “dvojne* kamere; gre za
dve kameri, ki snemata dogajanje pred vozilom in za vozi-
lom. V splosnem avto kamera shrani multimedijske podatke
na odstranljiv medij, na primer, na SD kartico. Proizva-
jalci avto kamer po navadi za namene dela forenzikov nudijo
tudi programsko opremo namenjeno pregledu podatkov na
teh kamerah, saj se sama forenzi¢na orodja tezko kosajo z
razliénimi tipi in modeli avto kamer. Raziskava [15] navaja
in klasificira razli¢ne tipe metapodatkov, ki jih generira 14
razliénih avto kamer, izdelanih s strani 11 razli¢nih proizva-
jalcev.

Zaceli bomo s pregledom podroc¢ja v poglavju 2, nadaljevali
s sorodnimi deli v poglavju 3, sledil bo oris dela avtorjev
izbranega ¢clanka v poglavjih 4, 5, 6, 7 in zakljucili bomo v
poglavju 8, v katerem bomo podali Se na§ primer izvazanja
metapodatkov iz videoposnetka.

2. PREGLED PODRO¢JA

V naslednjih podpoglavjih opiSemo pregled podroc¢ja avto
kamer, njihovo uporabnost v primeru prometnih nesrec, le-
galnost uporabe, osnovne operacije avto kamere in strukturo
multimedijskih vsebin.

2.1 Legalnost uporabe avtokamer

Razli¢ne drzave imajo lahko razlicna pravila glede legalnosti
uporabe kamer v osebnih vozilih in kje v osebnih vozilih so
te avto kamere lahko namescene. Dolocene zvezne drzave
v Zdruzenih drzavah Amerike, na primer, dovolijo uporabo
avto kamer, ampak imajo stroge pogoje glede tipa kamer,



kje se lahko uporabijo in kam jih smemo namestiti. Za pri-
mer vzamimo zvezno drzavo Kalifornija, kjer je v uradnem
pravilniku [3] to¢no dolo¢eno, da je dovoljena uporaba avto
kamere v osebnih avtomobilih dokler sledi vsem specifikaci-
jam zakona in snema tudi zvok. Prav zato je odgovornost
vsakega uporabnika taksne avto kamere, da potnike, Se pre-
den stopijo v avtomobil, obvesti o tem, da je avto kamera
prisotna in snema tudi zvok.

2.1.1 Kako je glede legalnosti avto kamer v Slove-
niji?

Glede na naravo je taksna oblika kamere neke vrsta video-
nadzora na javnem kraju. To trenutno ureja 74. ¢len Zakon
o varstvu osebnih podatkov. Ta ¢len pa velja le za osebe jav-
nega in zasebnega sektorja, kot ju definira ZVOP v 22. in
23. tocki 6. ¢lena. ZVOP pa ne velja za posnetke za domaco
rabo. Za posnetke za domaco rabo velja: ”(1) Ta zakon se ne
uporablja za obdelavo osebnih podatkov, ki jo izvajajo po-
samezniki izkljuéno za osebno uporabo, druzinsko zivljenje
ali za druge domace potrebe.”.

V zgoraj omenjeno torej sodi uporaba taksni kamer, vendar
se posnetki lahko obdelujejo zgolj za osebne potrebe. V
primeru, da je taksSna zbirka velika bo tezko dokazati, da
gre izklju¢no za “osebno uporabo”.

Torej lahko povzamemo, da snemanje je dovoljeno za osebno
uporabo, ni pa priporocljivo oz. po zakonu, da hranimo vecje
koli¢ine taksnih posnetkov. Primer: ¢e snemamo, hranimo
na primer za en mesec nazaj raje kot za 2 leta nazaj.

2.2 Uporaba avtokamer v primeru prometne

nesrece
Avto kamere v osebnih avtomobilih lahko ulovijo neizpod-
bitne dokaze o tem, kako so se dogodki v doloceni prometni
nesreci odvijali in kdo je bil za prometno nesreco kriv. Po-
magajo nam na razli¢ne nacine:

e Posnetek je objektiven in nepristranski dokaz.

e V primeru udelezbe v prometni nesreci, kjer drugi vo-
znik ne priznava krivde, se lahko z uporabo posnetka
avto kamere identificira resni¢nega krivca.

e Ker avto kamera snema tudi zvok, se lahko uporabi na
sodiscu kot dokaz, da je neka trditev resnicna.

2.3 Osnovne operacije avto kamere

V tem poglavju podrobneje opisemo na kaksen nacin avto
kamera shranjuje podatke, kako upravlja z datotekami ter
katerih nacinov snemanja se lahko posluzimo z njo.

2.3.1 Shramba podatkov

Avto kamere najbolj pogosto za shranjevanje podatkov upo-
rabljajo naprave kot so SD kartica ali pa Micro SD kartica,
ki temeljijo na angl. Flash spominu. Iz tega sledi, da ka-
paciteta spomina tak$nih naprav ni prav velika. Do mul-
timedijskih vsebin na taksnih spominskih karticah ni tezko
priti, ker gre za medije, ki se jih brez tezav odstrani iz na-
prave. Dolocene avto kamere so tudi povezane z oblakom in
nalagajo multimedijske vsebine preko spletnih servisov.

2.3.2 Upravljanje z datotekami

Ker spominske kartice v avto kamerah nudijo premalo pro-
stora za shrambo multimedijskih vsebin, se lahko zgodi, da
zmanjka prostora med samim snemanjem. V taksnih situ-
acijah avto kamere ponavadi izbrisejo najstarejSo vsebino
preden zacnejo snemati novo.

2.3.3  Razlicni nacini snemanja

Avto kamere podpirajo razli¢ne na¢ine snemanja. Vsak iz-
med nacinov se uporablja kot pogoj za zacetek snemanja
v doloCenih trenutkih. Obstaja osnovni oziroma normalni
nacin, ki je vklopljen, ko se vozimo, parkirni nacin, ko avto-
mobil ni prizgan in tudi nac¢in dogodka (angl. Event mode),
ki se sprozi ob zaznavanju sunka na pospeskometru. Poleg
tega je mozno snemanje vklapljati in izklapljati tudi ro¢no.

2.4 Struktura multimedijskih vsebin

Za shranjevanje multimedijskih vsebin na avto kamerah sta
dva formata najbolj popularna - MP4 in AVI. Oba formata
shranjujeta razlicne tipe podatkov z uporabo posebnih enot
imenovanih angl. chunk. Te posebne enote imajo svojo hi-
erarhi¢no strukturo za upravljanje z razli¢nimi tipi podat-
kov in vsaka izmed enot - chunk, sestoji iz tipa, velikosti in
podatkovnega polja. Gre za v naprej definirane standardi-
zirane enote, ki pa jih lahko razvijalci definirajo po svoje.

2.5 Video kodeki

Digitalne video naprave uporabljajo kodeke za stiskanje vi-
deo vsebine na ucinkovit nacin. Najbolj popularna stan-
darda za avto kamere sta H.264 in H.265. Za ucinkovito
stiskanje podatkov sestoji tok video vsebine iz skupine slik,
imenovanih GOPs - group of pictures. Poleg skupine GOPs
sestoji standard H.264 tudi iz nekaterih drugih komponent
kot sta SPS in PPS, ki vsebujejo dekodirano informacijo, in
ostalih kot je prikazano na sliki 1.

Gor

IDR
Picture

Non-1DR
Plcture

Non-IDR | Mon-IDR

T
| 5FS | nE Picture | Picture

- ]
Reference WAL + RBSP

l—hDecone info.

Slika 1: Interna struktura standarda H.264

3. SORODNA DELA

Ob pregledu podroc¢ja sorodnih del smo nasli nekaj ¢lankov
glede samih avto kamer in nekaj glede digitalne forenzike in
preucevanja le-te. Preucili smo posamezna dela, citiranost
del in reference, ki jih vsebujejo.

Prvi ¢lanek [14], ki smo ga obravnavali kot sorodno delo,
obravnava 7 razlicnih modelov avto kamer. Glede na po-
datke strani Sciencedirect [4] je €lanek citiran 5-krat. Vklju-
Cuje pa 71 razli¢nih referenc. Raziskovalci v ¢lanku predsta-
vijo namen avto kamer, njihovo uporabo ter podatke, ki jih
v okviru digitalne preiskave lahko pridobimo. Glede zakon-
skih in ostalih doloé¢il se nanasajo na Zdruzeno kraljestvo in
njihove zakone ter policijo. Poleg videoposnetka, ki ga be-
lezijo avto kamere, avtorji predstavijo podrobno tudi avdio
posnetek. Ce podamo primer, avdio posnetek lahko sluzi
kot dodano dokazno gradivo pri preiskavi in reSevanju le-
te. Ob povezavi video in avdio posnetka pridobimo §irSo



sliko dogajanja. Na primer, dogajanje pred prometno ne-
sreco, prepiranje v avtu, neprevidnost, prometna nesreca,
... V nadaljevanju ¢lanka predstavijo podro¢je zbiranja do-
kazov iz avto kamer in procesiranja posnetkov. Naredijo
eksperiment s 7 avto kamerami, kjer zrezirajo razne situa-
cije uporabe (parkiris¢e, prometna nesreca, belezenje GPS
podatkov,...). Za vse izmed 7 kamer so predstavili rezultate
uporabnosti v razli¢nih situacijah.

Drugo sorodno delo [12] oz. bolj podrobno delo je diserta-
cija z naslovom “Dashcam Video Streaming and Storage®.
Avtor obsirno predstavi podrocje avto kamer. Delo je ob-
seznejSe kot prvo obravnavno delo saj gre za dizertacijo v
prvem pa je le ¢lanek. Avtor podrobno obravnava podrocje
samega hranjenja posnetkov. Predstavi podatkovne baze za
hranjenje podatkov in izvede praktic¢ni primer uporabe.

Tretje sorodno delo, ki nam je sluzilo tekom naSe naloge
[16]. Clanek je glede na IEEExplore spletno stran [5] citiran
4-krat. To delo se nam je zdelo izredno zanimivo saj obrav-
nava podrocje dokazov iz posnetkov avto kamer. Avtorji
dajo najvecji poudarek na uporabi posnetkov avto kamer
kot dokazno gradivo in kdaj se lahko uporabljajo kdaj ne
taksni posnetki. Kot zanimivost predstavijo tudi podrocje
uporabe posnetkov kot dokaz pri zavarovalniskih zahtevkih.

Cetrto sorodno delo [13] je povezano z nasim obravnavanim
delom, saj ga naSe sorodno delo citira. Avtorji v delu nasla-
vljajo podrocje forenzi¢ne analize razliénih video formatov.
Implementirajo in testirajo svoj program za izlus¢evanje po-
datkov na 19 digitalnih fotoaparatih, 14 mobilnih telefonih
in 6 video produkcijskih orodjih. Rezultate so predstavili v
clanku.

4. EKSPERIMENTALNO OKOLJE

Avtorji ¢lanka so za izvajanje njihovega eksperimenta ozi-
roma raziskave izbrali avto kamere razli¢nih starosti, razlic-
nih datote¢nih sistemov in multimedijskih formatov, na¢inov
snemanja in podobno. Skupno so izbrali 14 avto kamer, pro-
izvedenih s strani 11 razliénih proizvajalcev. Vsako napravo
so namestili na avtomobil, da so simulirali snemanje kamere
v razli¢nih naginih.

5. VSEBINA METAPODATKOV AVTO KA-
MERE

Raziskovanja metapodatkov v avto kameri so se lotili na
nacin, kot je prikazan na sliki 2. S pomoc¢jo analize so do-
bili 22 razlicnih metapodatkov, shranjenih na avto kameri
na razliécnih lokacijah. To so ugotovili s pomoc¢jo sistema-
ti¢ne analize datotecnega sistema, operacijskega sistema in
aplikacije. Vecina uporabljenih modelov avto kamer je upo-
rabljala FAT32 ali pa exFAT datotec¢ni sistem. Direktorijska
hierarhija omogoci raziskovalcem, da identificirajo specificne
tipe modelov avto kamer in ¢asovnih zigov. Vsaka naprava
generira unikatno direktorijsko strukturo zato je pred foren-
zi¢no raziskavo avto kamer potrebno pridobiti informacije,
ki so specificne za napravo. Vsak model avto kamere ima
svoja pravila za imenovanje datotek, ki jih generira. Do-
lo¢ene uporabne metapodatke za forenzi¢no analizo kot so
datum in Cas posnetka, kanala kamere in na¢in snemanja,
se lahko pridobi Ze iz samega imena multimedijske datoteke.
Ker avto kamere velikokrat snemajo po principu 24/7, se

multimedijske vsebine pogosto briSejo in na novo ustvarjajo,
zato morajo forenziki uporabljati posebne procese (na pri-
mer obrezovanje, angl. carving) za povrnitev “izgubljenih*
datotek.

Bashen Stors
Wil

Integrated Metadata Analysis

(Ailocated area ]

(EmItinedia (video) File |

(Allocated chunis

multi-timestamps

Metadata-driven Dasheam Data Analysis

Slika 2: Predlog avtorjev za analizo metapodatkov avto ka-
mere

5.1 Vsebniki datotek

Kot smo ze ugotovili v poglavju 2.4, format multimedijskega
vsebnika shrani razlicne tipe podatkov s pomocjo posebne
enote imenovane angl. chunk. Za potrebe naSe raziskave
ga bomo poimenovali kos. Specificne modele avto kamer je
mogoce prepoznati preko informacij, povezanih s temi kosi.
Razliéni seznam generiranih kosov iz dveh razli¢nih modelov
avto kamer je tudi dobro viden na sliki 3. Avtorji ¢lanka so
s pomocjo njihovega eksperimenta ugotovili, da imajo vsi
modeli, ki podpirajo MP4 format, tudi unikatna zaporedja
generiranja zaporedja kosov. Se posebej uporabni kosi z
vidika digitalnega forenzika so tako imenovani meta kosi,
ki vsebujejo ¢asovne zige, resolucijo, ¢as trajanja posnetka,
informacije o napravi in podobno.

RIFF-AVI

RIFF-AVI
~ LIST - hdrl ~ LIST - hdrl
avih avih
LIST - strl LIST - strl
strh, strf Lstr‘h, strf, JUNK
LIST - strl LIST = strl
Lstrh, strf Lstrh, strf, JUNK
LIST - strl LIST - strl
strh, strf strh, strf, JUNK
LIST - strl JUNK
strh, strf = LIST - INFO
~ LIST - movi ISFT
[8edc, @ldc, 82wb, 83tx ...] - JUNK
- idx1 - LIST - movi
— JUNK [e@dc, @lwb, B2sb ...]
“ idx1
(a) T-35 ' ' ) (b)‘LK—?QSBWD

Slika 3: Seznam kosov kreiranih iz dveh razli¢nih modelov
avto kamer

5.2 Tok video podatkov

Gre za tok podatkov, pri katerem so shranjeni surovi po-
datki, kjer se poleg vidne informacije shrani tudi precej upo-
rabnih metapodatkov. Kodeka H.264 in H.62 shranita infor-
macijo potrebno za dekodiranje resolucije in Stevila sli¢ic na
sekundo. Pri modelu avto kamere CR-500HD, so avtorji



ugotovili, da kamera generira informacije v posebnem for-
matu, kamor pa se shranijo tudi zanimivi metapodatki kot
so Cas posnetka in lokacija snemanja v obliki koordinat. Po-
dobne informacije so uspeli pridobiti tudi iz toka podatkov
za podnapise.

5.3 Ostale datoteke

Avtorji navajajo tudi posebno tekstovno datoteko ((NMEA),
kjer avto kamere prav tako shranjujejo precej zanimive in-
formacije za digitalno raziskavo kot je videti na sliki 4. Poleg
tega pa so ugotovili tudi, da imajo dolo¢eni modeli kamer
celo precej natacno opisovanje belezenja dogodkov, kjer so
casovno oznacene informacije kot so zagon kamere, vstavitev
SD kartice v kamero, zacetek snemanja, kreiranje posnetka,
spreminjanje na¢inon snemanja in podobno.

$GPRMC Format
$GPRMC, @50015.90,A,3734.612168,N,12701,649440,E,18.9,

TS_N#### . NP4
pair |:
TS_N#### NMEA

68.7,060819,6.1,H,A%*29

GPRMC Sentence ID -
SGSENSOR, 216, -1 ... 850015.00 uTC TIME 85:90:15.08(UTC)
A Status valid
‘iGPRHC, 856015.00, . . | ‘ 3734.612168 Latitude 37°34.612168°
N N/S Indicatoer North
$GPVTG, ,T,,M, ... 127@1.649448 Longitude 127°@1.64944"
E E/W Indicator East
18.9 Speed{knots) 18.9 knots(35km/h)
$GPSGSV, 3,1,12,03. .. 68.7 Course over ground | from North
8ces1s UTC Date 2@19/88/06
$GPGLL,3734.61216. .. 6.1 Magnetic variation | -
W deg West
$GPGGA, 850015.88. . . A*29 horksia P

Slika 4: Primer .NMEA datoteke kreirane s kamero Drive-
Pro220.

6. INTEGRACIJA IN ANALIZA METAPO-
DATKOV IZ AVTO KAMER

Avtorji so za u¢inkovito shranjevanje podatkov metapodat-
kov ddefinirali shemo za podatkovno bazo z razli¢nimi ta-
belami. Tabele so bile razdeljene na tabelo z osnovnimi
podatki avto kamere, tabelo z informacijami direktorijske
strukture avto kamere, tabelo z informacijami datotek v di-
rektorijih, tabelo z metapodatki in tabeli s ¢asovnimi ozna-
kami. S pomoc¢jo predlagane strukture podatkovne baze
so kreirali ¢asovnico dogodkov za avto kamero, ki omogoca
boljso analizo dogodkov s pomocjo pridobljenih meta podat-
kov in tudi rekonstrukcijo toka dogodkov ob morebitni ne-
sreci, kot je prikazano na sliki 5. Eden izmed ciljev avtorjev
ob zakljucku analize je bil tudi identifikacija oziroma razli-
kovanje avto kamer na podlagi pridobljenih metapodatkov.
Njihova analiza je hitro potrdila, da je v ta namen potrebno
uporabiti kombinacijo razlicnih metapodatkov. Razlikova-
nje samo na podlagi enega tipa metapodatkov, na primer,
hierarhije datotek ali pa pravil imenovanja datotek ni mo-
goce, ker dolo¢eni modeli avto kamer uporabljajo enaka pra-
vila poimenovanja.

7. IMPLEMENTACIJA AVTORJEV

Na podlagi njihovih ugotovitev so avtorji implementirali av-
tomatsko orodje za procesiranje metapodatkov, pridobljenih
iz avto kamer. Njihovo orodje imenovano plaso je bilo raz-
deljeno na dva dela: predprocesiranje in analizo. Prvi del
sestoji iz pridobivanja podatkov iz datotek pridobljenih iz
avto kamer in ekstrahiranja metapodatkov. Drugi del pa
se uporabi za izvajanje filtriranja, interpretiranja in inte-
griranja zapisov nad izhodom iz prvega dela. Kot rezultat

No Time Timezone source type data
1 2828/81/85 14:28:38 uTc filesystem time created
2 2@20/e1/05 14:20:38 uTc meta_chunks time created
3 282e/e1/e5 14:20:38 uTc filename record.mode normal
4 2828/81/@5 14:20:31 uTc subtitle location 37.58323e, 127.927498
5 282e/8l/e5 14:28:31 uTc subtitle status 8.5,-8.4,-8.6
6 2828/81/@5 14:20:31 uTc subtitle speed 14
n cee
n+l 2028/81/05 14:25:18 uTC filename  record.mode event
n+2 2020/01/05 14:25:18  UTC subtitle location  37.583699, 127.027152

Slika 5: Primer rekonstrukcije dogodkov avtorjev za avto ka-
mero.

teh operacij, se kreira podatkovna baza, katero smo opisali
v poglavju 6. Prototip implementacije so kot odprtokodni
projekt objavili tudi na Github [6].

8. PRIMERIZVAZANJA METAPODATKOV
IZ VIDEOPOSNETKA

V tem delu smo iz dveh posnetkov avto kamere poskusali
izvoziti metapodatke. V prvem primeru smo pridobili po-
snetek [7] avto kamere z interneta, izvozili metapodatke, iz
njih izluscili geolokacijo poti in jo nato izrisali na zemljevid.
V drugem primeru smo pridobili mobilno aplikacijo, ki de-
luje na podoben nacin kot avtokamera in iz nje poskusali
pridobiti metapodatke.

8.1 Prvi primer

Na Sliki 6 je viden posnetek [7], ki je bil posnet z avto ka-
mero Rove R2-4K [8]. Najprej smo z orodjem exiftools [17]
uspesno dobili metapodatke o geolokaciji, kot je vidno na
Sliki 7. Iz pridobljenih podatkov lahko razberemo ¢as po-
snetka, geografsko §irino ter dolzino, hitrost in stanje sen-
zorja za pospesek. V avto kameri je bilo nastavljeno, da se
v metapodatke zapise geolokacija na vsako sekundo.

2OMPH  N40.43725 W79.96296

Slika 6: Posnetek avto kamere Rove R2-4K.

Te metapodatke geolokacije smo nato prav tako z orodjem
exiftools izvozili v format .gpx. Dobljeno datoteko smo nato
odprli s spletno stranjo GPSVisualizer [18], ki je dane geo-
lokacije prikazala na zemljevidu, kot je vidno na Sliki 8.

8.2 Drugi primer

Na nas telefon smo si namestili aplikacijo DroidDashcam [1],
ki spremeni telefon v avto kamero. Kakor ostale avto ka-
mere tudi ta aplikacija snema posnetke, dolge nekaj minut,
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Slika 8: Prikaz izvozZenih podatkov na zemljevidu.

na posnetek pa lahko doda uro, geolokacijo in hitrost avto-
mobila, kot je prikazano na Sliki 9. Datoteke so shranjene v
formatu MP4 in zakodirane s kodekom AV1 in ob pomanjka-
nju prostora na shranjevalnem mediju se prav tako prepise

najstarejsi posnetek.
b 1606, ‘Mosas@@és
V. )

Slika 9: Zapisani podatki na posnetku.
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Metapodatke smo najprej dobili z orodjem exiftools [17].
Orodje je pridobilo osnovne metapodatke kot je recimo re-
solucija posnetka, dolzina posnetka, datum in ¢as snemanja
itd. Ni pa uspel dobiti metapodatkov o geolokaciji. Metapo-
datke o geolokaciji smo poskusali pridobiti tudi z orodjema
fimpeg [9] ter mp4box [10], vendar tudi ti dve orodji nista
bili uspesni.

Nato smo videoposnetek odprli s programom ImHex [11], ki
prikaze binarno vsebino datoteke. S tem programom smo
poiskali nize v vsebini datoteke kot so na primer “GEO%,
“LOCATION®, “GPS“ in podobne, vendar se ti niso naha-
jali v datoteki. Poskusali smo tudi poiskati nize kakrsnih

Map created at GPSVisualizer.com

koli ze znanih podatkov, na primer, lokacijo snemanja (is-
kali smo niz “Ljubljana‘“), vendar tudi teh nismo dobili. Me-
tapodatkov o geolokaciji nismo nasli, ¢eprav so prisotni v
videoposnetku. Na podlagi tega sklepamo, da jih je apli-
kacija DroidDashcam [1] zapisala v sam posnetek in ne kot
metapodatke.

9. ZAKLJU¢KI

V nalogi smo prikazali pregled podro¢ja avto kamer. Avto
kamere niso zgolj naprave, ki nam omogocajo varnejso vo-
znjo, temvec sluzijo tudi kot dokazni material pri morebi-
tnih preiskavah. Kot uporabnik je treba biti previden, da je
uporaba avto kamere sploh legalna. Poleg same vsebine vi-
deoposnetka so pomembni tudi metapodatki, ki jih najdemo
na avto kameri.

Pri preverjanju metapodatkov enega izmed nasih videopo-
snetkov smo uspesno pridobili podatke o lokaciji in ¢asu sne-
manja, medtem ko na drugem videoposnetku teh podatkov
nismo uspeli dobiti. NaSo raziskavo bi lahko nadgradili z na-
kupom avto kamere, saj bi tako lahko pregledali se dodatne
metapodatke, ki se nahajajo v datoteCnem sistemu.

10. ZAHVALA

Posebna zahvala za pomo¢ pri naslovu Kako je glede legalno-
sti avto kamer v Sloveniji? 2.1.1 gre izr. prof. dr. Primozu
Gorkicu, univ. dipl. prav.. Pomagal nam je pri razresitvi
dileme kako je z legalnostjo avto kamer pri nas, ter nas po-
ducil glede pravnega vidika uporabe avto kamer v Sloveniji.
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An Enhanced Blockchain-Based Digital Forensics
Architecture Using Fuzzy Hash

Luka Boljevi¢
Ib7093@student.uni-lj.si

ABSTRACT

A recently proposed way to achieve better IoT security using
blockchain technology includes using an immutable ledger, a
decentralization architecture and a well-established low-level
cryptographic algorithm. An issue that presents itself is that
not all IoT devices are compatible with existing implemen-
tations of this idea, as some of them use conventional hash,
which is useless for comparing similar files (as even the small-
est change causes the hash to be completely different). The
authors of the reviewed paper [5] propose an approach using
fuzzy hash (in addition to conventional hash for authentica-
tion) to construct the Blockchain’s Merkle tree, which allows
the discovery of altered files by comparing its hash to the
one in the Blockchain network. We propose and implement
an improved approach, which could be beneficial to all types
of digital forensics.

Keywords
Blockchain, Internet of Things, Fuzzy hash, IoT forensics,
digital examination

1. INTRODUCTION

Everyday usage of IoT devices is becoming more and more
common, which means that the diversity and sheer amount
of data that forensic tools have to process in case of an inves-
tigation is also rapidly increasing. IoT stands for "The Inter-
net of Things” and is a network of physical objects with sen-
sors, processing ability, ability to exchange data with other
devices and does not require human interaction to do so.
A common examples of 10T devices are "smart home” ap-
pliances e.g. thermostats, smart locks, cameras... but also
drones and cars connected to the network, which creates a
wide attack surface that expands with more such devices
emerging.

The diverse nature of data from IoT devices provide dif-
ficulties for ensuring the collected evidence has not been
tampered with. This is additionally hindered by the lack

Teodor Janez Podobnik
tp7220@student.uni-lj.si

Hana Zlobec =
hz2731@student.uni-lj.si

of an integrated standard for IoT-based forensic investiga-
tion [4]. Existing methods rely on the data of interest being
always readily accessible, which can not always be said for
IoT related data.

The idea of using blockchain technology in digital forensics is
becoming more and more interesting, as it provides a better
alternative to the traditional centralized architecture, which
is based on a central authority verifying the collected digital
evidence. This provides an opportunity for the evidence
being tampered with, either by insiders or attackers.

Blockchain is a list of blocks (records) that are linked to-
gether. Every block contains a cryptographic hash of the
previous one, transaction data and a timestamp, which proves
that the data existed when the block was published. The
transaction data is usually represented as a Merkle tree,
where each leaf is a data node. Blockchain is resistant to
alterations, since no block can be modified without this im-
pacting all blocks that follow it [1]. Using a blockchain for
integrity preservation of data acquired in a forensic process
is becoming more popular, as it makes the internal infor-
mation and the ledger visible to all participants, therefore
allowing any participant to verify data’s integrity. There are,
however, some constraints when it comes to using blockchain
for IoT. The first is the constrained processing power and
storage capacity of IoT devices which is necessary to secure
and maintain a blockchain. Secondly, each new block’s ca-
pacity is restricted (transactions are limited to a few dozen
per second), which makes it hard to keep up with the rapid
deployment of new IoT devices. Then there is the confir-
mation delay (single block creation), which would require a
lightweight cryptographic hash algorithm [9], because of the
aforementioned slow availability of new blocks.

The downside of traditional hashing techniques, which are
usually used in blockchain, is the fact that every unique
file/data stored on a blockchain, no matter how similar it is
to some other data, will have a completely different transac-
tion hash. This is due to its inherent property called crypto-
graphic diffusion and it enables certain pieces of evidence
(that might have similar binary strings as already docu-
mented evidence) to remain undiscovered. This is where
fuzzy hash comes in. It enables comparing hashes of files
that are homologous, which means they are similar, but are
not perfect copies, since the similarity is retained in the hash.
Using fuzzy hash, we can compare incomplete, malformed,
partially obstructed files to the original in order to find the



connection with the suspect.

The method from the main article[5], which we aim to im-
prove, has the difficulties of IoT forensics in mind, but any
part of digital forensics could benefit from this architecture.

1.1 Article Overview

In chapter 2 we provide an overview of the proposed ap-
proach from [5], a brief description of its main components,
and the authors’ results in 2.5. In chapter 3, we describe
the downsides of that approach and describe and propose
our own architecture, which uses Smart Contracts on the
Ethereum network. In chapter 4, we test and compare a few
fuzzy hashing algorithms that can be employed within the
two described architectures. The article is concluded with
chapter 5, where we repeat our main findings.

2. PROPOSED APPROACH

The approach builds on previous work done on distributed
ledger architectures, with the significant improvement of us-
ing fuzzy hash instead of traditional hash for preserving the
integrity of blocks and easier analysis, as seen in figure 1.
By combining these approaches it makes the forensic exam-
ination more manageable by accomplishing the following:

e Continual integrity for the whole evidence chain,
e Immutable storage of the record fingerprints,
e Transparency of the evidence chain,

o Identification of related records

In the following subsections, we will describe the main com-
ponents of the framework and how the immutable chain of
records fingerprints is constructed. We will refer to a hash of
the record as a fingerprint or digest, since we are not exclud-
ing an option for the record to be digitally signed. Similarly,
we will use terms such as record or (transactional) evidence,
but they all refer to the same thing.

2.1 Proposed Forensic Chain

The proposed framework uses a distributed ledger for storing
fingerprints of transactional evidences (TEs), while enabling
users to sort related records based on fuzzy hash.

2.2 Transaction

Forensic chain starts by fuzzy hashing the data, producing a
transaction hash that uniquely identifies it’s corresponding
data. Since each node on a blockchain should retain a copy
of the complete ledger, it’s reasonable to keep the amount
of data stored on the chain as low as possible. To further
optimize the amount of data stored on each block, a Merkle
tree is constructed.

2.3 Merkle Tree

The Merkle tree is a hash tree, constructed by hashing all
transaction hashes until it converges into a single hash called
Merkle root, as seen on the Figure 2. Merkle root ensures
that the each investigation’s findings can be securely verified
against it, requiring only reduced number of hashes that it
relates to, rather than all hashes from the tree.

2.4 Blocks

To form an immutable object, Merkle root is combined with
the following items to form a single block on the blockchain:
(i) pre-block hash, (ii) which version it is, (iii) the nonce, (iv)
the timestamp, (v) the block state and (vi) the Merkle root.
Joining the described components we form an unbreakable
chain of records, transparently stored on a decentralized net-
work.

2.5 Results of Proposed Approach

Authors of [5] implemented the proposed model in Python
and tested its response time, delay and throughput capabil-
ities. They started by building the Merkle tree with fuzzy
hash after applying SHA256 to the TE records, then validat-
ing the blockchain, using fuzzy hash for the Merkle root and
then implementing the PoW and creating a text file with
the block information.

First, they compared node response time in the cases of us-
ing fuzzy and traditional hash to create the Merkle tree.
They measured the time the node takes to receive the trans-
action, mine a new block and create the text file with block
information. The results show that in this model, using
fuzzy hash reduces the response time by an average of 2%
when compared to the version using traditional hash to en-
code transactional evidence records. This confirms that the
model can deal with a large number of blocks and therefore
validates the idea of using this model in real time.

They then tested the CPU usage in dependency of the num-
ber of generated blocks. As they expected, needed CPU re-
sources increase with the need for new blocks, although the
need for CPU resources seems to stagnate with the larger
number of needed blocks. To stress-test, they simulated
50, 100 and 500 concurrent users with the users perform-
ing operations like getting the blockchain status, posting the
transaction to the node and getting the mined block status.
They observed that the completion time increased with the
number of users and that getting the blockchain status and
mining took the most time, which makes sense since min-
ing needs more resources to complete PoW and hashing the
Merkle root.

Lastly they tested the model on a Raspberry Pi, to confirm
its ability to run on IoT devices. They considered the Rasp-
berry Pi as a node in the blockchain network and focused
on monitoring time consumption and power consumption, as
these are the main issues running blockchain on IoT. They
measured the power using a wall outlet power meter. The
results were compared to consumption when using a laptop,
as you can see in table 1.

Laptop Raspberry Pi
[s] 3 13
PlmW] 4 12

|

Table 1: Average measurements of time and power con-
sumption of generating a new block and adding it to the
blockchain network. [5]

The time consumption difference makes sense since we are
comparing a laptop with more resources compared to a Rasp-
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Figure 1: 10T evidence management using blockchain and fuzzy hash [5].
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berry Pi. If we then compare this difference to the difference
in power consumption, it is smaller.

The model does show some space for improvement on its
execution time and complexity, which requires further re-
search and testing. In any case, the proposed model seems
like a good option even for implementations on devices with
power and memory scarcity (like IoT devices).

3. ALTERNATIVE APPROACH

The downside of authors approach lies in the fact that in
order to accomplish it, core algorithms of the blockchain
need to be modified in order to suffice the need for similar
records identification. We believe a better approach is to
utilize Smart Contracts on Ethereum network, that enables
users to build decentralized applications (DApps) on top of
the blockchain, while preserving the underlying technology.

The following sections summarize the main components of
the alternative approach and compare the two methods.

Note that the two models mainly differ in terms of usability,
while both address the same issue.

3.1 Data Digest

Each execution in the Smart Contract (SC) costs a fee, there-
fore it’s desirable to perform as many as possible operations
outside of the network. In other words, before interacting
with the SC, we (fuzzy) hash the data locally - not to men-
tion hashing is a costly operation and with this, we avoid
higher costs. Each new hash of the potentially modified ev-
idence is chained by prefixing it with the fuzzy hash of the
evidences previous state which allows us to chronologically
order the records.

Additionally, when pushing data to the blockchain it’s advis-
able to lower the amount of it as much as possible. Not only
would it take undesirable amount of time to complete the
transaction (about 14 minutes to save just 1 MB of data),
but it would also cost much more than to store the data
just on an occasional database. In the following section we
describe an additional technology used to store data and
circumvent this issue.

3.2 Data Storage

In comparison to centralized database, InterPlanetary File
System (IPFS) is a decentralized database we utilize to pre-
serve transparency and immutable storage of the data. Pri-
mary purpose of this technology is not meant to store sen-
sible information since any participant of the IPF'S network
can host and see your files. Therefore an additional public
key infrastructure is needed, to encrypt the data, but this is
out of scope of this article.

Stored data is content addressable enabling user to retrieve



the content based on an unique identifier. On top that,
IPFS network allows us to reference arbitrary content using
a single identifier which is achieved by InterPlanetary Name
System (IPNS). The concept is summarized in Algorithm
1. In the subsequent chapters we will refer it as an IPNS
identifier and use it to group evidence and its modification
in the Smart Contract. In practice, the user is still required
to keep a separate note of relevant content addresses.

Our proposed solution is not bound to use IPFS as a storage
platform, rather the main component of the system is to
use Smart Contracts to enable any party to self-verify the
integrity of data.

Algorithm 1 Storing data on IPFS

INPUT: Digital evidence DE

OUTPUT: IPNS identifier I : Fuzzy hash F
K < Storedata_on IPFS(DFE)

I «+ BindCID_to_IPN Sidentifier(K)

F = calculate_fuzzy_hashed_value(DE)
return I, F;

3.3 Smart Contract

Smart contracts are digital contracts, which are kept on the
Ethereum network and execute in a secure and immutable
way while not requiring a third-party to communicate with
the rest of the network.

When applied to IoT devices, Proof of Work (PoW) algo-
rithm needed to establish a consensus between nodes about
the ledger requires a lot of resources (memory and processing
power), consequently a simplified consensus algorithm needs
to be considered. Note that this issue is already partly ad-
dressed by the new Proof of Stack (PoS) consensus algorithm
Ethereum community is actively developing.

With IoT, using a simplified PoW algorithm with a lower
difficulty decreases the time needed to create a new block
and with that, makes reaching the consensus between the
nodes of the IoT network easier and much faster.

4. HASH ALGORITHMS COMPARISON

The proposed architectures both utilize fuzzy hashing in-
stead of traditional hashing algorithms, to make sure that
the integrity of the blockchain is maintained, and to enable
preservation of similarity between files. This can not only
detect whether a file has been tampered with but also pro-
vides a measure of change. In this chapter, we will compare
3 popular fuzzy hashing algorithms to see which one may be
best suited for the purposes the architectures seek to achieve.

4.1 ssdeep

The first algorithm we will consider is ssdeep [3], probably
the most popular fuzzy hashing algorithm. The process of
ssdeep fuzzy hashing begins by splitting the file into several
blocks, which are then each separately hashed. At last, all
block hash values are then concatenated to create a joined
fuzzy hash value. The length of the resulting fuzzy hash is
influenced by the file size, block size and the output size of
the chosen hashing algorithm. The proposed method in [5]
precisely uses ssdeep, which outputs context-sensitive piece-
wise hashes [2] (CTPH), which is also what fuzzy hashes are

called. This means we are able to identify identical bytes in
the same order, even if bytes separating them vary in length
and content. Files like that are also called homologous.

After the fuzzy hash is constructed, the digital investigator
can make conclusion on the size of modifications. He is also
able to determine which block of the files were changed.
ssdeep outputs a measure of similarity between two files,
meaning a 100 denotes files are equal, while 0 means files
are totally different.

4.2 LZJD

The next fuzzy hashing algorithm we will have a look at
is LZJD, or Lempel-Ziv Jaccard Distance [7, 8]. LZJD is a
distance metric designed for arbitrary byte sequences, and
was originally used for malware classification. The back-
ground and motivation for LZJD was given in [8], but here
we’re going to briefly cover what LZJD does to compute file
similarity.

This method works by building a set of previously seen
strings from the given byte string b. The set initially starts
out empty, and a pointer starts at the beginning of the file
looking for substrings of length 1. If the pointer is look-
ing at a substring that has been seen before, we leave it in
place and increment the desired substring length by 1. If
the pointer is at a substring that has not been seen before,
it is added to the set. Then the pointer is moved to the
next position after the substring, and the desired substring
length reset to 1. This is repeated until no new items can
be added to the set. The function returns the constructed
set. The strings in the set will get progressively longer as
the length of the input increases. A pseudo code, for easier
understanding, is given in Algorithm 2.

Algorithm 2 Lempel-Ziv set [8]

: Input: Byte string b
S+ {}
start < 0
end < 1
: while end < |b| do
bs < b[start : end)
if bs & S then
S <+ SuU{bs}
start < end
10: end if
11: end < end + 1
12: end while
13: return s

Once we have these sets for two binary strings of interest, we
can compute the Jaccard similarity between these two sets:

ANB
(4, B) = }AUBI

The value J(A, B) is in the range [0, 1], so the output of
LZJD is a percentage which indicates how similar two byte
strings are. Computing this similarity, especially for longer
byte strings, turns out to be rather slow, so approximations
are used to speed up the process. However, we will not go
into details here, as this is not the topic of this paper.



(a) Original image with no watermark

N

(b) Changed image with added watermark (bottom right)

Figure 3: Images used for comparing fuzzy hashes
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The last fuzzy hashing algorithm we will consider here is
TLSH or Trend Micro Locality Sensitive Hash [6]. Given a
byte stream with a minimum length of 50 bytes, TLSH will
generate a hash value which can be used for similarity com-
parisons. We will shortly cover the steps TLSH does to pro-
duce a hash value for a byte string.

Observe any byte string. The TLSH hash of that byte string
is computed during 4 steps:

1. Process the byte string using a sliding window of size
5 to populate an array of bucket counts.

2. Calculate the quartile points of the bucket array, g1,
g2 and gs

3. Construct the digest header values (header of the di-
gest has 3 bytes)

4. Construct the digest body by processing the bucket
array

The final TLSH digest constructed from the byte string is
the concatenation of the hexadecimal representation of the
digest header values from step 3, and the hexadecimal rep-
resentation of the binary string from step 4. The scoring
function that is used for TLSH is rather complicated, but it
is just important to point out that in theory, it is in the range
[0, 00]. i.e. it is theoretically unbounded from above, unlike
ssdeep and LZJD. This means the higher the TLSH score, the
more differences exist between the two binary strings we are
comparing (while a score of 0 of course means the two strings
are identical). Likewise, in the original paper for TLSH, the
authors reason the choices for some of the sub-parts of each
step, but we will not go into that here. We will immediately
dive into comparing these 3 fuzzy hashes.

4.4 Comparison
Let us now perform the comparisons. First off, consider two
pieces of text, with only one change being that the second

text uses a capital B for the first occurrence of the word
"building”:

e "Because highly fit schemata of low defining length and
low order play such an important role in the action
of genetic algorithms, we have already given them a
special name: building blocks. Just as a child cre-
ates magnificent fortresses through the arrangement
of simple blocks of wood, so does a genetic algorithm
seek near optimal performance through the juxtapo-
sition of short, low-order, high-performance schemata,
or building blocks”

e "Because highly fit schemata of low defining length and
low order play such an important role in the action
of genetic algorithms, we have already given them a
special name: Building blocks. Just as a child cre-
ates magnificent fortresses through the arrangement
of simple blocks of wood, so does a genetic algorithm
seek near optimal performance through the juxtapo-
sition of short, low-order, high-performance schemata,
or building blocks”

The small Python script we wrote returned the result seen
in figure 4.

TEXT COMPAR
ison(the lower the number, the better):

SDeep hash comparison(the higher the number the better):

similarity = 97

mparison(the higher the number the better):

Figure 4: The comparison/similarities returned for the pro-
vided text

We see in figure 4 that ssdeep seems to be the best one
out of the bunch. It returns that the two short paragraphs
are 97% similar. On the other hand, LZJD was not able to
detect any differences between them, while TLSH detected
it. If we make another change, and instead of the word be-
ing "Building”, we set it to "BUilding”, ssdeep now returns
a similarity of 100%, while TLSH returns the result of 87
(only an increase of 3 in the difference score). LZJD still re-
turns 0. If we set the word to be "BUIlding”, ssdeep returns



97%, while TLSH surprisingly returns only 11. Even though
the second result returned by ssdeep is not the most accu-
rate, we can definitely turn our attention away from TLSH,
as it showed major inconsistencies with the returned score.
Hence, ssdeep seems to be (way) more consistent with its
results (at least for text).

Now consider two pictures, one without a watermark (fig-
ure 3a), and the other one completely the same, but with
our watermark (figure 3b) - this picture was altered ever so
slightly. A change like this, in practice, may indicate that
the criminal tried to portray the image as his own, i.e. he
denies any copyright infringement or plagiarism. The results
returned by our short script are shown in figure 5.

n{the lower the number, the better):

n(the higher the number the better):

son(the higher the number the better):

Figure 5: The comparison/similarities returned for the
shown images

For reference, if we take any picture, change one byte of it,
and compare those two pictures, TLSH will return a result of
just 1! (while ssdeep and LZJD both return 0). Now, even
though the pictures are slightly different, we notice (in figure
5) that ssdeep and LZJD fail to detect the differences, while
TLSH detects it, with a difference of 199. It is a noticeably
larger score than 1, however, unlike ssdeep and LZJD, it is at
least sensitive enough to detect the differences. The similar
result is obtained with other, similar images (one original,
and one with a very light watermark). Out of these three
algorithms, we can say that TLSH is the most consistent for
images.

S. CONCLUSIONS

The approach outlined in [5] is a rather adequate approach
preservation of data integrity. Above all, it allows digital
investigators to carry out their investigations and exami-
nations in a more manageable and modern way, while still
providing more or less completely secure evidence preser-
vation. A blockchain based digital forensic framework is a
perfect for this, but the described approach does not come
without downsides. The problem lies in the fact that in or-
der to successfully accomplish it, the core of the blockchain
needs to be changed, only such that similar records can be
identified.

Our approach utilizes Smart Contracts running on the Ethereum

network. This enables users to build decentralized applica-
tions on top of the blockchain, while preserving the under-
lying technology. This removes the need to change the core
of the blockchain, while solving the exact same issue as the
original approach. Likewise, our architecture enables users
to use also other fuzzy hashing technologies interchangeably,
making it backward compatible and easily upgradeable in
the future.

Setting aside the resources required to secure and efficiently

run a larger scale blockchain network for IoT devices, the
lightweight and popular fuzzy hashing algorithms that would
be algorithms of choice, namely ssdeep for text based evi-
dence, and TLSH for images and videos as discussed in section
4, are easy to use and the code is open source too. Unfor-
tunately, we are yet to see a fuzzy hashing algorithm that
can work well for both images and text at the same time,
but our proposed architecture is constructed in such a way
where any fuzzy hashing algorithm can be used.

Using blockchain for integrity preservation of evidence dur-
ing a forensic investigation is growing in popularity, espe-
cially in recent years. The difficulty of preserving the in-
tegrity of our evidence (or anything for that matter) is built
right into and literally defines blockchain as a concept, and
we are making use of exactly that. The aforementioned
lightweight fuzzy hashing algorithms are provably good for
digital forensics purposes. Regardless of the drawbacks of
the approach described in [5], a blockchain-based digital
forensics architecture brings many advantages over tradi-
tional investigation and evidence storing techniques, and as
this technology develops, it is only going to become easier
for digital investigators to perform their already cumber-
some investigations.
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POVZETEK

Usposabljanja na podro¢ju mobilne forenzike so v danasnjih
¢asih vedno bolj pomembna. Seminarska naloga predstavlja
nekatere izmed izzivov s katerimi se zaradi pomanjkanja le-
teh srecujejo udelezenci forenzi¢ne preiskave. To podrocje
se vedno bolj razvija, tudi kriminalci vedno bolj izkoris¢ajo
mobilne naprave za izvajanje raznih zlo¢inov. Z namenom
zagotavljanja boljSega usposabljanja je bilo narejenih tudi
ze veliko raziskav. V ¢lanku [1], ki sva ga uporabili za zgled,
je predstavljenih tudi nekaj rezultatov glede kategorizacije
usposabljanj ter mnenj o pridobivanju posameznih spretno-
sti oz. pomanjkljivostih. Naredili sva Se kratko analizo pred-
metnikov na slovenskih fakultetah, ki vsaj delno pokrivajo
podrocje povezano z mobilno forenziko.

Kljucne besede
mobilna forenzika, standardizacija

1. UVOD

Kot seminarsko nalogo sva si izbrali ¢lanek z naslovom Law
enforcement educational challenges for mobile forensics [2].
Cilj seminarske naloge je podrobnejsa analiza podrocja in
primerjava z nasim okoljem. Clanek govori predvsem o Sirje-
nju znanja s podro¢ja mobilne forenzike ter predstavi rezul-
tate opravljenih analiz ter raziskav. To znanje je v danaSnjih
casih nujno potrebno tudi za organe pregona. Pomembno je
tudi pravno znanje v forenziki, saj je ob izvajanju vseh fo-
renzi¢nih postopkov potrebno upostevati tudi vse zakone.

Najprej predstaviva projekt, ki skrbi predvsem za izboljSanje
digitalne varnosti. Nato preletiva podrocja, ki jih je ¢lanek
[2] opisal ter poskuSava najti vzporednice in primerjave z
nasim okoljem. Posvetiva se Se predmetnikom na razli¢nih
slovenskih fakultetah, ki pokrivajo podobna podrocja ter na
koncu predelava izzive, ki jih izobrazevanje na tem podroc¢ju
ustvarja.

2. PREGLED PODROCJA

Masa Juras
Fakulteta za raéunalnistvo in informatiko
Vecéna pot 113
Ljubljana, Slovenija
mj0101@student.uni-lj.si

Obstaja ogromno literature v povezavi z izobrazevanjem in
metodami izobrazevanja oz. usposabljanja, vendar je pou-
darek ¢lanka [2] predvsem na potrebah kazenskega pregona
po mobilnem forenzi¢nem usposabljanju. Avtorji razisku-
jejo trenutno situacijo na tem podrocju ter opravijo analizo.
Proces je vkljuceval §tiri glavne faze, in sicer:

1. pregled literature: zbrani so bili materiali, ki se osre-
dotocajo na digitalno forenzi¢no izobrazevanje in uspo-
sabljanje, izobrazevanje o mobilni forenziki, razvoj in
izzive mobilne forenzike ter kazenski pregon

2. zbiranje odprtokodnih informacij: identifikacija, zbira-
nje in analiziranje obstojecih tecajev mobilne forenzike

3. vpraSalnik za predavatelje: kvalitativna raziskava

4. intervjuji: kvalitativni nestrukturirani spletni ali tele-
fonski pogovori

V primerjavi s tem je v Sloveniji [3] Se precejsnje pomanjka-
nje na tem podroc¢ju. Slovenija nima drzavne institucije za
digitalno forenziko, pa¢ pa vse potrebne postopke glede tega
izvaja Policija oziroma eden izmed oddelkov za rac¢unalnisko
preiskovanje ali pa Center za racunalnisko preiskovanje.

2.1 FORMOBILE

FORMOBILE [4] je projekt EU, financiran v okviru pro-
grama the Horizon 2020. Gre za projekt, pri katerem si pri-
zadevajo izboljsati digitalno varnost in zasc¢ito v EU. Kon-
zorcij FORMOBILE sestavljajo skrbno izbrani partnerji, ki
jih koordinira univerza Mittweida. Zdruzuje organe pregona,
podjetja, civilne organizacije in akademske institucije z raz-
liénih podrocij. Skupno je zdruzenih 19 projektnih partner-
jev iz 13 razlicnih drzav EU ter dveh pridruzenih drzav.
Vsak izmed njih je strokovnjak na svojem podrocju.

Kriminalci uporabljajo mobilne telefone za komunikacijo,
koordinacijo, organizacijo in izvedbo ilegalnih dejavnosti,
zato je cilj projekta zagotoviti orodja, metode ter razna iz-
obrazevanja, ki bodo organom pregona pomagali izslediti
kriminalce.

Le-ti uporabljajo najnovejSe tehnologije, da jih organi pre-
gona ne bi odkrili pri zagresitvi kriminalnih dejanj. Naj-
pomembnejse je, da imajo organi pregona varne, zanesljive
ter zaupanja vredne nacine dostopa, dekodiranja in uporabe
podatkov kot dokaz.



Sodelujoci v projektu si zelijo razviti popolno verigo foren-
zi¢nih preiskav, ki cilja na mobilne naprave. Veriga foren-
zi¢ne raziskave je razdeljena na tri korake:

e pridobivanje podatkov,
e dekodiranje ter

e analiza podatkov.

Rezultat bi nato moral biti celosten pogled nad vsemi po-
drocji mobilne forenzike, ki bi omogocal nadaljnje raziskave.

2.2 Izzivi izobraZevanja na podroc¢ju mobilne

forenzike
Avtorji ¢lanka [1], ki sva ga uporabili za zgled, so izpostavili
probleme v izobrazevanju, s katerimi se srecamo, ko govo-
rimo o mobilni forenziki.

Eden izmed teh je pomanjkanje znanja o pravilnem zajemu
dokazov ter neucinkoviti rabi forenzi¢nih orodij [2]. Opar-
nica [5] je mnenja, da bi zato morali uvesti ‘hands-on‘ pri-
stop usposabljanja, ki bi moral vkljucevati vse udelezence
forenzi¢éne preiskave (forenziéne strokovnjake, obrambo in
tozilstvo, sodnike ter policiste).

Problem je tudi pomanjkanje samega usposabljanja na temo
mobilne forenzike. Bajramouvié [6] izpostavi izzive, s katerimi
se sreCujemo pri usposabljanju za le-to in sicer:

1. uporaba posodobljenih in realisti¢cnih materialov za
usposabljanje

2. premalo usposabljanj.

Krdger et al. [7) ter Paullet et al. [8] so v svojih ¢lankih
predlagali samo vsebino usposabljanj, in sicer:

1. da se usposabljanja fokusirajo na operacijske sisteme
mobilnih naprav kot so iOS in Android

2. usposabljanje za uporabo orodij v namen preiskave
3. informiranje o tipih mobilnih naprav

4. postopki obdelave dokazov.

Alva in Endicott-Popousky [9] pa sta v svojem ¢lanku izpo-
stavila, da so tozilstvo, obramba in pa tudi sodniki premalo
izobrazeni o tematiki digitalne forenzike nasploh. Predlagali
so, da se tudi oni udelezijo usposabljanj in tako pridobijo
znanje o presojanju sprejemljivosti dokaza.

Humphries et al. [1] so kot problem izpostavili tudi pomanj-
kanje jasno definiranih standardov oz. postopkov mobilne
preiskave.

2.3 Mobilna forenzika kot del predmetnika v
tujini

Humphries et al. [1] so izvedli raziskavo o tem, katere korake

mobilne forenzi¢ne preiskave pokrivajo razna usposabljanja

in predmeti na fakultetah. Analizo so izvedli v 30 drzavah,

kjer so pregledali kar 93 tecajev.

V tabeli 1 lahko vidimo, da so podrocja s slabso pokrito-
stjo forenzika mobilnih omrezij, dekripcija in enkripcija ter
vizualizacija podatkov pridobljenih iz dokazov. Pomanjka-
nje izobrazevanja o sami vizualizaciji podatkov predstavlja
slabSe razumevanje dokazov s strani organov pregona.

Category Number of Codes Total occurrences of Codes
Analysis 173 644
Acquisition 146 948
Automation 64 195
Network 60 183
Security 56 152
Forensic Readiness 46 239
Investigation 39 188
Devices 35 124
Regulative 24 86
Decryption 24 87
Development 24 37
Integrity 24 62
Challenges 20 38
Identifiers 17 104
Communications 16 82
Operating Systems 15 207
Preservation 14 58
Documenting 12 66
Extraction 9 63
Crime Scene 9 48
Evaluation 5 19
Visualisation 3 8
Encryption 3 3
Metadata 2 7
Framework 2 21

Table 1: Analiza podroéij, ki jih pokrivajo te¢aji o mobilni
forenziki [1]

3. 1ZZIVI MOBILNE FORENZIKE V SLO-
VENILJI

V Sloveniji se ravno tako kot drugje sre¢ujemo s problemom
standardizacije. Ze sam pojem digitalnega forenzika ni &isto
jasno definiran. V splo$nem je digitalni forenzik oseba, ki
se ukvarja z zbiranjem, shranjevanjem in analizo digitalnih
dokazov, vendar pa ni jasno definiranih pogojev, ki jih mora
izpolnjevati posameznik za opravljanje tega dela [10].

Selinsek [11] v svojem ¢lanku poudari, da tehnologki na-
predek zahteva stalen razvoj digitalne forenzike (katere veja
je tudi mobilna forenzika), kar vodi do hkratnega razvoja
dveh podroécij: tehni¢nega z razvojem forenzi¢nih orodij in
pravnega s spreminjajo¢imi pravnimi standardi. Poudari,
da dokler se ne najde univerzalne metodologije za validacijo
digitalnih dokazov in dokler drzave ne vzpostavijo certifici-
ranja preiskovalcev, bodo morali odlocevalci v kazenskih po-
stopkih (ve¢inoma sodniki) sami odlo¢ati o sprejemljivosti
dokazov, kar pa pomeni da bodo tudi oni primorani nadgra-
jevati svoje znanje.

4. MOBILNA FORENZIKA KOT DEL PRED-
METNIKA V SLOVENIJI



Tudi pri nas se najdejo programi, ki izobrazujejo o mo-
bilni forenziki. V tabeli 2 so predstavljeni rezultati analize
predmetnika teh predmetov z razli¢nih fakultet v Sloveniji
[12][13][14]. Kot lahko opazimo pokrivajo osnove digitalne
forenzike, kjer se fokusirajo na osnovne pojme s katerimi se
tekom forenzi¢ne preiskave srecamo ter s tem kako zagotoviti
verodostojnost digitalnih dokazov. Zajeto je tudi tehni¢no
ozadje, kjer se predstavi predvsem datotec¢ne sisteme in ar-
hitekturo naprav s katerimi se bodo srecevali. Predmetniki
vkljucujejo tudi opis orodj s katerimi se izvaja forenzi¢na
preiskava. Studente poucijo tudi o samem postopku foren-
zi¢ne preiskave in o sestavi porocila.

Kategorija podroéja

Obseg kategorije

digitalne forenzike
Uvod v digitalno forenziko - osnovni pojmi digitalne forenzike
- digitalni dokazi

- verodostojnost dokazov

- datoteni sistemi

- tipi datotek

- pomnilniski mediji

Tehniéno ozadje

- uvod v racunalnisko arhitekturo in OS

- Sifriranje podatkov

- omreZne tehnologije
Postopek forenzi¢ne preiskave - dokumentiranje
- zavarovanje dokazov

- vrste analize

Porodanje - izlo¢anje dokazov

- sestava porocila

- pojasnjevanje najdenega
Orodja - orodja za forenzi¢ne preiskave

Table 2: Analiza predmetnikov digitalne forenzike na sloven-
skih fakultetah [12][13][14]

5. ZAKLJUCEK

V delu smo naredili pregled nad izzivi, s katerimi se srecujejo
udelezenci mobilne forenzi¢ne preiskave. Glavni problemi
so pomanjkanje materiala za usposabljanja in pomanjka-
nje usposabljanj nasploh. Zanimive so predvsem ugotovitve
kako je s predmetniki, ki vsebujejo podro¢je mobilne foren-
zike po fakultetah. Izpostavili smo katera podrocja so med
bolj pokritimi in katera bi morala biti izbolj$ana. Strinjamo
se s sklepi ostalih avtorjev na tem podroc¢ju in menimo, da je
najve¢ji problem na tem podro¢ju prav pomanjkanje Sirine
podrocja veéine predmetov na temo mobilne forenzike.
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ABSTRACT

WhatsApp is a messaging app used worldwide by more than
a billion people and has become part of everyday life for
many as a free alternative to SMS. Therefore, it could po-
tentially give investigators useful information. However, ob-
taining those information does not come without hurdles be-
cause WhatsApp started to have end-to-end encryption in
2016, making real-time insight much harder to obtain. Be-
fore 2016, WhatsApp was in plain text XMPP and was not
nearly as problematic for digital investigators and analysts.
WhatsApp is a double-edged sword for digital forensics: it
could be a great source of information (text messages, au-
dio ones, calls, photos files, etc.) but many elements can
hinder the access to them due to deletion and end-to-end
encryption.

This report gives an overview of the challenges specific of
WhatsApp now that it is end-to-end encrypted and explains
methods of how one can go about getting real-time as well as
non real-time information through WhatsApp. As each ap-
proach to get information has both benefits and drawbacks,
we will discuss their use and provide conditions that would
make some techniques more relevant.

Keywords
WhatsApp forensics, Mobile forensics, Investigation, En-
cryption

1. INTRODUCTION

While SMS are sent and stored on servers in plain text,
WhatsApp has been providing end-to-end encryption to its
users since 2016. Thus classic wiretapping cannot be ap-
plied when one wants to have live information such who the
person is communicating with and what the content of their
communication is at the moment. Wiretapping can only
give metadata. Alternative techniques exist and are still
the subject of ongoing research, as some issues still need
to be solved and WhatsApp keeps updating, making some
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techniques obsolete. The difficulty of obtaining real-time in-
formation led to the focusing of WhatsApp investigation on
post-mortem investigation.

Several approaches exist to bypass the obstacles faced, some-
times exploiting the fact that WhatsApp can make choices
of its design that will prioritize the users’ experience rather
than their privacy.

First, basic information about WhatsApp will be given in
order to understand the methods that will be described for
WhatsApp investigation. One section will be dedicated to
obtaining real-time information through WhatsApp and an-
other one will be dedicated to non-real time investigation,
which is the more common kind.

2. WHATSAPP

This section deals with the characteristic information of What-
sApp useful for understanding the investigation conducted
by the investigators.

2.1 Database

When investigating, one is interested in knowing where the
messages are stored so that they can be analyzed. Sent and
received messages are temporarily stored in the WhatsApp
application’s servers. So, according to WhatsApp’s terms of
use, sent messages are stored temporarily on WhatsApp’s
servers, until the recipient receives the message, then they
will be deleted [1]. So, the WhatsApp server contains a lot
of useful information or evidence but only for a very short
period of time. In order to access this data, investigators
must adhere to WhatsApp’s privacy policy, which can be
difficult. This is why it is important for investigators to
exploit the files saved in the mobile device, which are the
message log and database. Indeed, the WhatsApp database
records all conversations and messages (sent and received)

3]-

whatsApp
databases

I
[ 1

msgtore.db wa.db

android_metad | sqlite_sequenc
e

sqlite_sequenc wa. contacts
A X

messages chat_list

Figure 1: WhatsApp databases structure.[3]



The Figure 1 shows that the structure of the databases is
done in a hierarchical manner on three levels, the first con-
tains the main data, the second contains the sub-databases
and the third contains the other sub-files.

The chat database is in msgstore.db. This database stores
the exchanged messages according to their nature, text and
multimedia. msgstore.db consists of three tables with dif-
ferent roles, the three tables are as follows[1]:

e The messages table stores a record for each message
sent or received. The record stored includes two sets
of information, the message content and its metadata.
Examples of metadata are the message type and the
media hash. In addition to that, this record also lists
other attributes of the message such as the communi-
cation partner, message status, timestamp, etc. This
is the table that contains the most information.

e The chat_list table stores records about conversations.
Each record concerns a contacted user.

e The sqlite_sequence table, generated automatically, only
allows the database to function properly. It has no
useful purpose in the investigation of WhatsApp. The
analysis of this table is therefore discarded by the in-
vestigators.

The contact database is in wa.db. This database also con-
tains three tables, with different characteristics. Only the
wa_contacts table is of interest to investigators during in-
vestigations, as the other tables are not useful for the in-
vestigation. The wa_contacts table stores a record for each
added contact. This table lists whether the added contact
is on WhatsApp or not. In particular, this contact record
contains the name, phone number, and WhatsApp ID of the
contact.

Part of the investigators’ job is to analyze the submitted
databases. Keyword indexing is often used to analyze What-
sApp data. For this, a list of keywords is added to a tool,
which searches for these keywords in a dataset[2]. One way
to collect the data is to capture the traffic between two de-
vices. We extract from PCAP, an application programming
interface for capturing network traffic, the network traffic
sent and received by the WhatsApp server. We can set up
two hotspots to capture the traffic. This traffic can be cap-
tured using the packet capture tool Wireshark. This traffic
creates two sets of data, data that sends messages and data
that receives messages|[2].

2.2 Protocols

WhatsApp allows you to communicate in different ways, via
text messages, photos and calls. All these means of com-
munication are end-to-end encrypted. Today, the protocol
used by WhatsApp for VOIP calls is the STUN protocol[2].
STUN is short for Session Traversal Utilities for NAT. STUN
provides the mechanism to communicate with users behind
a network address translation (NAT) firewall, which keeps
their IP addresses private within the local network (LAN).
The network interception allows to identify the use of VOIP
at a given time by a person. However, the STUN protocol

only applies to WhatsApp phone calls and not to text mes-
sages. Therefore, STUN traffic can only be used to analyze
a small amount of communication.

2.3 Methodology

WhatsApp does not store decrypted messages or the pri-
vate keys to decrypt them. Therefore, there is an iterative
method regarding the continuous acquisition, analysis and
documentation of data:

e Prepare: Determine the make and model of the items
that is subject to the investigation, hardware and soft-
ware that is needed, and people we need for the inves-
tigation

e Acquire: Sometimes we don’t physically need the smart-
phone. We can acquire the information remotely. How-
ever, the device can also be physically necessary. This
step should be adapted according to the needs.

e Analyze: This includes automated or manual analysis.
Another question at this stage is whether additional
research is needed to obtain more relevant data that
contributes to the purpose of the survey.

e Report: The end of the process requires some technical
thinking. The report must be complete and clear on
the research questions.

After numerous tests to determine the reliability of the in-
vestigation tools, the NIST mobile device tool test assertion
and test plan was found to be the most relevant test plan
for the WhatsApp investigation tool.

NNIST test assertions Description

Core test assertions

MDT-CA-01 If amobile device forensics tool provides the user with an“Acquire All"data objects acquisition option, then the tool
hal the logical/file syst isition of all data objects without error

MDT-CA-02 If amobile device forensics tool provides the user with a“Select All individual data objects, then the tool shall com-
plete the logical/fle system acquisition of all individually selected data objects without error

MDT-CA-03 If amobile device forensics tool provides the user with the ability to“Select Individual* data objects for acquisition,
then the tool shall complete the logical/file system acquisition for each exclusive data object without error

MDT-CA-04 If connectivity between the mobile device and forensics tool is disrupted for a logical/file system acquisition, then
the tool shall notify the user that connectivity has been disrupted

MDT-CA-05 If amobile device forensics tool completes logical/file system acquisition of the target device without error, then the
tool shall have the ability to present acquired data objects in a via either a preview-p: gener-
ated report

MDT-CA-06 If amobile device forensics tool completes logical/file system acquisition of the target device without error then

the tool shall have the ability to present subscriber and equipment related information (e.g., IMSI, IMEI, MEID/ESN,
MSISDN) in a useable format

MDT-CA-07 If amobile device forensics tool completes logical/file system acquisition of the target device without error then all
supported data elements: PIM data (address book, calendar, notes), call logs, SMS, MMS, chat logs, stand-alone files
(audio, pictures, video), application, social media and Internet related data (bookmarks, browsing history), email
and GPS data shall be presented in a useable format

MDT-CA-08 If the mobile device forensics tool completes logical/file system acquisition of the target device without error,
acquired data containing non-Latin characters shall be presented in their native format

MDT-CA-09 If the mobile device forensics tool completes logicalfile system acquisition of the target device without error, hash
values are reported for acquired data objects or overall case file

MDT-CA-10 If the logical/fle system generated case file or individual data objects are modified via third-party means, then the
tool shall provide protection mechanisms disallowing or reporting d: i

Figure 2: NIST specification.[1]

Figure 2 describes the test assertions selected by NIST. It
should be noted that the NIST assertions were designed to
cover all mobile forensic acquisition tools. Unlike MDT-
CA-03, which is concerned with the selection of individual
data objects, which illustrates the mechanism followed by
WhatsApp acquisition tools, the assertions MDT-CA-01 and
MDT-CA-02 are not applicable to the WhatsApp case.

3. REAL-TIME INVESTIGATION

Sometimes historical data is not enough, therefore one should
try to get live insight: is that person calling/messaging



someone? If so, whom? What are they saying? In this
section, three types of approaches for real-time investiga-
tion will be introduced. The first type will be represented
by two of Dennis Wijnberg’s and Nhien-An Le-Khac’s tech-
niques in early 2021 [5] the principle which boils down to
impersonating another the suspect that is monitored, the
second one relies on public information [5], and the third
one focuses on communication patterns [5, 2].

3.1 Impersonating
This subsection will describe two experiments carried by
Dennis Wijnberg and Nhien-An Le-Khac[5].

3.1.1 Taking over the WhatsApp account

One way to deal with the issue of end-to-end encryption is
simply to take over the monitored suspect’s WhatsApp ac-
count. When entering the suspect’s phone number to log in
on a device that does not belong to the suspect (from the
point of view of the app, it might be the suspect’s new de-
vice) , WhatsApp sends a confirmation code by SMS to the
number entered. That code is necessary to actually take over
the suspect’s account, therefore this technique can only be
carried out if the confirmation SMS can be intercepted, for
example by wiretapping SMS traffic at the telecom provider.
As SMS are not encrypted, it is not much of a challenge.
However, several risks are to be considered when taking over
the suspect’s account. Indeed, the suspect may notice that
his account was logged off on his phone. To limit that risk,
the method has to be applied when the suspect is not us-
ing the app because they are on a plane or sleeping. That
kind of information can be available thanks to public social
media accounts of the suspect’s for example. Nonetheless,
some WhatsApp features will thwart this method of taking
over the WhatsApp account. If someone that sent a mes-
sage to the suspect has the "security notifications” enabled,
they will receive a WhatsApp message notifying that the
suspect’s security code has changed. In addition, if the sus-
pect has enabled the two-step verification system, then both
an SMS verification and an email verification are to be com-
pleted. Another similar method of taking over the suspect’s
account is SIM swap.

3.1.2  Creating a WhatsApp web session

For this method, using the suspect’s phone is at some point
required. On a laptop for example, it is possible to create a
WhatsApp web session, by scanning the QR code displayed
on the screen of laptop with the suspect’s phone. After that
scanning, almost all the WhatsApp data can be retrieved
except for phone calls that are neither visible nor recorded,
and deleted messages. Contacts, files, pictures, text mes-
sages can all be retrieved. Not only has this method the
major drawback of needing the suspect’s phone, but it also
has several risks. Indeed, the suspect may get a notification
about the web session or notice an unusual battery drain.
Again, this method can also be rendered useless by a What-
sApp security feature (if enabled) that requires a bio-metric
verification to create a web session (verification by finger-
print, face or iris scan).

3.2 WhatsApp OSINT (WhatsApp Open Source

INTelligence)

Although WhatsApp is end-to-end encrypted, it remains a
social medium that can display public information. This
simple method has the major advantage of only requiring
the suspect’s phone number. By saving this number on any
phone that does not belong to the suspect, one can know
when the suspect was seen last time, their profile picture
and the suspect’s "about” message. The profile picture can
help determine the identity of the suspect with reverse image
tools, like Google Reverse Image search, Yandex or TinEye.
Microsoft Azure Face API can compute scores of similar-
ity with pictures of persons of interest. it is possible to
have higher quality picture by using WhatsApp Web. How-
ever, all this information can be hidden depending on the
suspect’s settings. If one sends a message to the suspect,
the latter’s name will be displayed, although it could be a
pseudonym.

3.3 Sniffing network

Sniffing network can be used to know whether some commu-
nication is made over WhatsApp, while remaining discreet.

3.3.1 WhatsApp phone calls

The following technique aims to know whether the mon-
itored suspect is calling through WhatsApp. WhatsApp
phone calls are no exception for the implemented encryption:
while the content of the call may not be actually retrieved,
it can still be useful to know if the suspect is calling some-
one. The method relies on STUN protocol which is specific
to phone calls, thus that approach cannot work for text mes-
sages. Unlike the methods mentioned before, the technique
of network sniffing will most likely not raise the suspect’s
suspicion. Dennis Wijnberg and Nhien-An Le-Khac note
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Figure 3: Experiment carried by Dennis Wijnberg and Nhien-
An Le-Khac [5]

that it is possible to know the suspect’s IP address and find
that of the person he is communicating with if they are both
in each other’s contact list [5, 1, 4]. By using filters when
looking at STUN traffic, one can deduce if a call between
the two is happening. In the experiment Dennis Wijnberg
and Nhien-An Le-Khac carried, the suspect used his phone
(Samsung S8) to call person B who is using a cellular con-
nection on a iPhone 8 (Figure 3). A laptop sharing WiFi

Time Source Destination Protocol _ Length Info
155 23.990789  192.168.2.2 62.140.137.15  STIN 86 Binding Request
166 24.596166  192.168.2.2 62.140.137.15  STWN 86 Binding Request
184 25.205671  192.168.2.2 62.140.137.15  STWN 86 Binding Request
L 197 25.808196  192.168.2.2 62.140.137.15  STN 86 _Binding Request

Figure 4: STUN traffic captured by Wireshark [5]

connection with the suspect could use Wireshark to sniff
the traffic (Figure 4). If person B is using their home WiFi-
connection without VPN, their location could be obtained.



In the case of a cellular connection, the IP address is handled
with carrier grade NAT, which means getting the identity
of person B is not obvious. Person B may be identified with
the network provider’s log files. That method is best when
the two parties are wiretapped.

3.3.2 WhatsApp messages

In 2020, Rick Cents and Nhien-An Le-Khac published a de-
tailed experiment for sniffing [2] network in which they iden-
tified patterns in WhatsApp exchanges of messages with a
success rate of more than 85 percent for all the scenarios
tested. They experimented with four different devices and

client server
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Figure 5: Pattern for receiving and reading directly with
packet size in bytes [2]

different situations: sending a message and reading it di-
rectly (and not directly), receiving not reading instantly, and
receiving reading instantly. One of the patterns is shown on
Figure 7. They explained the cases that did not match the
identified pattern exactly with TCP retransmission that oc-
curs sometimes.

3.4 Discussion

Law enforcement agencies have a limited scope to work with
when it comes to real-time investigation. Methods that ex-
ist have high risk of raising the suspect’s suspicion and/or
do not yield enough information. WhatsApp end-to-end en-
cryption makes content hard to access. Moreover, What-
sApp provides features that reinforce users’ privacy, thus a
user keen on his privacy only has to go through the What-
sApp settings without advanced knowledge about forensics
in order to thwart most plans using the aforementioned
methods. The difficulty of live investigation for WhatsApp
is the reason why the focus of WhatsApp investigation is
usually on post-mortem analysis.

4. NON-REAL TIME INVESTIGATIONS

If sometimes real-time investigations are necessary for the
forensics investigators, sometimes they just need to access
the data to prove that something happened, for instance
a message sent or a proof that two peoples already talked
together, etc.. ..

4.1 Where to search?

The main goal of the investigators is thus, to find where
the messages are stored, so they can access them and un-
fold the process. An interesting place to search could be
the WhatsApp servers. Indeed, on Figure 6 we see that ev-
ery transmission is going through the servers. But all sent
and received messages are stored for a very limited period
of time, and the investigators must respect all WhatsApp’s
privacy policy and rules, which a very heavy procedure.

Whatsapp Encrypted Reciever

Encrypted ncrypted message

‘whatsApp nenvpredmessage Server whatsApp
dlent client

The receiver decrypts the
message using his private

The sender uses Receivers
public key to encrypt the
message key

Figure 6: How a message on WhatsApp is transmitted [3]

That’s why investigating on the sender and receiver’s de-
vices is important, and often the valuable place to look for
proves. WhatsApp users store many artifacts of high value
as proof for the investigation, as the files that are saved are
the message log and the database for all conversations and
correspondences. The Figure 7 shows the approach through
which the data was acquired, as it checks whether the device
is rooted or not, and if it is rooted, a logical copy is taken,
but if it is not rooted, a physical copy is acquired.

L]

Artifact
analysis

Figure 7: Methodology Design of Acquiring and Analysis of
WhatsApp Artefacts [3]

4.2 A typical way to proceed in mobile foren-
sics

The main part of the investigations has been provided on
Android Smartphones, often non-rooted, which means that
the user does not possess superuser access of the Android
OS, so they can not alter or modify the core file system of
the OS. In every simulation or try, we follow the method of
NIST in digital forensics. All steps were realized so that to
obtain valid and admissible evidence which can be presented
in a witness report that can be submitted to the court.

4.2.1 Collection

In the collection stage, the physical evidence is identified and
collected, which is the Smartphone used in the crime. In this
first step, they must state evidence such as name and photo



of the Smartphone, Model Number, IMEI number which
uniquely identify a mobile phone in the world, and the OS
version.

Table 1: Smartphone evidence specification

Name Xiaomi Redmi Note 9
Model number || M1901FT4
IMEI Number || 123456789123456

OS Version MIUI Version : 12.5.4
Android Version : 11

RP1A.2000720.0.11

Information on Android smartphones is usually stored in dif-
ferent formats and in different ways, providing some kind of
security and confidentiality. Therefore we need to be careful
not to change unnecessary information on the device. In this
context, investigators make a logical copy by connecting the
phone to the computer via a USB cable directly. Then they
also install some tools to avoid rooting the mobile and then
they are ready to perform examination. Among the tools,
Mohamed Shadeed used androidADB, ADB fastboot, java
JDK, python to extract the data [3].

At this stage, data and evidence are secured from any change
and destruction.

4.2.2  Examination

This stage is divided into two stages: the acquisition first,
then the data extraction process. MOBILedit and Belka-
soft EvidenceCenter X Trial tools were used in the acquisi-
tion and data extraction process from the victim’s device in
Mahmoud Jazzar article [4].

Shadi Zakarneh decided to use Final Forensic Tool with the
acquisition method : Logical ADB backup method. This
process will only copy files that the user can access and see
[6]. During the acquisition progress, we can notice that with
Final Forensic tools, it downgraded the version of WhatsApp
in order to easier extract and decrypt the database. Then
it is upgraded to the actual version.

Back to Mohamed Shadeed method, once the data have been
acquired, he needed to know where the WhatsApp data were
hidden. After making the backup they found files, including
the following :

e /sdcard/WhatsApp/Databases
e /sdcard/WhatsApp/media
e /sdcard/WhatsApp/Backups

In the first folder he found the SQLite database called mg-
store.db which contains some data from WhatsApp exchanges,
as below : After being able to find the key of the database

|| msgstore.db.crypt12
|| msgstore-2021-06-30.1.db.crypt12
|_| msgstore-2021-07-01.1.db.crypt12

Figure 8: mgstore.db, part of WhatsApp from database [3]

with some tools (DB extractor for instance), we can de-
crypt the database using WhatsApp viewer and access all
the content as shown in the figure[h]. When this process is

Figure § - To decrypt WhatsApp datsbases

Figure 9: The decryption of a WhatsApp database [3]

complete, the acquisition process information is saved and
documented in the report. This information includes inves-
tigator information, acquisition time and information, and
image information including file name, file size, and MD5
hash of the file.

4.2.3 Analyze

Before starting the analysis phase, the investigator verifies
the integrity of the evidence image by recalculating the im-
age hash value (MD5) and comparing it to the hash value
calculated during the acquisition process. Investigators per-

File Help
Q
phone number last messags e
Bs.whatsapp.net
Bs.whatsapp.net
©s.whatsapp.net
£ .whatsapp.net
Bs.whatsapp.net
Ds.whatsapp net
Ss.whatsapp.net
Bsg.whatsapp.net
©s.whatsapp.net
Ds.whatsapp.net
8s.whatsapp.net
Bs.whatsapp.net
D¢ whateapp net
©s.whatsapp.net
Bs.whatsapp.net
©s.whatsapp.net

Figure 10: Open WhatsApp database [3]

formed an analysis process using images captured in the
previous step to obtain more evidence related to the crime.
Evidence is collected and verified by examining and reading
conversations stored in the WhatsApp database as shown
on Figure 10.

The results obtained are taken from the WhatsApp database
and backups on smartphone where text messages were de-
tected and read, as well as properties such as duration, con-
tacts, photos, audio and video clips. Here is an example on
Figure 11.

4.2.4 Report

After the analysis phase, the results and data of all phases
of the investigation are reported. The report contains infor-
mation and factual introductions about the investigators.



View Details

Data Type
Status Live
Action type
ChatType
ChatRoomID
ChatName

WhatsApp-Message

Outgsing
Message
972592 SU@s.whatsapp.net
ChatRoomMemberld  9725% 777
ChatRoomType
Sender
User Id
Date/Time(GMT)
Content

@s.whatsapp.net
DirectChat

Shadi A

970550 S@s.whatsapp.net
01/09/2017 08:34:42

Figure 11: An example of WhatsApp message details [6]

The report contains a document of all the evidence obtained,
including a chronological document of the collected events.
In this case, we can state all the evidences found in the
WhatsApp database, properties such as duration, contacts,
photos, audio and video clips, presented in Table 2.

Table 2: Evidence in WhatsApp Database

Mobile Phone Number | 433 6 58 78 ** **
User Name Sophie
WhatsApp Version 2.20.206.24
Contacts 150
Messages 14414
Deleted messages 350
Calls 220
WhatsApp photos 5896
WhatsApp audio files 48
WhatsApp video files 740
WhatsApp documents 140

All operations must be done within the scope of legal and
approved procedures for the report to be accepted by the
court.

Through actual digital forensics tools, the investigations on
WhatsApp data can be found relatively quickly and provide
some evidence for the investigators to present to the court.

5. CONCLUSION

The end-to-end encryption in WhatsApp truly limits the
possibilities for getting real-time investigation. However,
there are several tools that can help investigators get non-
real time information. Other hurdles in WhatsApp forensics
include the fact that messages can be deleted and the diffi-
culty of knowing whether artefacts are local or synced.
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POVZETEK

USB naprave ne predstavljajo le fizicne shrambe datotek, ki
jo lahko imamo vedno pri roki in jo brez tezav priklapljamo
v razlicne operacijske sisteme, ampak predstavljajo tudi vek-
tor napada, ¢e ima napadalec fizi¢ni dostop do ra¢unalnika
oz. sistema, ki ga zeli napasti. V ¢lanku se bomo osredotocili
predvsem na forenziko pomnilnika, ki je posledica napada
naprave Hak5 Rubber Ducky in Bash Bunny [6]. Napad
je bil izveden na racunalnik Windows 10, osredotocili pa se
bomo na artefakte slik iz sistemskega pomnilnika, ki so bile
izveCene s pomocjo orodij usbhunt in dhcphunt. Za potrebe
forenzike je bilo potrebno preveriti tudi DHCP izpise, ki so
omogocili vpogled v dejavnost omrezja.

Kljucne besede
Digitalna forenzika, pomnilnik, USB naprave, Rubber Ducky,
Bash Bunny

1. UVOD

Napadi s pomocjo USB naprav predstavljajo nove in unikatne
izzive za forenzike racunalniske varnosti. TakSne napade na-
padalci dokaj lahko izvedejo v kolikor imajo fizi¢ni dostop
do naprave, katero zelijo napasti. Napadi za seboj ne pustijo
dosti sledi, saj so te USB naprave nacrtovane tako, da sko-
raj v celoti delujejo na pomnilniku, torej za seboj pustijo na
disku le malo oz. tako reko¢ ni¢ sledi. Prav tako so taksne
USB naprave dokaj poceni, in zelo dostopne na trzis¢u. Po-
leg tega pa napadalci, ki jih uporabljajo, za njihovo uporabo
ne potrebujejo veliko znanja. Je pa res, da ¢eprav na disku
za seboj ne pustijo veliko sledi, pa je nekaj vseeno pustijo
v pomnilniku, kamor nalozijo vse ukaze, ki jih nato izvede
gostiteljski sistem. Izkaze se, da se ti ukazi lahko izvlecejo
iz pomnilnika Se dolgo po tem, ko je napad ze bil izveden, in
da je to je mozno tudi ko je gostiteljski sistem ugasnjen. Cilj
je raziskati t.i. indikatorje ogrozenosti, ki ostanejo prisotni
na gostiteljskem sistemu po izvedenem napadu. Primerjali
bomo sledi po napadu, oz. kako dolgo sledi ostanejo v pom-
nilniku in kako se sCasoma spreminjajo glede na dejavnost

Klemen Klemar
Fakulteta za racunalnistvo in informatiko
Veéna pot 113
Ljubljana, Slovenija

kk3365@student.uni-lj.si

uporabnika, z dvema najbolj priljubljenima orodjema za iz-
vajanje USB napadov - USB Rubber Ducky in Bash Bunny.
Na koncu bomo se predstavili orodja in metode za pridobi-
vanje digitalnih dokazov o delovanju taksnih naprav s po-
mocjo izpisov iz pomnilnika.

2. DEFINICIJA PLATFORME ZA NAPAD IN
OZADJE

Napadalna platforma, ki temelji na USB, se povezuje na
zrtvin racunalnik preko ve¢ vmesnikov, kot je razvidno iz
slike 1. Sprva je kompromitirana fizi¢na zas¢ita sistema,
da je lahko USB naprava vstavljena in jo operacijski sistem
prepozna, to je seveda mozno le, ¢e ima napadalec fizicen
dostop do sistema oz. racunalnika. Ko se naprava uspesno
poveZe na sistem, potem lahko poveca svojo funkcionalnost,
tako da se lazno predstavi kot poznan tip naprave, npr.
naprave za shrambo, HID (angl. Human Interface Device)
tipkovnico, omrezni vmesnik ipd. Naprava potem izkoristi
svojo lazno identiteto, da opravi skodozeljne dejavnosti na
sistemu. Primeri teh aktivnosti so lahko: poizvedovanje, ek-
strakcija podatkov in dostava ter izvrSitev zlonamerne pro-
gramske opreme. Po napadu je naprava odstranjena iz sis-
tema.

USB platforma za napad predstavlja zelo unikatno groznjo,
saj je za napadalca zelo preprost proces, ki ne pritegne veliko
pozornosti. Proces napada preko USB je avtomatiziran in
lahko izvede ogromno dejavnosti v zelo kratkem ¢asu, Cesar
napadalec ro¢no ne bi zmogel. Sled napadalca je prav tako
precej hitro zabrisana, saj jo je mozno najti le v kratkem
casu po napadu (nekaj ur, do najve¢ nekaj dni), ¢e sploh
vemo kje iskati.

2.1 Forenzika spomina

Zacetki uveljavitve forenzike pomnilnika segajo v leto 2005,
od takrat je postala tudi nepogresljiv del znanja za profe-
sionalce informacijske varnosti [1]. V zadnjih letih so orodja
za analizo spomina, kot recimo Volatility Framework, zelo
napredovala glede zmoznosti pregledovanja [4]. Prav tako je
bilo najve¢ napredka na sistemskem nivoju, bolj malo pa je
bilo na aplikacijskem nivoju [5]. Temeljita analiza uporab-
niskega pomnilnika omogoca preiskovalcem, da pridobijo veé
informacij, kot z uporabo tradicionalnega omrezja za foren-
ziko datotetnega sistema. V pomnilniku se lahko dolgo casa
zadrzijo obcutljive informacije, ki jih uporabljajo aplikacije,
kar je pogosto slaba programerska praksa.

Najvecji izziv pri izdelavi orodij, ki obnovijo forenzi¢ne arte-
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Figure 1 — Model grozenj za platformo USB [6]

fakte iz spomina je, da se ve¢ina aplikacij precej razlikuje v
implementaciji in okoljih izvajanja. Zaradi tega so taksSna
orodja visoko specializirana in je zanje potrebno premagati
velike tehni¢ne izzive pri obratnem inzeniringu (angl. re-
verse engineering).

Ustvarjanje dodatne plasti abstrakcije med procesnim pom-
nilnikom in analitikom (ali izdelovalcem orodij) je mozna
resitev. Nekateri javanski objekti so lahko v celoti rekon-
struirani, tudi ¢e so bili pobrani v smeteh (angl. garbage
collected). Orodja, ki izkoris¢ajo prednosti doti¢ne struk-
ture v pomnilniskem izvajalnem okolju, kot npr. Java in
JavaScript, kaZeta izjemno obetavno izboljSanje forenzike
uporabniskega pomnilnika, ki temelji na aplikacijah.

3. METODOLOGIJE

V poglavju 3.1 je najprej na kratko opisano kaksna pro-
gramska in strojna oprema je bila uporabljena za izvajanje
poskusa[6]. V poglavju 3.2 je pridobivanje podpisov, iz ka-
terih se nato s pomocjo programskega orodja Volatility pri-
dobijo podatki za nadaljnje analiziranje. V poglavju 3.3 je
opisan razvoj dveh razsiritev za programsko orodje Volatil-
ity, ki sta bili uporabljeni za procesiranje in analizo po-
datkov. V poglavju 3.4 pa je opisan nac¢in obdelave in vizual-
iziranja rezultatov.

3.1 Ustvarjanje scenarija

Napad s pomocjo dveh USB naprav je bil izveden na racunal-
niku z operacijskim sistemom Windows 10, ki je bil simuli-
ran na virtualnem stroju VMWare. Nosilca (ang. pay-
load), ki sta bila na USB napravah pa sta javno dostopna
na Hak5-ovem GitHub repozitoriju [3] [2], celoten diagram
programske in strojne opreme pa je opisan na tabeli 1. Te-
stiranih je bilo ve¢ nosilcev, in sicer se je ugotavljalo ali
pri katerih sled kaj hitreje oz. pocasneje izgine s pomnil-
nika. Izkazalo se je, da sled na pomnilniku priblizno enako
dolgo, ne glede na to kateri nosilec je bil uporabljen, zato
se je v nadaljevanju uporabljalo le en nosilec na posamezni
USB napravi. In sicer "Reverse shell” na Bash Bunny USB
napravi, in "Document exfiltration” na Rubber Ducky USB
napravi. Oba nosilca sta napisana v skriptnem jeziku, ki
omogoca simuliranje pritiske tipk na tipkovnici. Tako oba
nosilca na gostitelju najprej odpreta PowerShell, kjer vanj
hitro vpisujeta ukaze za izvedbo samega napada. En scenarij

‘Workstation Details

System Details Software Details

Device Details Software [ Version
Processor Intel Core i7-875H VMWare Workstation Pro  15.5.1
System Type 64-bit OS, x64 processor | Volatility 2.6

Virtual Memory (VRAM) 2.00 GB Windows 10 1903_18362
Bash Bunny Firmware v1.6

Rubber Ducky Firmware v1.0

Table 1 — Shema podrobnosti uporabljene strojne in pro-
gramske opreme [6]

je bil sestavljen iz slik pomnilnika, ki so bile pridobljene z za-
Casno zaustavitvijo virtualnega stroja in kopiranjem .vmem
datotek iz direktorija tega virtualnega stroja. Te datoteke
predstavljajo posnetek trenutnega stanja celotnega simuli-
ranega racunalnika, s tem tudi fizicnega pomnilnika, ki ga je
mogoce kasneje obnoviti. Omeniti moramo tudi, da je bil pri
ustvarjanju in kopiranju teh datotek uporabljen VMWare
for Linux, kjer se posnetki trenutnega stanja ustvarijo av-
tomaticno, ko zaCasno ustavimo virtualni stroj; kar je dru-
gace kot pri VMWare for Windows, kjer se posnetek trenut-
nega stanja ustvari roc¢no.

3.2 Pridobivanje podpisov

Ko vemo, kako te USB naprave komunicirajo z operaci-
jskim sistemom, lahko zacetno analizo pomnilnika izvedemo
z nekaj preprostimi iskalnimi nizi. Shranjena slika sistema
sluzi kot izhodisce za zaznavanje indikatorjev ogrozenosti
podpisov in pridobivanje potencialnih podatkovnih struktur.

Unix-ovo orodje strings je bilo uporabljeno z moznostjo -td
za pridobivanje nizov s slike in zapisovanje pomika v for-
mat, ki je kompatibilen s programskim orodjem Volatility.
Izhodna datoteka nizov je bila filtrirana z orodjem grep, ki
preiskuje nize, povezane z aktivnostjo naprave. Iskalni nizi
so vsebovali: IP naslove naprav, permutacije besed "Rubber
Ducky” in ”"Bash Bunny”, proizvajalce USB naprav in pro-
ductID kode naprav. Kljub filtriranju, je ostalo Se vedno ve-
liko stevilo zadetkov v izhodni datoteki, katerim je nato pro-
gramsko orodje Volatility z razsiritvijo strings razbralo pro-
store procesov in naslove pomnilnika, na katerem so se naha-
jali. Prostor na pomnilniku v blizini teh rezultatov je nato
bil ro¢no pregledan s pomocjo razsiritve vorshell, kjer je bilo
doloceno ali le-ti vsebujejo oc¢itno podatkovno strukturo, ki
smo jo zeleli najti. Velika vecina teh zadetkov se je nahajala
na prostem prostoru v pomnilniku in ni pripadala noben-
emu procesu, ali pa se je nahajala med na videz naklju¢nimi
biti. Ti zadetki bi bili koristni pri zaznavanju izkoris¢enosti
naprave, ampak ne zagotavljajo nobenih dodatnih informa-
cij, ki bi bile povezane s ¢asom ali vrsto aktivnosti, ki so se
izvajale na tej napravi. Nekaj zadetkov, zlasti dveh znotraj
svchost procesov, sta izgledali, da bi lahko vsebovali pred-
vidljivo podatkovno strukturo, ki bi jo lahko pridobili in ob-
novili. Temu se bomo posvetili v naslednjem podpoglavju,
kjer opisujemo kako te podatkovne strukture prepoznati, ob-
hoditi, pridobili in obdelali forenzi¢no relevantne podatke o
aktivnosti in delovanju dveh zlonamernih USB naprav.

3.3 Razvijanje razSiritev
V podpisih najdeni nizi, opisani v prejsnjem razdelku so
lahko dobri indikatorji ogrozenosti za odkrivanje sledi na-

padov na sistem z Rubber Ducky ali Bash Bunny USB napravami.

Del tega prispevka se ukvarja tudi s predstavitvijo teh ni-
zov, ki se lahko uporabijo za hitro dolo¢anje ali je bila taksna



USB naprava nedavno povezana na rac¢unalnik. Taksni za-
znani nizi v podpisih so lahko dobra odskoc¢na deska za
poglobljeno forenzi¢no preiskavo o tem, kaksne ukaze so zlon-
amerne USB naprave izvajale na gostiteljskem ra¢unalniku.

3.3.1 Usbhunt

Med pregledovanjem rezultatov zadetkov nizov, ki so bili
opisani v prejSnjem razdelku, je bilo ugotovljeno, da se v
nekaterih velikih JSON strukturah veckrat ponovijo isti nizi
proizvajalca USB naprav in productID kode naprav. Po
poglobljenem raziskovanju teh JSON strukturah je bilo ugo-
tovljeno, da spadajo pod Microsoftovo telemetrijo in diag-
nosti¢ne podatke v svchost procesu. Celoten seznam potreb-
nih Microsoftovih diagnosti¢nih dogodkov je na voljo na nji-
hovem spletnem mestu. Po pregledu seznama telemetri¢nih
dogodkov, za katere Microsoft zahteva, da so omogoceni, je
bilo ugotovljeno, da sta z dejavnostjo USB naprav najbolj

povezana dogodka Windows. Kernel. Device Config. Device Config

in Windows. Inventory. Core.InventoryDevicePnpAdd, ki sicer
nista specifi¢cno povezana z zlonamernima Rubber Ducky in
Bash Bunny USB napravama, ampak bi ju lahko ustvarila
katerakoli USB naprava povezana na gostitelja.

Po branju Microsoftove dokumentacije, smo ugotovili, da
dogodek DeviceConfig zagotavlja informacije o gonilniku za
namestitev gonilnika v jedru sistema. Ker je ta dogodek
povezan z namestitvijo gonilnika, bi moral biti ta dogodek
prisoten v pomnilniku Sele, ko je naprava prvi¢ prikljuc¢ena
in so gonilniki Ze namesceni. To je bilo v primeru nasega
testiranja res, torej teh dogodkov ne moremo neposredno
povezati z napadi zlonamernih USB naprav.

Drug dogodek, InventoryDevicePnpAdd, ki bi lahko bil rel-
evanten pri odkrivanju sledi zlonamernih USB naprav, je
v Microsoftovi dokumentaciji opisan, da vsebuje osnovne
metapodatke o napravi PNP in z njo povezanem gonilniku
za pomoc¢ pri posodabljanju sistema Windows. Te informa-
cije se uporabljajo za ugotavljanje, ali bosta PNP naprava
in gonilnik ostala kompatibilna pri nadgradnji sistema Win-
dows. Ta dogodek se torej ustvari vedno, ko operacijski
sistem ustvari novo virtualno napravo, in ker ni povezan z
zacetno namestitvijo gonilnikov, lahko sklepamo, da ostane
v pomnilniku tudi po ponovnem zagonu sistema in izvajanju
nadaljnjem izvajanju napadov.

JSON strukturi obeh opisanih dogodkov vsebujeta ¢asovne
zige v zvezi s povezljivostjo naprav in tudi druge metapo-
datke, ki so pomembni za forenziko. Ve¢ o tem je napisano
v naslednjem razdelku 4.

Usbhunt je razsiritev za program Volatility, s katerim lahko
pridobivamo podatkovne strukture za Windows 10 iz izpisov
pomnilnika, ter jih prikazujemo na ukazni vrstici. Orodje
deluje tako, da poisce zacetni naslov potencialne JSON struk-
ture dogodka. Ko je taksna struktura zaznana, se podatki
iz te JSON strukture pridobijo in razvrstijo v seznam z
uporabo algoritma, kot je opisan na sliki 2. Moramo pa
pripomniti, da ni dovolj, da bi za ta postopek preprosto
uporabili algoritem iz standardne JSON knjiznice za ob-
delavo nizov, saj jo le-ta lahko poskodovana ali okrnjena,
torej bi jo standardni algoritem lahko Se bolj poskodoval oz.
nekatere dele kar prepisal. Ta algoritem za obdelavo JSON
struktur, deluje v ¢asu O(n), in je bil implementiran kot

deterministi¢ni konéni avtomat, sestavljen iz niza stanj, ki
se zalnejo z zaCetnim stanjem. Algoritem se bere podatke
in izvaja operacije, ki so pomembne za kontekst trenutnega
stanja. Stanje se nato spremeni glede na pogoje iz prejsn-
jega stanja. Ko je dosezeno kon¢no stanje, je bila JSON
struktura v celoti popravljena in jo lahko uvozimo v Python
kot slovar. Ker je ta algoritem implementiran kot konéni
avtomat, bo vsak veljaven vhod ustvaril veljaven izhod. V
nasem primeru je veljavni vhod JSON struktura, ki je bila
prepisana oz. okrnjena bodisi na zacetku, bodisi na koncu.
Ne moremo pa popraviti struktur, ki ima nedotaknjen za-
cetek oz. konec, ampak je bila prepisana ali okrnjena nekje
na sredini. Slika 3 prikazuje diagram kon¢nega avtomata
algoritma za rekonstrukcijo JSON struktur.

1: for char € data do > Delimiter stack creation
2: if isDelimeter(char) then

3: stack.push(char)

4: end if

5. end for

6: state +— START, index + 0
: while state # END do > Begin reconstruction
8: if not invalidStart(stack) then
9: state + PRE-TRUNCATED
10: rebuildHead(data, stack)

=1

11: else if premature End(stack) then

12: state < POST-TRUNCATED

13: rebuildT'wil(data, stack)

14: else if end of data and isValid(stack) then

15: state + END, index < index +1

16: else state «+ OK > Proceed through data
17: end if

18: process(state, data, index)

19: end while

Figure 2 — Algoritem za rekonstrukcijo JSON struktur [6]

3.3.2  Dhcphunt

Med iskanjem IP naslovov, povezanih na "reverse shell”, je
bilo opazeno, da so nekateri zadetki redni in predvidljivi nizi
s strukturo, ki je podobna dnevnikom omrezja (ang. network
logs). Nadaljnja analiza je pokazala, da so to dnevniki, vse-
bovani v procesu svchost, ki je odgovoren za zagotavljanje
podatkov Windowsovem pripomocku netsh.

Druga razsiritev za program Volatility je Dhcphunt, ki izvlece

te dnevnike in jih prikaze v ukazni vrstici. Vec¢ina teh dnevnikov

je povezana z aktivnostjo DHCP na gostitelju. Vsi vnosi v
dnevnik se za¢nejo s ¢asovnim zigom ter statiénim nizom, ki
se vedno pojavi pred spremenljivimi podatki. Podobno kot
pri postopku pridobivanja podatkov pri algoritmu Usbhunt,
je tudi tukaj prvi korak pri pridobivanju podatkov netsh
dnevnikov branje podatkov in iskanje nizov za dolocitev za-
Cetnega naslova niza, ki ga je zelimo pridobiti. Ko algoritem
najde nek iskan niz v dnevniku, ki ga je mogoce izvleci, to
naredi z branjem dolo¢enega Stevila bitov pred in za ciljnim
nizom, ter osnovnimi operacijami preoblikovanja niza, tako
da le-ta ni poskodovan in tako da ne vsebuje znakov, ki jih
ne bi bilo mogoc¢e natisniti. S tem se da ucinkovito rekon-
struirati celotno ¢asovnico dogodkov, predstavljenih v pripo-



REPAIR

Figure 3 — Koné¢ni avtomat algoritma za rekonstrukcijo
JSON struktur [6]

mocku netsh.

3.4 Zbiranje in vizualizacija podatkov

Da bi ugotovili kako dolgo so bile te strukture prisotne in
kako dolgo lahko pricakujemo, da bodo ostale v pomnilniku
(¢e sploh), je bil uporabljen obstojeci framework za prido-

bivanje in vizualizacijo pomnilnika, predstavljen v Tyler et
al., 2020 [7].

S pomocjo nekaj Bash skript in razsiritev programa Volatil-
ity, so bile slike sistemskega pomnilnika analizirane v rednih
casovnih presledkih po simulaciji priklopa zlonamernih USB
naprav na ra¢unalnik v virtualnem okolju. Za vsako pomnil-
nisko sliko je bila ustvarjena CSV datoteka, ki je vsebovala
izvle¢ene podatkovne strukture, indikatorje ogrozenosti in
odmike njihovih naslovov. Ta postopek je bil veckrat izve-
den, najprej za Bash Bunny za uporabo reverse shell-a, nato
pa Se za Rubber Ducky za uporabo pridobivanja dokumen-
tov. Zbiranje podatkov je potekalo v obdobju 24 ur. Inter-
vali med pridobivanjem podatkov so bili med eno in dvema
minutama, odvisno od tega, kako dolgo je program Volatility
izvajal analizo in generiral CSV od prejsnje ponovitve. Ti
generirani CSV-ji so nato bili preneseni na vhod v program
Volatility, da bi iz njih pridobili vpogled v zZivljenjsko dobo in
razpolozljivost podatkov. Enako je bil uporabljen Volatility
tudi za vizualizacijo, ki je izrisal dva grafa, in sicer: prisot-
nosti in celovitosti podatkov na ¢asovni premici (sliki 4 in 5).
Prvi graf prikazuje koliko podatkov katerega tipa je bilo v
pomnilniku v vsakem ¢asovnem intervalu med zbiranjem po-
datkov, naslednji pa prikazuje koliko ¢asa podatki ostanejo v
pomnilniku preden se prepiSejo in izrac¢una do kaksne stop-
nje ti sCasoma postanejo poskodovani. Analiza in posledice
teh podatkov so podrobneje opisani v poglavjih 4 in 5.

4. UGOTOVITVE

Primer izhoda razsiritve Dhcphunt za orodje Volatility je
razviden na sliki 6 . Primera JSON struktur (ki sicer nista
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Figure 4 — Rubber Ducky - ¢asovnica podatkov v pomnil-
niku [6]

Quantiy of Arifictsin Memory Across Muliple Memory Durmps
Anifact Type

Anifut Type
sk

o \)x\‘ V\*, > \\ W
Time Elapsed Since Firt Mermory Dump (EMMESS)

Figure 5 — Bash Bunny - casovnica podatkov v pomnil-
niku [6]

popolni JSON strukturi, saj so bili zaradi boljse pregled-
nosti odveéni in forenzi¢no nepomembni podatki izpusceni)
pridobljeni z razsiritvijo usbhunt za orodje Volatility, sta
razvidna na slikah 7 in 8.

Volatility Foundation Volatility Framework 2.6.1
Address Log Message

0x929327b 9-21-2020 11:35:55:447Recieving a DHCP message on {d0ed74cd-51ce-4597-91bf-599fb6a2d0ce}. Error code is 0
0x92935fb 9-21-2020 11:35: 7Recieving a DHCP message on {d0ed74cd-51ce-4597-91bf-599fb6a2d0ce}. Error code is 0
0x9293f9b 9-21-2020 11:44:15:426Recieving a DHCP message on {d0ed74cd-51ce-4597-91bf-599fb6a2d0ce}. Error code is 0
0x929397b 9-21-2020 11 3Adding the address of 192.168.232.128 on {d0ed74cd-51ce-4597-91bf-599fb6a2d0ce} . Error code is 0.
0x929389b 9-21-2020 11:35:55:463Successfully Plumbed the address: 192.168.232.128
0x92936dc 9-21-2020 11:35:55:447ACK of 192.168.232.128 from 192.168.232.254 is accepted on {d0ed74cd-51ce-4597-91bf-599fb6a2d0ce}.

3 9-21-2020 6 a DHCP message on {93a38501-7a81-44¢9-ad0a-44305e690£9}. Exror code is 0
0x48d943bb 9-21-2020 11:44:46:962Recieving a DHCP message on {93a38501-7a81-44c9-ad0a-4430f5e690£9}. Exror code is 0

9-21-2020 11:44:46:962Dh ADD: Dest=0.0.0.0, DestMask=0.0.0.0, NextHop=172.16.64.1, Metric=0, Address= 172.16.64.10
6:993Adding the address of 172.16.64.10 on {93a38501-7a81-44c9-ad0a-4430f5e690£9}. Exror code is 0.
93Successfully Plumbed the address: 172.16.64.10
62ACK of 172.16.64.10 from 172.16.64.1 is accepted on {9338501-7a81-44c9-ad0a-4430f5e690f9).
:44:45:946Recieving a DHCP message on {93a38501-7a81-44c9-ad0a-4430f5¢690f9). Error code is 121
2020 11:44:15:426ACK of 192.168.232.128 from 192.168.232.254 is accepted on {d0ed74cd-51ce-4597-91bf-599fb6a2d0ce}.

0x71576b7b 9-21-2020 11:35:50:649Recieving a DHCP message on {d0ed74cd-51ce-4597-91bf-599fb6a2d0ce}. Error code is 1223

0x48d9481b 9-21-

Figure 6 — Primer izpisa razsiritve Dhcphunt za orodje
Volatility [6]

4.1 Indikatorji ogroZenosti

Med analizo je bilo najdenih je bilo ve¢ zaporedij bitov,
katere je mogoce uporabiti kot indikatorje, da je bila na gos-
titeljski sistem prikljucena zlonamerna USB naprava Rubber
Ducky ali Bash Bunny. Tabela 2 opisuje te kazalnike.

Device Type Example

Bash Bunny | Reverse Shell Payload | Q STRING "powershell -W Hidden \"Remove TtemProperty ...
Rubber Ducky | USB ID VID_05AC&PID 0220

Bash Bunny | USB ID VID_F000&PID_FF03

Rubber Ducky | Device Instance ID___| USBSTOR\\DISK&Ven ATMEL&Prod Ducky Storage
Rubber Ducky | Hardware Identifier | USBSTOR\\DiskATMEL__Ducky_Storage__1.00

Table 2 — Indikatorji ogrozenosti

Vsaka USB naprava ima identifikacijsko Stevilko proizva-
jalca in izdelka (productID), ki jo operacijski sistemi uporabl-
jajo za identifikacijo, saj tako vedo, kateri gonilniki so potrebni
komunikacijo z napravo. V primeru zlonamerne USB naprave
Bash Bunny, se kot identifikacijska Stevilka proizvajalca uporablja



{

"name": "Microsoft.Windows.Inventory.Core.InventoryDevicePnpAdd",
"time": "2020-07-31T16:48:58.7911891Z",
next": {
"protocol™: {
"devMake": "V re, Inc.",
"devModel": "VMware7,1"
1,
"user": {
"localld": "w:4D621E97-299E-7C02-BD51-54C81554ED6D"
}
1,
"data": {

"ContainerId": "{70c9a979-al0cd-56e2-afec-26b5c53a8ce3}",
"ParentId": "usbid_O5ac&pid_0220\\123123123123",
"Description": "USB Mass Storage Device",
"BusReportedDescription": "HID Keyboard and MSC",
"ClassGuid": "{36fc9e60-c465-11cf-8056-444553540000}",

"Manufacturer": "Compatible USB storage device",
"Model": "USB Mass Storage Device",

"Inf": "usbstor.inf",

"DriverName": "usbstor.sys",

"DriverVerVersion": "10.0.18362.1",
"DriverVerDate": "06-21-2006",

"Provider": "Microsoft",

"DriverPackageStrongName": "usbstor.inf amd64_c04619397269cc4c",
"DriverId": "0000d0f4d0ac3c2b29dbc671b22034€209cb410dd9b2",
"Service": "usbstor",

"baseType": "Ms.Device.DevicelnventoryChange"

Figure 7 — Primer JSON strukture indikatorja ogrozenosti
pri dogodku InventoryDevicePnpAdd [6]

F000 in identifikacijska Stevilka izdelka FF03. S to iden-
tifikacijsko Stevilko ni registriran noben proizvajalec, kar
pomeni, da so vse naprave, ki jo uporabljamo, obravnavamo
kot sumljive in si jih je potrebno podrobneje ogledati. Niz
v tabeli 2 prikazuje, kako sta ti dve identifikacijski stevilki
prikazani v pomnilniku, njuna prisotnost v pomnilniku pa
posledi¢no pomeni dejavnost naprave Bash Bunny v opazo-
vanem sistemu.

Pri zlonamerni USB napravi Rubber Ducky, pa je malo dru-
gace, saj ta poskuSa prikriti ti dve stevilki, tako da za iden-
tifikacijsko Stevilko proizvajalca uporablja 05AC, za identi-
fikacijsko Stevilko izdelka pa 0220. Ta kombinacija identi-
fikacijskih stevilk je registrirana kot Apple HID tipkovnica.
Ceprav ti dve na videz nista sumljivi, pa identifikacijska
stevilka strojne opreme, ki je posredovana operacijskemu
sitemu Windows vsebuje opazen podniz "Ducky_Storage”,
torej lahko iz tega sklepamo na dejavnost naprave Rubber
Ducky v opazovanem sistemu.

Podobno so bile po napadih z obema napravama v pomnil-
niku v ¢istopisu najdene operacije izvedene v PowerShell-u,
kar lahko obravnavamo kot Se en indikator ogrozenosti.

4.2 DHCP dnevniki v pomnilniku

DHCP dnevniski zapisi predstavljeni v razdelku 3.3.2, pri-
dobljeni z razsiritvijo Dhephunt za programsko orodje Volatil-
ity, vsebujejo ¢asovne zige in informacije o lokalnih DHCP
odjemalcih. Te informacije so koristne predvsem, ker lahko
z Dhepunt odkrijemo nekatere zlonamerne USB naprave, ki
se pretvarjajo za RNDIS Ethernet pripomocke, ter tako do-
bijo IP naslov. Seznam najdenih takih dnevniskih zapisov
je razviden v tabeli 3. Seveda pa to ni popoln seznam vseh

"name": "Microsoft.Windows.Kernel.DeviceConfig.DeviceConfig",
"time": "2020-07-31T16:45:56.51114827",
Next": {
"device": {
"localld": "s:B85550C1-8574-4594-92F0-16BD531BFSFD",
"deviceClass": "Windows.Desktop"
},
"protocol": {
"devMake": "VMware, Inc.',
"devModel": "VMware7,1"

"user": {
"localld": "w:4D621E97-299E-7C02-BD51-54C81554ED6D"
¥
},
"data": {
"DeviceInstanceId": "USE\\VID_FOOO&PID_FFO3&MI_00",
"FirstHardwareId": "USB\\VID_FOOO&PID_FFO3&REV_0333&MI_00"
"LastCompatibleId": "USB\\Class_ef",
"ClassGuid": "{4d36e972-e325-11ce-bfc1-08002be10318}"
"DriverInfName": "rndiscmp.inf",
"DriverProvider": "Microsoft",
"DriverDate": "06/21/2006",
"DriverVersion": "10.0.18362.1",
"InstallDate": "2020-09-21T15:44:40.6689571Z"

Figure 8 — Primer JSON strukture indikatorja ogrozenosti
pri dogodku DeviceConfig [6]

dnevniskih zapisov v svchost-u, temvec le tista, ki so vsebo-
vala najbolj relevantne IP naslove, ki bi nas v nasem primeru
zanimali. Celotnega seznama niti ne bi bilo mogoce sestaviti,
saj Microsoft nima javno objavljene dokumentacije za taksne
dnevniske zapise. Tako v primeru Rubber Ducky kot Bash
Bunny, je bilo v pomnilniku med trajanjem poskusa pris-
otnih ve¢ primerkov taksnih dnevniskih zapisov. Izkaze se
pa, da se ta del pomnilnika med izvajanjem sistemskih pro-
cesov ne sprosti, kar s forenzi¢nega vidika predstavlja zan-
imiv scenarij. Ugotovljeno je bilo, da se ob generiranju novih
dnevniskih zapisov, stari prepisejo. Ceprav bi lahko pricako-
vali, da bi mogoce bili dnevniski zapisi o DHCP odjemalcih
v pomnilniku kadarkoli, temu ni tako, saj se le-ti hranijo v
njem razliéno dolgo - od nekaj minut do vec ur.

Dogodka DeviceConfig in InventoryDevicePnpAdd se gener-
irata z namestitvijo gonilnika naprave in povezavo z zunanjo
napravo. Ta dogodka se shranita v procesu svchost v JSON
strukturi zakodirani v UTF-8 formatu. Te vsebujeta velike
koli¢ine metapodatkov v zvezi z povezano napravo, vkljuéno
s ¢asovnimi zigi in razli¢icami gonilnika. Podatki, vsebovani
v teh strukturah, ki bi bili najbolj pomembni z vidika foren-
zi¢ne analize, so podrobneje opisani v tabeli 4.

4.3 Dogodki Windows diagnostic

Nekateri pomembni podatki, ki so bili najdeni s pomocjo
orodja za diagnostiko pomnilnika, Windows diagnostic, vkljucu-
jejo tudi cas, kdaj je bil dogodek ustvarjen, razli¢ico na-
mestitve gonilnika, globalni edinstveni identifikator (GUID)
uporabniskega racuna, s katerim je bil dogodek ustvarjen,
productID USB naprave, in GUID od vsebnika, kateremu
pripada virtualna USB naprava. Ravno ta GUID vseb-
nika, kateremu pripada virtualna USB naprava, se lahko
uporabi za identifikacijo fizicne USB naprave, kar je pomem-
bno, saj lahko nekatere zlonamerne USB naprave, kot je rec-



DHCP Log Messages

Recieving (sic) a DHCP message on ...

ACK of ... from ...

DhcpSetIpRoute: ADD: Dest = ...

Adding the address of ...

Successfully Plumbed the address:

Table 3 — Dnevniski zapisi lokalnih DHCP odjemalcev pri-
dobljeni z Dhcphunt

Field Description

DeviceConfig
Timestamp of event creation
GUID of user

- time

- ext.user.localld
- data.DriverInfName Device Driver

- data.InstallDate Driver installation date

- data.Devicelnstanceld Device vendor and productID

InventoryDevicePnpAdd

Timestamp of event creation
GUID of user

Device vendor and productID
Parent device container ID
Vendor supplied description
Vendor supplied manufacturer

- time

- device.user.localld
- data.HWID.Value
- data.containerld

- data.Description

- data.Manufacturer
- data.Model

- data.Inf

- data.Provider

Device driver
Device provider

Vendor supplied model information

Table 4 — Windows Diagnostic izpis dogodkov, relevantnih
za forenzi¢no analizo

imo Bash Bunny, ponaredijo oz. simulirajo ve¢ logi¢nih USB
naprav. V naSem primeru, ko smo Bash Bunny uporabili za
poganjanje reverse shell-a, je naprava hkrati ponaredila dve
logi¢ni napravi, in sicer: RNDIS Ethernet vti¢nik in HID
tipkovnico, saj ji to omogoca, da simulira pritiske tipk in ust-
vari povezavo s TCP/IP napravo. ID vsebnika imata v tem
primeru obe simulirani logi¢ni napravi enak, kar namiguje
na sumljivo aktivnost naprave s tem ID-jem vsebnika. Na
slikah 4 in 5 je razvidno kako dolgo ti podatki ostanejo v
pomnilniku, da jih je Se mogoce rekonstruirati.

4.4 Dokazi o sledeh

Sled zlonamerne USB naprave Rubber Ducky o izvajanju
ukazov v PowerShell-u, je bila najdena v pomnilniku kot del

DOS ukaza. V pomnilniku se je pojavil kot niz "{BACKSHLASH}”

ki je tipicen ukaz Ducky Script besedila - skriptni jezik za
programiranje tovrstnih Rubber Ducky naprav. Sledi zlon-
amerne USB naprave Bash Bunny, ki je bila uporabljena za
izvajanje reverse shell-a, so bile prav tako najdene v pom-
nilniku, a tokrat kot niz pojavil "Q_STRING?”, ki je tipicen
ukaz Bash Bunny besedila, ki je skriptni jezik za programi-
ranje tovrstnih Bash Bunny naprav. Nasa analiza se ni os-
redotocala na specificne nabore ukazov, ki bi jih posamezna
naprava ustvarila, saj je le-teh prevec in se med seboj zelo
razlikujejo. V Hak5 dokumentaciji je sicer objavljeno veliko
primerov taksnih skript, iz ¢esar smo lahko sestavili seznam
znanih najbolj koristnih ukazov, ki smo ga uporabili za filter
pri iskanju nizov iz vseh zadetkov pri zbranih podatkih.

S. DISKUSIJA

Diagnosti¢ni dogodki, ki smo jih pridobili z uporabo orodja
usbhunt so agnosti¢ni strukturam OS in pomnilniskem kon-
tekstu. Z drugimi besedami to pomeni, da ni pomembno, ¢e
virtualni opisni naslov (angl. virtual addresss descriptor),
ki vsebuje nek niz, e vedno pripada procesu. Ce predel
pomnilnika, ki vsebuje niz, Se ni prepisal nek drug proces,
potem so diagnosti¢ne strukture Se vedno na voljo. To je pre-
cej uporabno, ¢e napadalec uporabi proti-forenzi¢ni pristop.
Torej tudi ¢e napadalec pobriSe pobrise event viewer in Win-
dows registre, so diagnosti¢ne strukture verjetno $e vedno v
pomnilniku.

Za forenzika so zelo uporabni diagnosti¢ni dogodki Device-
Config in InventoryDevicePnpAdd, saj vsebujejo pomembne
informacije kot so na primer: ID prodajalca in ID produkta,
GUID uporabnika, ki je bil odgovoren za dogodek, ¢as do-
godka. S pomocjo teh informacij je forenziku mogoce odgov-
oriti na klju¢na vprasanja: Katera naprava je bila priklo-
pljena? Kdo jo je priklopil? Kdaj je bila priklopljena?

Se pa nekatera polja v razli¢nih dogodkih med seboj razliku-
jejo. InventoryDevicePnpAdd ima slednja unikatna polja:
ID vsebnika, opis, proizvajalec, proizvajalec gonilnika. ID
vsebnika je uporaben, ko skusamo ugotoviti, katero fizi¢no
napravo predstavlja priklopljena virtualna naprava. Ostala
polja niso tako zanesljiva, saj jih je mozno ponarediti. Rub-
ber Ducky je preprosto prepoznati, saj se sistemu predstavi,
kot “AMTEL Ducky Storage USB Device”.

Edino polje, ki je unikatno pri dogodku DeviceConfig je Cas-
novni zig ob namestitvi medija. To je lahko uporabno pri
ugotavljanju, kdaj je bila naprava priklopljena v ciljni sis-
tem.

Analiza podatkov, zbranih v eksperimentu, razkriva, da so
diagnosticni dogodki v pomnilniku dolgo ¢asa. Dogodki In-
ventoryDevicePnpAdd so bili v primeru Rubber Ducky v
pomnilniku 1 uro (slika 4), v primeru Bash Bunny pa 11
ur. To pomeni, da bi nekatere zelo pomembne informacije
o prikljuceni napravi lahko nasli Se kar nekaj casa po na-
padu. Razlike med napravami in koli¢ino casa, ko so bili
segmenti shranjeni v pomnilniku se pojavijo zaradi razlike
v implementaciji. Rubber Ducky ustvari le 1 HID, medtem
ko BASH Bunny ustvari 2 logi¢ni napravi.

Sodet po eksperimentu, so bili unikatni identifikatorji naprav
najdeni v pomnilniku tudi 24 ur po napadu, kar pomeni, da
¢e bi forenziki prisli do napadenega rac¢unalnika in ga anal-
izirali, Se preden bi ta bil ugasnjen, je velika verjetnost, da
bi lahko izluséili te identifikatorje.

V eksperimentu so avtorji prav tako izmerili stopnjo, do
katere so bili prej omenjeni artefakti prepisani v pomnil-
niku skozi ¢as. V primeru indikatorjev kompromitiranja (ID
instance naprave, Identifikator strojne opreme, ID USB-ja)
in Windows-ovih diagnosti¢nih dogodkov, so ti bili popol-
noma nespremenjeni, dokler so ostali v pomnilniku. DHCP
zapisi pa so po drugi strani bili zelo nekonsistentni, saj so
novo zapisi konstantno generirani.

6. ZAKLJUCEK



Z uporabo Windowsovih telemetri¢nih diagnosti¢nih dogod-
kov je mozno pridobiti velike koli¢ine metapodatkov, povezanih
z USB napravami tudi do 11 ur po izklju¢itvi naprave iz
sistema. Izrezovanje dogodkov iz slik fiziénega pomnilnika
nam omogoca njihovo obnovo, tudi v primeru, ¢e napadalec
uporabi proti-forenziéne metode.

Zlonamerne naprave, kot sta Rubber Ducky in Bash Bunny
lahko razpoznamo z analizo latentnih artefaktov, prisotnih
v pomnilniku po njihovi uporabi. V izvedenih testih so arte-
fakti ostali v spominu ve¢ kot 24 ur, potencialno so lahko
prisotni, dokler je sistem prizgan.

Prav tako so lahko skripte napada USB naprav izlus¢ena v
celoti iz pomnilnika, po tem ko je naprava bila izkljuc¢ena iz
sistema. Z uporabo tudi drugih indikatorjev ogrozenosti in
diagnosti¢nih dogodkov, se lahko ti artefakti uporabijo, da
naredijo celoten obris naprave USB.
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Recovering the master key from RAM to break Android’s
file-based encryption

Ziga Putrle

ABSTRACT

One of the major challenges in today’s digital forensics is
how to acquire data from an encrypted storage device with-
out knowing the right decryption key. One possible way to
acquire the key, without breaking the cypher, is by extract-
ing a key from the systems memory which might be possible
if we have physical access to a powered on device and we
are able to make a copy of the memory’s content. In this
essay, we review and discuss how it might be possible to ac-
quire a master key from a modern Android system that uses
File-based encryption.

Keywords
Digital forensics, Computer security, Mobile phone security,
Cold boot attack

1. INTRODUCTION

It seems that most modern off the shelf personal computers
(PCs) and mobile phones use disk encryption to ensure that
the user’s data cannot be obtained without the user’s per-
mission. This is sensible precaution for a case when a device
is lost or stolen, but it can become a problem when digital
investigation team tries to analyze the encrypted content.
The most straightforward way, and often the only feasible
one, to decrypt the data is to acquire the decryption key
from the user of the device; but this might not always be
possible due to inability or unwillingness of the user to pro-
vide the key. In this case, the digital investigators are forced
to use alternative approaches to decrypt the data. One such
approach is called a Cold boot attack.

A Cold boot attack is a collection of methods the goal of
which is to obtain the content of the RAM of a powered
on device by rebooting the device and dumping it’s content.
The basic assumption behind the Cold boot attack is that
the device might store sensitive data in the memory that
is not encrypted; for example, the decryption key that the
digital investigation team can use to decrypt the entire disk
of the device.

Even though such approaches for obtaining sensitive data
from a device are known for a decade (as far as we know, one
of the first articles [2] published on the topic was published
in 2008), it seems that there is still no way of fully protecting
devices against such methods. In the article One key to rule
them all: Recovering the master key from RAM to break
Android’s file-based encryption [1], written by Tobias Gro8,
Marcel Busch, and Tilo Miiller, authors explore how memory
dump of a device can be used to acquire master key from
modern Android systems that uses File-based encryption.

2. ACQUIRING RAM’S CONTENT

An interesting property of RAM, that is often not widely
known, is that the content of the memory is preserved for
a short period of time after the power is cut-off. This is
known as remanence effect which enables us to obtain the
content of the memory when performing Cold boot attack.
In general, there are two ways that we might exploit this
effect:

e cither we reset the device that contains the RAM and
boot it with a small program that allows us to copy
the content of the memory, or

e we transplant the RAM module to another device that
copies the content.

In order to successfully obtain the content of the memory, we
might need to overcome several obstacles which we discuss
in the remainder of this section.

(Time limitation) When the power is cut-off from the RAM,
we have limited amount of time to obtain the content of the
memory. The time window that we have extends for a couple
of seconds until the content of the RAM degrades to such an
extent that it is no longer useful. This time can be extended
from a couple of seconds to several minutes (where in the
extreme cases, also to several hours) if the RAM is cooled
down to a lower temperature using as basic tools as air cans
(i.e. ”canned air”) or a freezer. This was studied extensively
by Helderman in [2] back in 2008. Figure 1 shows the effect
of cooling on the RAM measured as part of an experiment
in [2] by Helderman.

(Location of the key) Recently, some specialized hardware
solutions suggested to keep relevant cryptographic keys in
special registers in the CPU and not in the RAM [3]. Mak-
ing the keys harder or infeasible to obtain. As far as we



Seconds Error % at Error %
w/o power | operating temp. | at —50°C
A 60 41 (no errors)
300 50 0.000095
B 360 50 (no errors)
600 50 0.000036
C 120 41 0.00105
360 42 0.00144
D 40 50 0.025
80 50 0.18

Figure 1: Effect of cooling on error rates where devices A, B,
C, and D are Dell Dimension 4100 (1999), Toshiba Portégé
(2001), Dell Inspiron 5100 (2003), and IBM T43p (2006) re-
spectively. An error is considered to be a change of a bit in
a memory. (source [2] - Table 2).

know, such systems are not widely used or not even avail-
able. Furthermore, such registers are only meant to store
cryptographic keys where other secrets are still kept in the
RAM. Therefore, Cold boot attacks are still relevant and for
the purpose of this essay we will assume that cryptographic
keys are located somewhere in the memory.

(Encrypted RAM) One possible way of avoiding exploitation
of RAM’s content is to encrypt its content. This could be
done by encrypting the entire RAM or only parts of it using
software or hardware. But a problem with such an approach
is that, it slows down memory access for an order of mag-
nitude, and for this reason, such solutions are not widely
used.

(Secure boot) Somewhat effective solution towards prevent-
ing such attack is to restrict which programs can be booted
by a device (i.e. secure boot). Nowadays, this is a popu-
lar technique used by most of the major vendors of mobile
phones, making performing Cold boot attacks on such sys-
tems difficult. In such cases, the only way to perform an
attack is to avoid the boot restriction (which is often possi-
ble, especially if we are able to revert to a previous version
of BIOS that might have a flaw), or to transplant the RAM
module to another device. Which turns out to also be dif-
ficult when it comes to embedded devices, such as mobile
phones, because RAM is usually permanently soldered to
the board.

Because of such restrictions, it is often hard to obtain the
content of the memory, but having the right equipment it is
still possible. For the purpose of this discussion, we assume
that we were somehow able to obtain a raw content of a
device’s RAM which we are now able to analyze.

3. FILE-BASED ENCRYPTION

A prevalent way of securing the data stored in the long term
storage of a device (PC or mobile phone) is to encrypt the
data. There are several ways how one can do that. One
way is to use Full-disk encryption (FDE) where (almost)
the entire disk is encrypted and the user needs to provide a
decryption key before kernel can be loaded into memory and
user data can be accessed. Where an alternative approach,
called File-based encryption (FBE), is a bit more flexible and

allows to encrypt only individual files while leaving some files
unencrypted. This approach has several advantages:

e services being available without unlocking the phone
(e.g. alarm clock, receiving calls, ...),

e incremental backup of individual files even though they
are encrypted, rather then backing up the entire vol-
ume,

e different files are encrypted using different cryptographic
keys, and

e cryptographic keys are only kept in memory while files
decrypted by them remain open.

Because of this advantages, FBE is often used on modern
mobile phones. Support for FBE was added to Android
in version 7.0 and completely replaced FDE in version 10.0
and higher. Some devices also use a combination of FDE and
FBE to encrypt the data; the data is initially encrypted with
FBE using users authentication key and then additionally
using FDE with a device bound key.

FBE is implemented as an extension of EXT4 file system
that encrypts filenames, metadata and the files content. Each
file is encrypted with a different key DEK¢ which is derived
from a masters key MK. Usually, each Android device uses
at least two different MK keys. One that is bound to the
device (MK 4) and is used to decrypt the files after booting
before user unlocks the phone; where the other master keys
are derived from users credentials (MK .) after the phone is
unlocked and are used to decrypt other files including the
users personal data. Typically, MK’s are bound to the de-
vice using TrustZone, which keeps the keys safe before root
and kernel level attacks; where the derivation of the keys
is performed in TrustZone as well. MK are usually used
to encrypt more sensitive files, e.g. users personal data, for
example, chat history.

We can use key derivation function (KDF) with file specific
nonce and related MK . to derive DEK ¢ for each file; because
of that each file and directory in EXT4 has two additional
pieces of information: file specific nonce and a key descriptor
for the master key that needs to be used for the derivation.
Note that nonces and key descriptors cannot be encrypted
because we need them to derive the file’s DEK. Figure 2
shows how a file specific DEK is derived in order to access
the content of the file. First (1), a request to access the
content of the file is made. By using a key descriptor of the
file, an appropriate MK is selected (2). DEK; is derived
(3) using the selected MK . and the file’s nonce. The files
content is then decrypted with the decryption function (DF)
(4) and send to the process that requested it.

4. PERFORMING AN ATTACK ON FBE

In order to be able to decrypt a file on a FBE encrypted disk,
we need to obtain the MK, that can be used to derive file
specific decryption keys. In order to do that, we can use a
weakness in the key derivation function (KDF) of FBE. The
KDF was already fixed in the newer versions of the Android
kernel. However, the KDF is not updated when phone is
updated over wireless connection because the entire phone



MK, KDF

MK,

Figure 2: How a file is accessed on FBE storage

needs to be re-encrypted. Because of that, older versions of
the phones remain vulnerable.

4.1 Attack model

We assume an attack model where we have a physical access
to an Android mobile phone with FBE. The phone is turned
on but is locked. This are all reasonable assumptions for
an arbitrary case when the police seizes a suspect’s phone
as part of the investigation and the suspect did not have a
chance to turn off the phone. We additionally assume that
we were able to make a full copy of the RAM’s content and
that we have access to the encrypted storage on the phone.
As mentioned before, getting access to both RAM and disk
can be difficult but it can be done using the right equipment.

5. OBTAINING THE MASTER KEYS

The code of the Android kernel that was investigated is avail-
able at Googles code repository’ under the commit tag ASB-
2018-12-05_4.14-p-release. The FBE implementation in this
specific commit uses AES256-ECB as a key derivation func-
tion (KDF) which is used with a master key and a file spe-
cific nonce to derive DEK that can be used to decrypt the
related file; we denote that as DEK; = AEngﬁef(MKc).
Note that, AES uses the same function for encryption and
decryption. This allows us to also compute a master key
MK if we have DEK and the file specific nonce, i.e. MK, =
AESECE f(DEK r).  This property and the fact that, for
each file, its nonce and MK key descriptor are not encrypted
allows us to derive the MK, from the image of the RAM with
high probability.

In the later version of the Android kernel, a new KDF was
implemented that avoids this problem. Which KDF is used
depends on a value passed to the function that does the key
derivation. Therefore, it is not necessary that the new KDF
is always used. At the time of the research, only one from
the evaluated phones uses the new KDE (Section 7).

In order to derive the M K., we require file specific key DEK ¢
and noncey. We can obtain DEKy from the RAMs image
by using aeskeyfind® tool, developed by Halderman (2008)
[2], which allows us to locate AES keys in the RAM’s image.
This approach uses several algorithms to find possible candi-
date keys and filters out unlikely candidates based on the en-
tropy and symbol repetition while also using a combination
of some other techniques. An alternative approach towards
finding the keys would be to parse the structure in the mem-

"https:/ /android.googlesource.com/kernel /common
https://github.com/makomk/aeskeyfind

ory used by the kernel; but it turns out that this method
is not as resilient as the one used in aeskeyfind because of
the RAM’s content degradation after the power is cut off,
i.e. it is not necessary that we get a precise copy of the de-
vices RAM when performing the Cold boot attack because
some bits might degrade (i.e. change value) before we are
able to copy the RAM. Further, we can extract file specific
nonces by parsing the volume of the copy of the disk storage
that contains EXT4 file system. Remember, file nonces are
not encrypted because, the kernel needs them to derive the
right decryption key. By obtaining all the file decryption
keys FK = {DEK,, DEK;, ..., DEK, } and all the nonces N
= {noncel,textnonceg, ...,noncen} we are able to compute
all the potential master keys M = { MK1, MK>, ..., MK, } by
calculating them as

MK; = AESESYE,, (DEK;)

for all ¢ from 1 to n. The actual master keys are a subset of
M. We can determine which ones there are by noting that
decrypting content by AES using a wrong key will return
random data. Therefore, if we obtain the same master key
for two different pairs from FK x N we have found the actual
master key. From this it follows, that we need two different
DEK, that are derived from the same master key, to be
present in the memory to be able to confirm its master key.

There are some additional specific steps in relation to FBE
and AES that we don’t discuss here because they are not
relevant to the main idea behind this approach but are rel-
evant for performing the method. The additional steps can
be found the original article [1].

6. DIGITAL FORENSIC TOOLS

In order to use the method introduced in the paper [1], the
authors have:

e implemented a new tool called fbekeyrecovery that,
given a raw image of EXT4 partition and memory
dump, is able to extract the FBE master keys as de-
scribed above,

o they extended The Sleuth Kit (TSK) to output FBE
related file attributes, and decrypt file names and con-
tent automatically, and

e they extended Plaso framework to also extract events
from FBE encrypted partitions provided a master key.

When analyzing disks encrypted with FDE, the process was
usually divided into two stages; first, the content of the disk
was decrypted and, second, TSK and Plaso were used to
analyze the decrypted content. But in the case of FBE en-
cryption, this separation is harder to achieve because FBE
is tightly coupled with EXT4 file system. Because of that,
authors decided to extend the functionality of TSK to also
be able to decrypt the data during the analysis process.

Figure 4 shows how the modified tools interact between each
other.

7. EVALUATION



Release Device 0S Version Content Enc. Name Enc. old KDF Metadata Enc.
2015 Samsung Galaxy S6 7.0 Full-Disk Encryption — -
2015 Google Nexus 6P 8.1.0 AES XTS AES CBC CTS 4 X
2016 Huawei P9 lite 7.0 Full-Disk Encryption - -
2017 Google Pixel 2 10 private AES HEH X X
2017 BQ Aquaris X 8.1.0 Full-Disk Encryption — -
2018 Google Pixel 3 9 private AES CBC CTS v v
2018 Xiaomi Mi 8 8.1.0 private AES CBC CTS v X
2018 Huawei P20 lite 8.0.0 AES XTS AES CBC CTS 4 X
2019 Google Pixel 4 10 private AES CBC CTS v v
2019 Samsung Galaxy S10 10 * * * X
2020 Huawei P40 Pro 10.1.0 * * * )

Figure 3: Devices included in the evaluation - For each device we can see when it was released (Release), the name of the device
(Device), the version of the Android on the device (OS Verison), how long term storage is encrypted (Content Enc.), which
encryption method was used (Name Enc.), if a new KDF is used (New KDF), and if metadata is encrypted (Metadata Enc.). *
indicates that the authors were not able to access the metadata about the encryption of the device and therefore were not able

to perform further evaluation.
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Figure 4: How the modified tools interact between each other

The suggested method was evaluated in two different ways.
For two devices, Nexus 5X and Pixel XL, a full master key
recovery was done; where for other devices, the encryption
scheme was evaluated and, based on that, determined if the
method is applicable. Devices from broad range of vendors
were included, such as Samsung, Huawai and Xiaomi. For
the devices where the master key was recovered, they were
able to analyze the content of the storage with the modified
TSK and Plaso tools. Figure 3 lists the phones included
in the evaluation. From the table we can see that 5 of the
evaluated devices use old KDE encryption that allow us to
use the suggested method.

8. CONCLUSION

The discussed method, suggested by Tobias Grof}, Marcel
Busch, and Tilo Miiller in [1], demonstrates how one can
break the FBE encryption on a modern mobile phone if one
is able to obtain a raw image of the device’s RAM and stor-
age. As argued, in some cases this is hard to do, but possible
using the right tools. The suggested method exploits the fact
that:

e key derivation method (AES ECB), used on some An-
droid devices, uses the same function to encrypt and
decrypt data,

e FBE does not encrypt the file’s metadata used by the
encryption (e.g. noncey), and

e that hundreds of file specific keys (DEK) can be present

in RAM that can be used to derive and confirm some
of the master keys (MK).

The authors confirm that the method is applicable by ap-
plying it to some modern mobile devices available on the
market. They also upgrade some of the existing forensic
tools (The Sleuth Kit and Plaso) so that the method can be
applied in practice.

This article demonstrates that Cold boot attacks can still be
performed in practice even on some of the most protected
devices (mobile phones) on the civil market. The Cold boot
attacks might be much easier to perform on modern day
computers where RAM modules can often be unplugged thus
allowing much easier access to the raw RAM image.

For those that are further interested in this topic, we highly
recommend watching the presentation An ice-cold Boot to
break BitLocker by Olle Segerdahl and Pasi Saarinen [4] from
SEC-T conference. They give a nice overview of of Cold boot
attacks in 2018 and also perform a live demonstration of how
they can be done.
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ABSTRACT

With the increasingly diverse landscape of digital evidence,
both the experts and tools of digital forensics must be prop-
erly certified to deal with it effectively. In order to achieve
this goal, quality datasets of digital data must be made avail-
able. Manual generation of test images can be very time
consuming, and usage of second-hand drives presents pri-
vacy concerns. As such, emulating user and system actions
presents itself as a valid solution. Several tools have been
developed to address this need.

In this seminar paper, we present a few existing approaches
for generating synthetic digital forensic datasets, with focus
on TraceGen. TraceGen is a novel framework for automating
user-generated stories through virtualization technologies.
Through the use of Python scripts, it can reproduce various
user behaviour. Additionally, we cover select mobile and
network forensic dataset generation approaches. We find
that each approach has its advantages and drawbacks, and
that a unified overview of the field would be of great benefit.

Keywords

data generation, user emulation, forensic images

1. INTRODUCTION

The fast and widespread development of technology creates
an abundance of increasingly diverse and complex digital ev-
idence. Incorrect handling or interpretation of this evidence
can lead to undermined investigations, wasted resources and
abandoned cases in court. Digital experts must not only
be able to properly retrieve, preserve, extract and analyse
data, but also provide a suitable interpretation and conclu-
sions. The level of certainty with which investigators present
their findings is directly influenced by their experience in the
field. Organizations also have a vested interest in protecting
themselves against liabilities, increasing the expectations for
professionals to have relevant knowledge and training [1].

Mihael Rajh
Faculty of Computer and Information Science
University of Ljubljana
Veéna pot 113
1000 Ljubljana, Slovenia
mr0017@student.uni-lj.si

A lack of generally accepted competencies and standards can
make it difficult to assess qualifications in digital forensics,
leading to the creation of several certification and training
programs. In order to provide sufficient general knowledge
as well as any specialized certifications, a wide range of high-
quality digital forensic test images is required. While com-
mon forensic operations are implemented in various tools,
these can contain bugs that lead to incorrect or misleading
findings. At the rate of change that technology goes through,
reliable error rates must be established quickly, leading to
additional demand for quality test images [3].

While several collections of digital images have been formed
over the years, many are not publicly available or have in-
sufficient diversity [6]. A common approach for the gener-
ation of new test images is manual creation with the help
of a qualified expert. This process can be very drawn out
and leave little room for creating sufficient background noise
on the device [7]. It reduces the capacity to test students
and new techniques in their ability to cut through irrelevant
data. Although this can be resolved through purchase of
second-hand devices, privacy concerns come into play.

As a result, many approaches for emulating user and system
activities have been proposed. In this paper, we focus on
reviewing TraceGen [3], an automated framework for emu-
lating user activity. In the following chapter, we first provide
an overview of different approaches to emulating digital ac-
tivity for disk forensics. Next, we present TraceGen, includ-
ing a general description of its workflow. Then we separately
describe generation of mobile and network traces. Finally,
we present our conclusions.

2. OVERVIEW OF DISK IMAGE

GENERATION APPROACHES

In their paper Woods et al. [11] describe four properties that
are important when creating rich disk images. The first one,
which they call ’answer keys’, are the ground truth or so-
lutions for students, and tell which digital evidence might
be stored in which artefact. The next characteristic, which
they call ‘realistic wear and depth’, states that the gener-
ated disk images should have use patterns that are realistic
or human-like. In other words, the usage patterns like cre-
ating files, browsing the web, etc., should look as if a human
has made those actions and not a machine. The third char-
acteristic, called ‘realistic background data’, states that the
‘incriminating’ data should not look out of place in a disk
image. In other words, ‘incriminating’ data in the disk image



should not be the only data of its kind, for example the only
text file in the disk image. The fourth and final desirable
characteristic is what is called ‘sharing and redistribution’,
and describes that the generated hard disk images should
be made freely available for download for the purpose of ed-
ucation. In the following subsections we will describe the
existing approaches of generating testing disk images.

2.1 Manual disk image generation

The first approach for disk image generation is manual gen-
eration, which requires an expert to manually carry out the
actions on a disk to create the disk image. A positive side
of this approach is that it does create realistic actions, since
a human carried out these actions when creating the disk
image. On the other hand, this approach has two big draw-
backs. The first drawback is that creating a rich history of
actions is tedious and time consuming, since the actions have
to be carried out in real time, and creating actions in this
case would span a long time in days or even months. The
other drawback of this method is that the human has to
carry out all the actions, which in the case of 10000 actions
can be very time consuming.

2.2 Forensig2

One of the systems that was developed is called Forensig2
(Forensic Image Generator Generator), as described by Moch
and Freiling [7]. Forensig2 can automatically configure a vir-
tual machine, copy files and install software with the use of
the command line. One other thing that Forensig2 does is
that it logs the actions that it performs, which can be later
used for ground truth. The drawback of this framework is
that it does not create artefacts that would be created if a
human would open a folder and then manually copy a file.
This human action creates numerous registry artefacts that
are not generated when you programmatically copy a file.

2.3 Generating synthetic corpora

In addition of copying and deleting files, the approach pro-
posed by Yannikos et al. [12] also includes downloading files
from the internet and the import and export of disk images.
However, the drawback of this system is that it considers
only the file system interactions.

2.4 EviPlant

The approach of EviPlant [8] solves the problem of distri-
bution of disk images with so called ’evidence packages’. It
also discusses injecting data into disk images and how the
injection of background noise into disk images can be diffi-
cult. However, EviPlant does not reduce the need for manual
work in generating the initial evidence, only its reusability.

3. TRACEGEN FRAMEWORK

The TraceGen framework presented in the article solves the
problems that were presented in other approaches, or at least
tries to alleviate them. The framework tries to programmat-
ically simulate user’s actions and with that create realistic
artefacts, instead of just generating them. The basic idea of
the system is to run a script that receives an input csv file
containing events, and then run some commands. At the
end it generates a disk image and log of actions (the ground
truth). The overall design of this system can be seen in
Figure 1.

User Action Emulation ‘Output

Input /
Host
List of Actions
T
+ Action ntrol Guest
+ [Parameters] QMTM = =
internal Seript
\
.

|| Log of Actions
Figure 1: The figure shows the design of the whole system.
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3.1 Types of actions

The framework considers two types of actions. The first are
machine control actions, or actions that are performed out-
side of the virtual machine (VM), like powering on the VM,
shutdown of the VM, and adjusting the BIOS time. The
next type of actions are user actions which are further di-
vided into ‘External user actions’ and ‘Internal user actions’.
External user actions are actions that a user performs out-
side of VM, like copying files, performing google searches
etc. And internal user actions are almost the same as ex-
ternal user actions, with the only difference being that they
are performed inside the VM.

3.2 Used technologies

The fist technology used by TraceGen is VirtualBox for cre-
ating disk images. It was used because of its simple set
up and free availability. The next technology used by the
framework was the Python programming language, which
was chosen because of its simple syntax and long list of sup-
ported libraries.

3.3 Automation methods

The article discusses four automation methods used by Trace-
Gen. The first one are APIs, which are used for automat-
ing or simulating user GUI interactions, like saving a file in
Notepad. One such API is pywinauto. The next method are
mouse and keyboard controls, which allow programmatically
injecting keyboard inputs, mouse movements and clicks, and
are used to simulate the user’s mouse and keyboard inter-
actions. The next automation method that TraceGen uses
is the GUI interaction, which can programmatically execute
mouse and keyboard actions. An example would be pro-
grammatically moving the mouse and clicking the save icon.
Examples of such tools are ‘Siculi’ and ‘PyAutoGUI’. The
last automation technique is browser automation and is used
to programmatically simulate a web browsing session.

3.4 Implementation

The implementation of the framework requires implement-
ing the VM external actions. That is the booting of the VM
and setting the BIOS time. Implementation of those actions
is achieved with the vboxmanage command. The other part
of the implementation consists of implementing the VM in-
ternal actions like saving a notepad file inside the VM. These
actions are implemented using the same vboxmanage com-
mand with additional parameters like username, password,
name of the application or script to be executed, etc. To
simulate user interaction with the browser, they installed
and used a program called Sendkey, which allows keyboard
navigation of Google search results.



3.5 Stories

To know which commands the Python script must execute,
the TraceGen framework uses something they call stories.
Stories are a list of actions that are contained in a csv or
tsv file. Each of these actions contains the date and time
at which to perform the action, the action that needs to be
performed, and any argument that the action need in order
to be performed. There are two ways that a story can be
executed. The first is called ’simulation mode’. This mode
performs the given actions in real time. The plus side of
this mode is that the timestamps are consistent and real.
The drawback of this approach is that because the actions
are performed in real time, constructing a month’s worth of
history would take a month. Another drawback is that the
timestamps can only be from the future, since this approach
waits until the time to execute the action arises. The other
mode is called ’compressed-time simulation’, which adjusts
the clock of VM before executing each action. The drawback
of this approach is that the timestamps of artefacts may not
be consistent, but this approach does allow a large amount
of artefacts to be constructed in a short period of time.

3.6 Results

In order to evaluate the framework, the article presents two
kinds of experiments that they conducted. They used the
compressed-time simulation mode of the tool and provided
two CSV files containing stories to be executed. Through the
use of randomization, they ensured that the time of repeated
operations would change.

The first story consisted of four steps, and included setting
system time, booting the VM, creating a notepad file, and
finally shutting down the VM. The second story was longer
with seven total steps, starting similarly with setting system
time, booting the VM, and creating a notepad file. Then a
png file is copied between folders, the browser is used, and
the WinSCP is ran and logged into, before finally shutting
down the VM.

Two continuous running tests were also done, where the first
one set the time in the past and the other set the time in the
future. To examine the traces left on the machine they used
Plaso, a Python tool for creating a super timeline. They
used pandas to analyse timelines created from test disk im-
ages. They recorded the number of events before and after
the story has been executed. These results are shown in
Figure 2.

Event counts from different sources.

Event Source Before Story After Story Increment
EVT 183628 246,653 63,025
REG 81,181 125,598 44417
WEBHIST 27,869 30,6849 2820

Log 2,753 3,160 407

PE 1,019 1,032 13

LNK 621 352 FEy )
OLECF 348 348 [i]

Total 297,419 408,332 110913

Figure 2: The figure shows the event counts before and af-
ter story execution. The events are as follows: Windows
Event (EVT), Registry (REG), Web History (WEBHIST),
Log (LOG), Portable Executable (PE), Link (LNK).

To check if generated artefacts are consistent with the human-
generated artefacts, they used the following process. First,
they took the image of the VM. Then they activated the
Procmon capture. Then the automated/human action was
executed. Then the Procmon capture was stopped and saved,
and the system image of VM was taken again.

After this process was completed, they tested the results by
inspecting the Procmon logs and recording the differences
in files and registry. It was found that a story can be suc-
cessfully generated using relatively little user input and in a
short amount of time. While some caution must be taken,
it is possible to compare the output to real user action. The
number of event counts on relevant days was also correctly
increased.

4. MOBILE & NETWORK EMULATION

While a number of forensic image generation solutions have
been proposed over the years, most are aimed at computer
disk forensics. As mobile devices represent a sizable por-
tion of digital technology usage, they form a sizable risk of
cyber-attacks against individuals and organizations. It is
therefore important to provide comprehensive solutions for
generating mobile forensic artefacts [2]. We present two re-
cent methodologies for creating synthetic smartphone test
data.

On the other hand, the field of network forensics is interwo-
ven with computer security due to the continuous increase
of cyber-attacks. While many mentioned tools support gen-
eration of limited network usage artefacts, complete net-
work packet captures are often desirable. Due to the in-
creasing performance of modern networks, machine learning
algorithms are employed to detect anomalies. In order to
train such algorithms, large, diverse and quality datasets
are required, driving up the need for suitable generators [9].
Three relevant frameworks are presented.

4.1 A mobile data generation methodology

In their recent paper [5], Gongalves, Attenberger, and Baier
present a methodology for generating a realistic, content-
centric smartphone dataset. They assert three goals that
synthetic datasets should meet, the first of which is that it
should contain relevant and irrelevant data as specified by
a user. Additionally, the dataset should contain a sufficient
amount of data to be realistic, and should contain forensi-
cally irrelevant data that is automatically generated without
being specified. They are currently conducting a survey to
determine realistic data distributions.

4.2 FADE

FADE [2], the Forensic image generator for Android DE-
vices, is based on the hypothesis that realistic datasets can
be created through Android emulators and Android API
tools. It differs from other generators in that it uses a GUI
to insert data into Android devices, allowing the user to
launch the appropriate emulator and manually populate it
with phone contact, phone call, and text message informa-
tion, as well as provided files. Their future work will focus on
automatically populating devices with Android application
data and supporting newer Android API versions.



4.3 1ID2T In the future, we hope to see more work focused on evaluat-

The first of selected network forensics tools is ID2T [10], ing and comparing existing digital forensic image generation
and produces labelled datasets with user defined attacks, ei- approaches. As the number of widely used digital technolo-
ther through script-based generation or PCAP modification. gies increases, so does the need to provide increasingly di-
This allows the implementation of both simple and complex verse and scalable datasets. A unified overview can have
attack models. In one case, a large number of packets with immense value for this purpose.

similar parameters are inserted, while in the other, a rele-

vant pcap file is provided with user specified replacement 6. REFERENCES
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